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Abstract
Notwithstanding the potential danger to security and privacy, sharing and publishing data has become usual in Data Science.
To preserve privacy, de-identification methodologies guided by risk estimation have been designed. Two issues associated with
classical risk metrics are, on the one hand, the adequacy of the metric and, on the other hand, its static nature. In this paper, we
present metrics for estimating risk based on the emerging semantics provided by Formal Concept Analysis. The metrics are
designed to estimate the a priori risk of compromised data deletion. Furthermore, by applying specialized variable forgetting
methods for association rules, it is shown how to ref lect the effect of deleting attributes belonging to potentially dangerous
quasi-identifier sets. Additionally, a study of the role of the risk metric in confidence-based reasoning for re-identification is
presented.
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1 Introduction

In Data Science, the problem of anonymization (or deidentification) consists of avoiding the
individual identification using the information stored in the data set [14]. Deidentification has
become a requirement for information sharing, mainly because anonymized data-sharing does not
require the express consent of the individuals represented in the dataset. Data-sharing is crucial
in sensitive fields such as Healthcare or Security. In general, it is potentially strategic in any area of
Engineering. The dual problem, the reidentification, consists of manipulating databases to determine
the identity of persons whose information appears in them.

To address both practices, it is necessary to consider the nature of the project in which the
dataset will be used. Moreover, some considerations about the attacking agents that will attempt
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to re-identify the dataset must be taken into account [14]. This kind of preliminary analysis allows
the engineer to outline different criteria depending on the degree of sharing and the nature of the
agents involved in the problem. Thus, the scenarios range from controlled use cases (such as e.g.
the case where only a certain set of scientists have access to the dataset) to that of published open
data (e.g. open data about the COVID-19 pandemic). In the latter case, the knowledge and skills of
the potential attacking agents are unknown. Different scenarios bring to consider, in turn, several
types of attacks against the unidentified dataset [15], as well as different methods of managing other
related problems [25].

Historically, Privacy has been a major issue in Healthcare, due to the dilemma between pragmatic,
scientific (reproducibility of experiments and data reusability) needs versus ethical and legal ones.
The so-called Safe Harbor principles [23] provide a first approach to tackle the challenge, detailing
which fields should be eliminated or anonymized (e.g. through pseudonyms). It is from this
background that Data Science has inherited a series of best practices, guidelines and methodologies.
Among them, there are issues that arise from the problem of reidentification attacks [15]. Moreover,
different deidentification standards have been published (e.g. [10, 16, 19]) that complement and
adjust traditional principles to the current technological and legal realms.

This paper concerns a particular case, ubiquitous in all privacy scenarios. We refer to the so-
called attribute disclosure: when the attacker learns that an attribute or set of attributes provides
information-rich enough to know who is one of the individuals in the de-identified dataset. For this
problem, different scenario-based techniques are still needed. A Closed World scenario is where only
a restricted set of agents have access, and there is little or no linkage of the data to other external
data. In the Open World scenario, the data are linkable to external data, the set of agents with access
is very large or the data are open to anyone. For the latter case, other techniques can—and should—
improve on the traditional ones, such as Differential Privacy [12] that seeks to achieve the so-called
privacy ad omnia.

From all of the above, it is clear that a major requirement for any Risk-minimization-Based
Methodology (RBM) in Data Science is the availability of methods to quantify it; a metric for
estimating the danger of re-identification in any stage [14]. When such metrics are available, the
RBM will be concerned, on the one hand, with keeping the risk value small (such value is relative
to the working scenario), considering robust thresholds. On the other hand, RBM will try to ensure
that the techniques used to reduce risk do not cause an unacceptable loss of information that would
make the dataset unusable.

Data scientists use privacy practices that work on variables or sets of variables that are direct
identifiers (i.e. that allow the attacker to recognize an individual from the database). These practices
also aim to analyse the impact of the elimination of records or variables on the knowledge implicit in
the dataset. Examples of such techniques are the masking or the simple variable deletion. To carry
them, it is necessary to identify variable sets for which, if some combination of values is known, then
re-identification is very likely(quasi-identifiers). Finding such sets is a persistent activity in RBM.

1.1 Aim and structure of the paper

The thesis of the paper is that the so-called Formal Concept Analysis (FCA) can help to design
metrics, semantic in nature, which consider some amount of implicit knowledge in the dataset. This
paper (which extends a previously published work [7]) aims to enrich the classical risk analyses by
employing new metrics that take into account the conceptual structure (in the sense of FCA [17])
extracted from the dataset. Also, the relationship among metrics and association rules mined from
the dataset are analysed using FCA.
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FIGURE 1. Example from [20]. This paper focuses on some quasi-identifiers (right).

Additionally, for supporting and refining the decision-making process, techniques from the so-
called Three-Way Decision paradigm are applied. These may be successfully applied to analyse
conceptual structures from FCA [8].

The structure of the paper is as follows. The next section recalls the fundamental elements of
risk-based metrics and FCA. Section 3 is devoted to introducing FCA-based risk-based metrics.
In Section 4 the dilemma of risk versus data preservation from the viewpoint of the Three-Way
Decision paradigm is addressed. Section 5 tackles the relationship between the semantic risk and the
association rule reasoning. Section 6 shows how to enrich RBM with the results of previous sections.
The paper finishes with some considerations and ideas for future work.

2 Background

This section summarizes the main elements of both risk metrics and FCA. To illustrate the different
proposals of the paper, it has been selected as running example a small dataset from [20] (Figure 1).
The original dataset contained a direct identifier, the patient’s name, has already been masked by
the ID variable (it is supposed that the correspondence ID↔Patient is securely stored by the dataset
sponsor).

There exist other interesting features which can be observed. For example, the ID set
{10, 13, 14, 17, 22} can be characterized as the individuals sharing the values {Male, 1967} for
the quasi-identifier {Sex, Year − of − Birth}. This type of individual set is referred to as equivalence
class in [14]. This kind of class is characterized by variable values, so it is expected to be large
enough to prevent the recognizing of a individual in the event that the attacker agent knows its
attribute values, and they coincide with those of the quasi-identifier.

It can perform techniques that aim to augment the size of the equivalent class. For example,
the variable Year − of − Birth could be modified to lose precision, augmenting this way the
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size of the new equivalent class. For instance, by taking decades as the time scale. For example,
the equivalence class for the modified quasi-identifier {Male, 1960 − 1959} increases, resulting in
{2, 10, 11, 13, 14, 17, 22, 27}.

2.1 Risk-based metrics

Roughly speaking, metrics for re-identification risk could be classified in exogenous and endoge-
nous. The former needs estimations of the probability of successful attacks, while the latter only
uses features of the data set [14]. This paper is concerned with the second one. This way all the
factors to consider come from the dataset itself.

Risk metrics aim to estimate risk when the adversary knows someone in the real world and is
trying to find his entry in the dataset, or has chosen a record from the dataset and is trying to find
out the identity of the individual [14, 20].

DEFINITION 2.1
Let D be a dataset and Q = {v1, . . . , vk} a variable subset (the quasi-identifier) of D.

• The re-identification risk of an entry (individual) e with respect to a set of variable values
v1 = q1, . . . , vk = qk is defined as

r(e, q1, . . . , qk) = 1

s(q1, . . . , qk)

being s(q1, . . . , qk) the number of records sharing such values.
• An entry of D is a unique record with respect to Q if there exist values v1 = q1, . . . , vk = qk

such that r(e, q1, . . . , qk) = 1.

In the running example, it has r(14, sex, Year − of − birth) = 0.2. The case of unique records
represents the maximum re-identification risk. If the attacker knew these variable values, then
he/she could extract the remaining information. In the dataset of Figure 1, if the attacker knows
the identity of the person born in 1965, then the attacker may also know his clinical information
because r(27, Male, 1965) = 1.

DEFINITION 2.2

• The maximum risk of D with respect to q1, . . . , qk is

rM (D, v1, . . . , vk) := max{r(e, q1, . . . , qk) e ∈ D, qi value for vi, 1 ≤ i ≤ k}
• The average risk of D is the expected value,

rm(D, v1, . . . , vk) := E[r(., q1, . . . , qk)]

For the example, rM (D, Sex, Year − of − Birth) = 1, while the average risk would be
rm(D, Sex, Year − of − Birth) = 0.59. The selection of the risk metric depends again on the dataset
usage scenario. It is common to select the maximum risk when data sponsor aims to share data
within an open environment (Open Data); it is reasonable to think that the adversary will focus on
the highest risk records. The opposite case is where data access is restricted, and re-identification
could be forbidden by contract. In this case, the average risk could be more appropriate; the problem
would be similar to inadvertent re-identification.
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River Coast Sea

Carp ×

Escatofagus × ×

Bream × ×

Sparus × ×

Eel × × ×

FIGURE 2. Formal context on fish and its associated concept lattice.

Anonymization practices consider generally acceptable to use 5 as the minimum size of a
equivalence classes; s(e, q1, . . . , qk) ≥ 5, i.e. rM (D, v1, . . . , vk) = 0.2). However, for some studies
higher risks are accepted, such as 0.33 (used by US CDC in HIV studies). In general terms, an
average risk greater than 0.5 is also unacceptable [14]. Unique records deletion relieves both risks.
For example, after applying the suppression of unique records in the example in Figure 1, the new
database D′ has rm(D′) = 0.33.

2.2 Formal Concept Analysis

The data structure in FCA is the object–attribute table called formal context. It is a three-element
set K = (G, M , I), where G is a non-empty set of objects (events), M is a non-empty set of attributes
and I ⊆ G×M is a binary relation. Figure 2 (left) shows a formal context that describes fish (objects)
that live in different aquatic ecosystems (attributes).

The primary goal of FCA is the extraction and analysis of concepts from data. A concept is a unit
of thought comprising its extent and its intent. The first covers all objects belonging to the concept,
and the second comprises all attributes valid for all objects under consideration. On K = (G, M , I)
two operators called derivation operators are considered. Given A ⊆ G and B ⊆ M , these can be
defined as:
A′ = {m ∈ M | (g, m) ∈ I for allg ∈ A} andB′ = {g ∈ G | (g, m) ∈ I for all m ∈ B}

That is, the set of attributes shared by all objects in A (the intent of A), and the objects that have all
the attributes of B (the extent of B), respectively. In terms of FCA—identifying the variable values
with attributes—the extent of the quasi-identifier would correspond to its extent.

A formal concept is a pair C = (A, B) object/attribute sets (extent Ext(C) = A and intent
Int(C) = B of the concept, respectively) such that A′ = B and B′ = A.

The relation subconcept of , ≤, between concepts is defined by: (X1, Y1) ≤ (X2, Y2) if X1 ⊆ X2.
The derivation satisfies that, if X1 ⊆ X2, then X ′

2 ⊆ X ′
1. It also satisfies X ⊆ X ′′ and X ′ = X ′′′. From

these properties, the following characterization can be achieved:

• The smallest concept that contains an object set X ⊆ G is (X ′′, X ′),
• the largest concept that contains an attribute set Y ⊆ M is (Y ′, Y ′′).
• the smallest concept containing g ∈ G; i.e. Con(g) := ({g}′′, {g}′).
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Need Water Aquatic Mobility Legs

Cat × × ×

Leech × × ×

Frog × × × ×

Corn ×

Fish × × ×

FIGURE 3. Formal context on live beings (top) and Stem Basis (down).

The set B(K) of the concepts of K can be endowed with the mathematical structure of lattice
throughout the subconcept relationship [17]. For example, the concept lattice of the formal context
of Figure 2 left is shown at right. It actually represents the Hasse diagram of the lattice. This is a
graph representing the relationship C1 ≺ C2 from bottom to top defined by C1 ≤ C2 and there is
not any intermediate concept. In this representation, each node is a concept, and its intent (extent,
resp.) is formed by the set of attributes (objects, resp.) included along the path to the top (bottom
resp.) concept. For example, the bottom concept ({eel}, {Coast, Sea, River}) could be interpreted as
a new concept, euryhaline-fish, which has been discovered.

2.2.1 Implication logic and association rules in FCA In the tradition of deductive databases, the
logics on FCA are based on implications expressing attribute dependence. An implication of K =
(G, M , I) is an expression Y1 → Y2, where Y1, Y2 ⊆ M . The semantics are inherited from the
propositional logic interpretation of implications, but relativized to the formal context. The set of
implications will be denoted by Imp(M).

Formally, Y1 → Y2 is said to be valid for a set T ⊆ M (or T is a model of the implication), written
T |� Y1 → Y2, if the following condition is satisfied: if Y1 ⊆ T then Y2 ⊆ T . The implication
Y1 → Y2 is valid in the context K = (G, M , I), denoted by K |� Y1 → Y2, if {g}′ |� Y1 → Y2 for
any object g ∈ G (i.e. the set of attributes of any object models the implication).

For example, the implication River, Sea → Coast (if a fish lives in both rivers and the sea then it
also lives in the coast) is valid in the context of Figure 2, whereas the River → Coast does not.

DEFINITION 2.3
Let K = (G, M , I) be a formal context and L ∪ {L} ⊆ Imp(M). It is said that

1. L is consequence of L (denoted by L |� L) if each model of L also models L.
2. L entails L′, denoted by L |� L′, if every implication of L′ is consequence of L.
3. L is complete for K if for every implication L, if K |� L then L |� L.
4. L is non-redundant if for all L ∈ L, L \ {L} 
|� L.
5. L is an implication basis for K if L is both complete for K and non-redundant.

A particular basis is the so-called Duquenne-Guigues Basis (also called Stem Basis, SB) [18],
extracted from a type of attribute sets (pseudo-intents) [17]. An example is shown in Figure 3.
Reasoning with implications can be performed using them as a production system [3, 4].
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TABLE 1. Two Luxenburger bases (adding the Stem Basis) for Example of Figure 2

In FCA, association rules are implications—not necessarily valid—between attributes. Confi-
dence and support are defined as usual in data mining:

• The support of an implication L = Y1 → Y2 is supp(L) = |(Y1∪Y2)
′|

|G|
• The confidence of L = Y1 → Y2 is conf (L) = |(Y1∪Y2)

′|
|Y ′

1|
The analogous to the stem basis for association rules would be the so-called Luxenburger basis

[22]. A set Y is closed if Y ′′ = Y . Given Y1, Y2 closed, it is denoted Y1 ≺ Y2 when Y1 ⊂ Y2 and
there is no Y closed such that Y1 ⊂ Y ⊂ Y2.

DEFINITION 2.4
Given 0 ≤ γ , δ ≤ 1, the Luxenburger basis of K with confidence γ and support δ is

L(K, γ , δ) := {L : Y1 → Y2 | Y1, Y2closed, Y1 ≺ Y2, conf (L) ≥ γ , sup(L) ≥ δ}

The reasoning system for Stem bases can be adapted for reasoning with Luxenburger bases [3].
To simplify the notation, it is supposed that stem basis (they are implications with confidence 1) is
contained in Luxenburger basis. Implications of Luxenburger basis work as association rules from
the classic data mining setting. Two Luxenburger bases for the example from Figure 2 are depicted
in Table 1.

2.3 Evaluation-based three-way decision model

The so-called 3WD research paradigm is a relatively new proposal to study the decision-making
processes in a general way (see e.g. [27, 28]). 3WD aims to unify different approaches to decision
making under uncertainty. Techniques within 3WD have been developed in fields such as Data
Science and Big Data [24], Machine Learning [1] or incremental concept learning [30], among
others. This is not a paper on 3WD research, but we tackle here a decision problem, namely, to
eliminate or preserve risk data. The theoretical solution will be 3WD-inspired.

The ground idea in 3WD is to work on the problem of the interpretation of the workspace (system
inputs, beliefs, etc.) by studying three regions linked with decision-making procedures (cf. [29]):
positive, negative and boundary (acceptance, rejection and non-commitment regions, respectively).
It is the startpoint for tasks aimed to refine the boundary region (i.e. to solve non-commitment), a
major concern within 3WD.
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FIGURE 4. Context obtained by scaling from the dataset of Figure 1.

There are multiple ways to formalize the idea that ref lect different ways of understanding both
the decision process and the ontological nature of such regions. One way is using an evaluation
function to classify the inputs. The general formulation suggests to work with ranked evaluations in
a poset. In the present paper, the range of values of the evaluation will be the (ordered) interval [0, 1],
identifying 0 with false and 1 with true. An accept-reject evaluation ω : U → [0, 1] determines
three decision regions,

POSω = ω−1(1), NEGω = ω−1(0) andBNDω = {u ∈ U 0 < ω(u) < 1}

No more elements of this approach will be detailed here (we refer the reader to [29]), since these
will be introduced later, within specific approach of the paper. A natural way to refine the boundary
region is to take new thresholds to expand positive and negative regions, e.g. POSω,β = {u ∈ U β ≤
ω(u) ≤ 1}.

3 Estimating risk using formal concepts

The standard technique to transform the dataset D into a formal context K is by employing scales
[11, 17]. Roughly, these are designed by selecting attributes representing particular values or ranges
of values of the dataset variables. This way a variable with multiple values is transformed into a (set
of) attribute(s).

To transform the running example into one more illustrative for the paper, the so-called nominal
scale has been chosen for the variable Sex. Also, for others that are (non-disjoint) time intervals for
Year − of − Birth. In this way, the risk may increase since the value for an entry could belong to two
different intervals; thus, more information is available. The result is shown in Figure 4. The object in
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FIGURE 5. Concept lattice computed from Figure 4.

the formal context K corresponding to the record e ∈ D will be denoted by eK. The concept lattice
of the formal context obtained is shown in Figure 5. Throughout the paper, D will be the dataset to
study and K the formal context associated with D.

Please note that, when working with the formal context, the set of individuals sharing a given set
of variable values has been endowed with semantic meaning and is related to others, as shown in
the concept lattice. Also, observe that s(eK, q1, . . . , qk) is the size of the large concept that contains
attributes {q1, . . . , qk}.

3.1 Semantic interpretation of risk metrics

In order to illustrate our proposal, is convenient to firstly analyse the particular case of unique
records (i.e. rM (eK) = 1). In the associated context, such a record corresponds to an object eK

with |{eK}′′| = 1 (the extent of Con(eK) is a singleton). A feature of the proposed new metric—that
the classic metric does not possess—is that it provides information on the effect of erasing an unique
record.

DEFINITION 3.1
A ≺-chain

C = C1 ≺ C2 ≺ · · · ≺ Ck

withCj = (Xj, Yj) ∈ B(K)(1 ≤ j ≤ k) is called a unique record identifier chain if |X1| = 1 and
|Xj+1 \ Xj| = 1 for any j < k.

The interest of detecting this type of chain lies in that it allows to predict the effect on the risk
metric of deleting an unique record (it can create another one, the next concept in the chain). In
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FIGURE 6. Effect of sequential record suppression from unique record identifier chain with extents
{25} ⊆ {25, 28} ⊆ {25, 28, 20}.

Figure 1, right, a maximal identifier chain is highlighted:

({25}, {Date : 75 − 95, Date : 65 − 85, S : F}}) ≺ ({25, 28}, {Date : 75 − 95, S : F}}) ≺
≺ ({25, 28, 20}, {Date : 75 − 95}})

The effect of the sequential suppression of unique records on the concept lattice, showing the
apparition of new unique records, is shown in Figure 6. The formal contexts of Figure 6 has been
obtained using Conexp,1 and focuses on the chain discussed above. It has been recomputed the lattice
after each record deletion.

3.1.1 Identifier chains Along the rest of the paper, a threshold λ for the risk metric is fixed. The
generalization of the concept of unique record identifier chain is as follows, which represents the
fact that the elimination of records belonging to a high-risk concept could cause an increase in risk
to the next concept of the chain.

DEFINITION 3.2
Let K be the formal context associated with the database D.

• A chain C = C1 ≺ C2 ≺ · · · ≺ Ck with Cj = (Xj, Yj) ∈ B(K) (1 ≤ j ≤ k) is called a chain
with identification risk if |X1| ≤ λ, and |Xj+1 \ Xj| ≤ λ (j ≤ k)

• The risk associated with the chain C, rC :
⋃

Xi → R is defined as

rC(eK) =
{

1
|X1| if eK ∈ X1

1
|Xi\Xi−1| if eK ∈ Xi \ Xi−1

The idea is generalized considering all the ≺-predecessors in the lattice, by defining a FCA-
based risk by recursion on ≺ (without dependence on a particular chain). To simplify the notation,
the quasi-identifiers {q1, . . . qn} will be omitted in the following definitions. The so-called basic
semantic risk estimates the risk when there has been a deletion of records at risk on some subconcept
of Con(eK).

1http://conexp.sourceforge.net/. Updated version in https://github.com/keinstein/Conexp/releases
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DEFINITION 3.3
Let e be a record of D. The basic semantic risk of e is defined by

rBS(e,K) = max{ 1

|{eK}′′ \ ext(C)| C ∈ B(K), C ≺ Con(eK)}

The next metric to be introduced formalizes the idea of not assuming the suppression of the
elements of a subconcept, but using the probability of occurrence of that event (considering an
uniform distribution). It is also well defined on the partial order ≺. The definition exploits the fact
that the basic semantic risk actually depends on Con(eK): if {eK1 }′′ = {eK2 }′′, then rBS(eK1 ,K) =
rBS(eK2 ,K).

DEFINITION 3.4
The semantic risk of e is rS(e, K) := rL(Con(eK)) where rL(.) : B(K) → [0, 1] is defined by

rL(C,K) =
{

1
|ext(C)| if C has not non-empty subconcepts

max{ 1
|ext(C)\ext(D)| · rL(D,K) D ≺ C} in other case

It is easy to see that rL(e,K) = 1 iff C belongs to a unique record identifier chain.

DEFINITION 3.5
The maximum semantic risk and the medium semantic risk are, respectively:

rBS,M (K) = max{rBS(e
K) e ∈ D}, andrBS,m(K) = E[rBS(.)]

In Figure 7 the basic semantic risk and the semantic risk for the running example is shown,
with threshold λ = 0.35. Records belonging to highlighted concepts are at risk. Note that such a
elimination of some of them do not affect the risks of superconcepts (with rBS > λ). However,
rS < λ indicates that it is very unlikely that the records located in that concept and not in the
subconcepts are reidentifiable.

4 A 3WD framework based on the basic semantic risk

In a 3WD evaluation-based decision scenario, two thresholds could be taken, one for discarding
β ≤ λ and a safety threshold for preserving records, α < λ. In such a situation, the 3WD-inspired
regions POSBS (decision to be discarded), NEGBS (decision not to be discarded) and the boundary
BNDBS are defined by

• POSrBS := r−1
BS ([β, 1],K)

• NEGrBS := r−1
BS ([0, α],K)

• BNDrBS := r−1
BS ((α, β),K)

However, the analysis should be refined to obtain a dataset with acceptable risk. For example, to
try maximizing the number of records preserved (i.e. extend NEGrBS ) without compromising privacy.
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FIGURE 7. Identification of concepts with higher risk.

That is, to seek the decision function d : D → {0, 1} verifying that the formal context induced by
d−1({1}) has acceptable risk. That is, if

K3WD := (d−1({1}), M , I ∩ (d−1({1}) × M))

then rBS,M (K3WD) ≤ λ.
Given X ⊆ G, consider KX := (X , M , I ∩ (X × M)). An issue with the design of d is that it must

be incremental. Please note that the evaluation risk is not necessarily non-decreasing; X1 ⊂ X2 does
not imply that rBS,M (KX2) ≤ rBS,M (KX1) (this fact is true if the classical risk rM is considered). This
fact could be not true for rBS,M since it depends on the lattice structure of KX , and it is expected that
some concepts have smaller size (increasing the risk). The decision on a threshold depends on the self
selection of preserved records. Therefore, it is necessary to to formalize the process of eliminating
records with higher risk described in Figure 6. Let Kn = (Gn, M , I ∩ (Gn × M)) be defined by

• G0 := r−1
BS ([0, λ],K), and K0 := (G0, M , I ∩ (G0 × M)) (the context induced by the records

with initial acceptable risk).
• Let Gn+1 := r−1

BS ([0, λ],Kn), and Kn+1 := (Gn+1, M , I ∩ (Gn+1 × M)).

Then Kn+1 ⊆ Kn. Let G∗ = ⋂
n Gn. Then there are two possibilities:

• G∗ = ∅. It is not possible to select a sub-dataset X ⊆ G with rBS,M (KX ) ≤ λ.
• G∗ 
= ∅. Then K

∗ := (G∗, M , I ∩ (G∗ × M)) has to be studied.

THEOREM 4.1

rBS,M (K∗) ≤ λ
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PROOF. If
⋂

n Gn 
= ∅ then Gj+1 = Gj = G∗ for some j (since G is finite). Thus K∗ = Kj+1. Let e
with Con(e) = C = (X , Y ) ∈ B(K∗) and D ≺ C. Then

rBS,M (e,K∗) = rBS,M (e,Kj+1)
Kj=Kj= rBS,M (e,Kj)

e∈Kj+1≤ λ

Thus

rBS,M (K∗) = max{rBS,M (e,K∗) e ∈ G∗} ≤ λ

�
Therefore, the decision preserving acceptable risk would defined by: d(e) = 1 iff e ∈ G∗.

5 Effect of risk on implication basis and association rules

This section analyses the usefulness of the basic semantic risk metric in a scenario in which the
attacker uses some sort of rule mining. The attacker will choose a set of attributes and apply on
them some kind of learning algorithm (rule mining, in our case) to obtain certain patterns about
those attributes. Such patterns will be association rules. From these, the attacker will try to deduce
new attributes for the record. Working with arguments formed by attribute and implication sets has
already been achieved in the FCA context [9]. Specifically, two types of analysis are proposed.

Firstly, the implication basis is used to estimate how knowledge changes when removing
dangerous attributes (Sect. 5.1). One way to estimate how much knowledge is lost would be to
relate the stem basis L of the original dataset to a complete implication set L′ for the formal context
obtained by eliminating such attributes. This L′ can be obtained by conservative retraction [2].
Secondly, association rules are considered to investigate the relationship between them and a sound
risk metric. Two principles will be stated in this regard (Sect. 5.2).

5.1 Effect of attribute elimination on the implication basis

The case of eliminating dangerous information represented by an attribute set Q, is considered to
attempt to reduce the re-identification risk. The impact of the elimination could be studied in the
lattice (as in Figure 6). However, there is a more efficient way of analysing knowledge loss working
with a basis L of K.

For the context resulting from eliminating these attributes, a complete implication set can be
obtained from a basis using the so-called variable forgetting [2, 5, 13]. By forgetting all the attributes
of Q, the so-called conservative retraction [2] is obtained. This is an implication set L0 such that
L |� L0 and verifying that any valid implication in the language of L0 valid in the original context
is also a consequence of L0;

∀L ∈ Imp(M \ Q)[L |� L �⇒ L0 |� L]

With these notions, it is possible to specify the case in which it is not feasible to discard the set of
attributes: the set Q will be non-disposable if it renders the elimination result to be useless: L0 ≡ �
(i.e. is a tautology set). That is, the reduced context does not provide real information. Due to the
lack of space, other not so extreme case, for which the information that is lost with the new base must
be estimated, will not be addressed. For this case, it is possible to resort to 3WD-inspired metrics for
Knowledge Harnessing [6].
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FIGURE 8. Stem basis (top) and the result of forgetting {Date:75-95, Date:65-85,S:F}
(bottom).

Stem basis L of the running example is shown in Figure 8. If one aims to remove the attributes
that appear in the identifier chain of Sect. 3.1,

Q = {Date : 75 − 95, Date : 65 − 85, S : F}

attribute forgetting can be applied (e.g. using the algorithm from [5]) the implication set L0, shown
in Figure 8 (right), is obtained. Thus L0 
≡ �, so the elimination of Q does not make the dataset
useless.

5.2 Risk versus confidence

Figure 9 shows a particular Luxenburger basis for the running example. Association rules can also
be used to obtain information about a record (with some probability). Let us now assume that
the attacker attempts the re-identification by mining and reasoning with association rules. The
elimination of a record guided by the risk metric affects the confidence of such rules (possibly
increasing it). It is therefore necessary to study the relationship between both factors. We claim two
general principles which can be considered as minimal requisites to be required to any metric:

• Principle of Diminution of Confidence (PDC): If the risk is low, then the confidence of
dangerous rules should be small. The attacker will not entail, from the properties he or she
already knows about the individual, new information with relevant confidence.

• Principle of Lack of Confidence (PLC): If the risk is high, upper bounds for rule confidence
obtained using the risk metric would be high. Data owner will not ensure that the attacker can
not entail sensitive information with confidence.

The aim of the section is to show that the basic semantic risk satisfies both principles. To this end,
risk-based upper bounds for confidence will be established. Firstly, it is necessary to state such a
bound for rules of Luxenburger basis.
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FIGURE 9. Luxenburger basis with confidence ≥ 0.75.

PROPOSITION 5.1
Suppose Con(eK) = (X , Y ) ∈ B(K), and let Y → Y1 belonging to L(K, γ , δ). Then

conf (Y → Y1) ≤ rBS(eK) · |{eK}′′| − 1

rBS(eK) · |{eK}′′|

PROOF. Since Con(eK) = (X , Y ), it has {eK}′ = Y and {eK}′′ = X . Suppose rBS(e) = u, and let
C0(X0, Y0) ≺ C with which the maximum risk is achieved,

u = 1

|Y ′ \ Y ′
0|

.

Since Y ′
0 ⊆ Y ′, then |Y ′ \ Y ′

0| = |Y ′| − |Y ′
0|. Therefore, |Y ′

0| = |Y ′| − 1/u.
Suppose that Y → Y1 is other Luxenburger basis rule. Since u = rBS(e,K), it has

1

|Y ′| − |Y ′
1|

≤ 1

|Y ′| − |Y ′
0|

Thus |Y ′
1| ≤ |Y ′

0|, hence

conf (Y → Y1) = |Y ′
1|

|Y ′| ≤ |Y ′
0|

|Y ′| = |Y ′| − 1/u

|Y ′| = u|Y ′| − 1

u|Y ′|
�

The above result can be generalized using the maximum basic semantic risk:

COROLLARY 5.2
If Y → Y1 ∈ L(K, γ , δ) then

conf (Y → Y1) ≤ rBS,M (K)|Y ′| − 1

rBS,M (K)|Y ′|
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PROOF. By definition of the Luxenburger basis, it has (Y ′, Y ), (Y ′
1, Y1) ∈ B(K) and Y ≺ Y1. Let

e ∈ Y ′ such that Con(e) = (Y ′, Y ). From Prop. 5.1 it follows that

conf (Y → Y1) ≤ |Y ′| − 1/rBS(eK)

|Y ′| ≤ |Y ′| − 1/rBS,M (K)

|Y ′| = rBS,M (K)|Y | − 1

rBS,M (K)|Y ′|
�

Finally, it can be justified that our proposed maximum risk, rBS,M , satisfies the above suggested
principles. It will be a consequence of the following result:

THEOREM 5.3

conf (Y1 → Y2) ≤ rBS,M (K)|Y ′
1| − 1

rBS,M (K)|Y ′
1|

PROOF. The confidence has three properties that will be used (see e.g. [21]):

1. conf (Y1 → Y2) = conf (Y ′′
1 → Y ′′

2 )

2. conf (Y1 → Y2) = conf (Y1 → Y1 ∪ Y2)

3. conf (Y1 → Y2) · conf (Y2 → Y3) = conf (Y1 → Y3)

By using (1), (2) it has

conf (Y1 → Y2) = conf (Y ′′
1 → Y ′′

1 ∪ Y ′′
2 )

Please note that Y ′′
1 ∪ Y ′′

2 is closed:

(Y ′′
1 ∪ Y ′′

2 )′′ = (Y ′′′
1 ∩ Y ′′′

2)
′ = (Y ′

1 ∩ Y ′
2)

′ = Y ′′
1 ∪ Y ′′

2

It is therefore the intent of a concept

((Y ′′
1 ∪ Y ′′

2 )′, Y ′′
1 ∪ Y ′′

2 ) ≤ (Y ′
1, Y ′′

1 )

Let us consider a descending path within the Hasse diagram from (Y ′
1, Y1) to that subconcept. In

this path there exists (X0, Y0) ∈ B(K) such that

((Y ′′
1 ∪ Y ′′

2 )′, Y ′′
1 ∪ Y ′′

2 ) ≤ (X0, Y0) ≺ (Y ′
1, Y ′′

1 )

(see Figure 10). By (3),

conf (Y ′′
1 → Y ′′

1 ∪ Y ′′
2 ) = conf (Y ′′

1 → Y0) · conf (Y ′′
0 → Y ′′

1 ∪ Y ′′
2 )

Confidence is less than 1, so it can bound by substituting the second factor with 1 and by applying
Corollary 5.2 to the first one (as it belongs to the Luxenburger base):

conf (Y ′′
1 → Y ′′

1 ∪ Y ′′
2 ) ≤ rBS,M (K)|Y ′′′

1| − 1

rBS,M (K)|Y ′′′
1|

= rBS,M (K)|Y ′
1| − 1

rBS,M (K)|Y ′
1|

�
The confidence bound shown in the previous result allows us to argue that the basic semantic risk

satisfies the required principles. Roughly speaking:
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FIGURE 10. Sketch considered in the proof of Thm. 5.3.

• If the risk is high, rBS,M (K) ≈ 1, the upper bound of Thm. 5.3 is close to 1. Thus dataset owner
has not a good confidence estimation (PLC).

• Let e, Con(e) = (X , Y ) ∈ B(K) being Y the target of attack. It has that rBS(e,K) ≥ 1/|Y ′|.
If the risk decreases toward this, rBS(e,K) ≈ 1/|Y ′|, the confidence is approaching 0, which
makes the rule useless for the attacker (PDC).

6 Semantic risk management

In [7] a procedure to maintain low semantic risk was sketched. The study carried out in this paper
can enrich the procedure, which would be as follows:

1. By exploring the data, the attributes that require a risk analysis are found. This is made by
conceptual selection (something similar to what is exposed in [9] to design explanations in
formal AI models).

2. The risk associated with a particular record is computed if one wants to study specific
individuals. The concepts containing such record(s) at risk are located.

3. With the results of this paper, the two possibilities of anonymization based on the elimination
of information can be addressed:
a. Record (object) elimination: it is analysed by simulating the effect on the lattice. Possible

strategies for dealing with the records involved are also studied:

• If it is not desired to remove some individuals at risk, noise could be introduced in the
dataset variable values (e.g. Differential Privacy), and go back to step 1.

• It is possible to analyse which maximal object set can be maintained while preserving
low risk by using the techniques of Sect. 4.

b. Attribute elimination: It is analysed whether it is worthwhile (even if there is some re-
identification risk) by studying the conservative retraction (Sect. 5.1)

7 Conclusions and future work

A revision of classical metrics under the prism of FCA has been proposed. This revision is based
on the consideration of formal concepts representing quasi-identifiers. The new metric exploits the
lattice structure of the induced concepts; data at risk can be detected by exploring the lattice. Other
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approaches to the problem are based on statistical modeling (such as the one based on copulas [26]),
while ours is semantic in nature, working with concepts. We have shown that our proposal satisfies
some basic principles in relation to data (rule) mining. (PDC, PLC of Sect. 5.2).

The impact of the elimination of attributes and concepts can be analysed considering implications
and association rules. For this task, variable forgetting techniques on implications have been used
[2, 5]. In addition, the upper bounds for confidence are set depending on the semantic risk. Future
work will be directed to the analysis of the effect of scales on our formalization, and to the design of
metrics to estimate the loss of knowledge that the elimination of attributes would produce, following
the ideas of [6].
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