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Abstract. Control Objectives for Information and Related Tealogy (COBIT) has become one
of the most important guidelines for informatiorchaology governance (ITG), which provides
organizations with a useful tool to start evalugttheir own ITG systems. COBIT introduces an
ITG framework and supporting toolset that allowsni@nagers to bridge the gap between control
requirements, technical issues and business f$ies.objective of this study is to investigate the
formality, auditing, responsibility and accountélgibf implementing COBIT processes for ITG in
Saudi organizations. An empirical survey, usingl&administered questionnaire, was conducted
to achieve these objectives. Five hundred questiozs were distributed to a sample of Saudi
organizations in a selected number of Saudi cit®ae hundred and twenty seven valid
questionnaires — representing a 25.4 percent respatte —were collected and analyzed using the
Statistical Package for Social Sciences (SPSSjovels. While the results of the study reveal that
the majority of respondents reported that impleimngnkTG COBIT processes and domains is the
responsibility of IT departments in Saudi orgaria, most of the respondents reported that the
COBIT processes and domains are neither auditedonmally conducted in their organizations.
From a practical standpoint, managers and praocét® alike stand to gain from the findings of
this study. The study provides useful informatioor fsenior management, IT managers,
accountants, auditors, and academics to understenanplementation phase and the impact of
COBIT on ITG in Saudi organizations.
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1. INTRODUCTION

Information technology (IT) has become widely img#gd into most organizations.
Therefore, implementing effective information teglugy governance (ITG) has become a
necessity as many organizations have developeidatrdependencies on IT for their
successes (Posthumusa and Solms, 2005; Bodnay, Hif#tive ITG helps ensure that
IT supports business goals, optimizes businesssiment in IT, and appropriately
manages IT-related risks and opportunities.

Control Objectives for Information and Related Tealogy (COBIT) has become
one of the most important guidelines for ITG, whprovides organizations with a useful
tool to start evaluating their own ITG systems. GDBitroduces an ITG framework and
supporting toolset that allows IT managers to leidthe gap between control
requirements, technical issues and business riskmHhart IV, 2000; Bodnar, 2003;
Hardy, 2006; and Williams, 2006). COBIT was credigdhe Information Systems Audit
and Control Association (ISACA), and the IT Goverca Institute (ITGI) in 1992. The
first edition of COBIT was published in 1996; thecend edition in 1998; the third
edition in 2000, and the on-line edition becameilalke in 2003. The forth edition of
COBIT was issued in December 2005.

COBIT has 34 objectives which have been categowumreter four domains: planning
and organization, acquisition and implementaticglivdry and support, and monitoring
(Lainhart, 2001; Hadden, 2002; Bodnar, 2003 and62@rown and Nasuti, 2005b;
Violino, 2005, and Hardy, 2006). COBIT's framewailko identifies which of the seven
information criteria (effectiveness, efficiency, nfidentiality, integrity, availability,
compliance and reliability), as well as which ITsoerces (people, applications,
technology, facilities and data) are important tioe IT processes to fully support the
business objective (Bodnar, 2003). COBIT is nowngencreasingly used as a generally
accepted framework ITG by IT auditors who map torb&8aes-Oxley (SOX)
requirements. The standard is becoming vital aspemmes strive to comply with
regulations and the requirement the SOX Act. COREs actually released as an IT
process and control framework, linking IT to bussmeequirements (Chan, 2004; Ramos,
2004; Brown and Nasuti, 2005b, Violino, 2006).

It is argued that the most important guidelinesliad are COBIT, issued by the IT
Governance Institute, and the Information Systemslitng Guideline titled "IT
Governance," issued by the Information Systems tAaudil Control Association (Bodnar,
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2003). Williams (2006) also stated that except@@BIT, there is no non-proprietary
framework that comprehensively covers the totacspen of structures and processes
relevant to ITG. However, COBIT itself is oftendianger of being regarded as the "all-
purpose miracle cleaner" of ITG frameworks in th@ywt has been promoted as ITG,
process and management control and IT audit todtfording to Lainhart, (2000)
COBIT is now achieving worldwide recognition as #ethoritative source on ITG, IT
Control Objectives, and IT Audit. It is being usgldbally in a variety of ways by private
industry, public accounting firms, governments, aosddemia. It is being used by boards
of directors, audit committees, chief executiveoaifs (CEOs), heads of governmental
organizations, chief information officers (ClOskgcarity managers, and information
systems auditors.

The objective of this study is to explore the cotrstatus of the implementation of
COBIT framework for ITG in Saudi organizations. ilivestigates and assesses the
formality, auditing, and responsibility and accability of COBIT processes for ITG in
Saudi Organizations. The current study intends éwebbp a roadmap for Saudi
organizations which looks forward to compliance Wwi€OBIT and adoption of ITG
principles. The study provides useful informatior fsenior management, IT
management, accountants, auditors, and academiasderstand the implementation
phase and impact of COBIT on the ITG in Saudi oizgtions.

This study is organized in six sections as followee first section introduces the
statement of the research problem, states the robsemestions, and highlights the
research objectives, and the second section intesdand analyzes the literature review
related to the COBIT and ITG, while section thréses the research questions. Section
four describes the research methodology used irciinent study. In section five, the
main results of the empirical survey are analyzed discussed. Finally, the last section
introduces the conclusion and recommendationsuttihér research.

2. LITERATURE REVIEW

Reviewing the literature on the evaluation of IT&eals a paucity of available
studies in this area of research. According to ifilk (2006) few studies have been
carried out in this particular research area. Tlstsdies, however, have concentrated on
the difficulties that many organizations experienice developing, implementing,
maintaining and monitoring effective ITG structusesl processes.
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It is argued that there are few published papersagademic literature which
investigate the utilization of COBIT (Ridley et,a2004; Brown and Nasuti, 2005b). It is
also argued that COBIT and its related sources$igidy investigated by many academic
authors. A handful of studies that benchmark thepadn and use of COBIT have been
published by peer reviewed sources (Guldentopd.eR@02; Fedorowicz, and Ulric,
1998; Tongren and Warigon, 1997). On the other hBnown and Nasuti (2005b) stated
that the ITG Institute does provide the investigatio excellent source of case studies on
COBIT outcomes. Case studies from the IT Governdnsgtute, as well as personal
contacts in companies that are currently follow@@BIT, are two primary sources
available to assist in the evaluation of the immamtion of COBIT in an IT
organization. Council (2006) also argued that dedpie myriad of literature on COBIT,
there existed very little rigorous research. Cou2006) addressed the shortage of
COBIT research area and introduced the unexploteallenges of medium sized
institutions of higher learning. He also providediidance to practitioners for
implementing ITG programs to medium sized institng of higher education

Hardy (2006) argued that organizations need a gtgmvernance model in place to
approve, prioritize and manage IT investments owragoing basis. This is necessary to
align IT investments with the business requiremergsded to deliver IT value to an
organization. The process of ITG must involve thsibess units at the highest level in a
partnership with IT to ensure that effective swatealignment is achieved. However,
COBIT provided a useful instrument to help orgatiwes get started evaluating their
own ITG systems. The ITG self-assessment chedidilgts auditors to determine each of
the COBIT processes. COBIT also provides a soumaoagh for implementing ITG -
related initiatives in a well-controlled environnteit identifies a set of 34 high-level
control objectives were grouped into four domaipkn and organize, acquire and
implement, deliver and support, and monitor anduata (Hardy, 2006).

In his paper, Lainhart (2001) introduced many sastul case studies belonging to
different organization types that have customizeédBO for their unique needs and
managed their ITG. These organizations include:rsSeRoebuck & Co., Fidelity
Investments, The Office of the State Auditor of Bashusetts, the United States Federal
Financial Institutions Examination Council, Daimléhrysler, the United States Federal
Information Systems Control Audit Manual, and theited States Critical Infrastructure
Assessment Office.
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Sohal and Fitzpatrick (2002) investigated the @ ananagement of information in
Australian organizations using a questionnaire ejuthat was mailed to the most senior
IT officer within the organization. The respondentsre categorized into three groups
based on the intensity with which the company usésrmation, namely high tier,
medium tier and low tier industries. The findingvealed some interesting differences
among the three groups regarding the measuremdracountability of IT delivery. The
majority of senior IT executives surveyed believedwas imperative that their
organizations addressed aligning their IT with ithrisiness strategy in the near future.
The results also show that most ITG activities ocati a corporate level, and IT
decision/governance responsibilities are centrdlizEhe centralization of IT decision
making activities was represented by the use dristg committees comprising senior
level management or director level management wag@amarily responsible for setting
IT policies and strategy. Whilst the outsourcingels amongst high tier industries in
Australia were comparable to the international lletleere may still be some scope for
increased outsourcing.

Hadden (2002) examined the role of audit committeasonitoring IT risk using a
self-administered survey, mailed to 1,000 audit mwatee members in US companies.
The instrument was developed from the 34 high-leeeitrol objectives identified in the
COBIT model. Each of the 34 high-level control abjees was grouped into one of the
following four business processes: planning andaation, acquisition and
implementation, delivery and support, and monirifhe results of the study indicated
that audit committee IT expertise, company sized dmancial service industry
classification were positively associated with pered audit committee oversight of IT
risks. The results also revealed that audit conamitiversight assessments were partially
affected by prior COBIT experience.

Bodnar (2003) introduced an overview of the cona#d@T G as it is documented in
the internal audit literature. Bodnar's article calsxamined the extent to which the
concept of ITG is embraced by other parties whaaatee in this area.

In recent years, control and governance of intesealices such as IT have become
guite critical in organizations due to the enormeize of their expenditure. As a result,
managers have faced growing pressure to measungetfiemance of IT departments.
Several concepts have been developed during théelasyears such as ITG, IT score-
cards, and benchmarking that have been considgré@ dnd business executives. But
surprisingly, a recent study by the IT Governameitute (ITGI) that covered 335 CEOs
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and CIOs in 21 countries, reported that while mtran 91 percent of executives
recognize that IT is vital to the success of theisinesses, more than two-thirds of CEOs
were not comfortable answering questions about mavee and control over their IT
processes. The study validates that the major @moldontinues to be “the inadequate
view of how well IT is performing” (Son et al. 2005

In 2005, a survey was carried out by Price WateshoGoopers on behalf of the
ITGI. The results of the survey revealed that 7é&c@at of organizations currently using
COBIT found it either very useful or somewhat ugefwhile 15 percent of the
respondents were undecided and less than 10 pdvadrda negative response. The main
negative issue identified by the respondents was ghlrceived complexity of the
framework (Williams, 2006).

Posthumusa and Solms (2005) discussed the needdia participation of board
level in the way an organization is directed andtiadled, with specific interest in IT
related issues. Their paper motivates the institudif an IT oversight committee to help
advising the board of directors in enhancing th® Bnd other strategic IT-related issues.

In 2006, the IT Process Institute conducted a stodinvestigate the affect of IT
controls on operations, security, and audit measurke study was designed to explore
the importance of the IT controls to improve periance by studying the top-performing
IT organizations. The study aimed to identify thgedfic IT controls that have the
greatest impact on performance improvements foaromgtions. The study surveyed
respondents from 98 IT organizations in many indest The survey asked a broad range
of questions designed to support analysis of COflftrol activities and key operations,
security, and audit performance measures. Thetsestilthe study provided empirical
evidence that performance is improved when IT amgions focus ongoing audit- and
control-related resources on those foundationatrobactivities that have been proven to
improve performance measures. The results of theeguevealed that the increased use
of IT controls correlates with higher performanaogs a broad range of operations,
security, and audit performance measures. The presa a correlation between control
activities and performance measures indicates ttietbest practices outlined in the
COBIT framework improve performance measures.

In their study, Luthy and Forcht (2006) comparedBTlOand COSO for the purpose
of compliance with rules and regulations. The rssof the comparison revealed that
both COSO and COBIT take an organization-wide viddawever, COBIT only
considers an organization-wide view to the extdnéresuring that ITG is aligned with
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overall business objectives and organization gaera. COBIT also provides very
detailed IT control suggestions within its presaataof detailed control objectives. The
study also concluded that COSO on its own may movige sufficient guidance for
organizations and auditors as they consider comg#iawith laws and regulations. The
study also suggested that it may be useful, if metessary, to use more than one
framework for assessing compliance with rules aglations.

Council (2006) investigated the difficulty of imphenting COBIT's Systems
Security using the case study of South Louisianai@onity College (SLCC). The study
examined the managerial aspects of introducing J@Bfifth Delivery and Support
process (DS5) successes, and the needs of a msidiedininstitution of higher education.
The DS5 process pertains to ensuring network ggc@ouncil (2006) used COBIT's
critical success factors, key goal indicators, geyformance indicators, maturity models,
audit guidelines, and diagnostic tools. The stuslyduthe general analytical approach to
answer the research guestions and to develop theipkeve framework for the case-
study. The study revealed that COBIT DS5 matchecetivironment at SLCC with a few
exceptions and modifications. The study also predid useful guidance to practitioners
for implementing ITG programs in medium sized itugtons of higher education.

Hardy (2006) studied the case of Unisys as onbefdading international IT service
companies in the USA. Hardy studied the importaoténaving a standardized IT
strategy to support Unisys’ global operations, ralidhe IT infrastructure with the
company's overall business strategy and help comgly SOX. Unisys evaluated its
options and adopted COBIT to provide an effectivedntrol and ITG framework. As a
result of implementing COBIT, business processdakiwiT were improved and SOX-
related controls were established. Unisys has atdiaed COBIT as a guideline for
developing its approach for outsourcing work tedhparties by identifying processes and
tasks within the domains of COBIT that can be autsed. The results of the study
revealed that Unisys' business process within ilmproved as a result of using COBIT
for ongoing SOX compliance and other ITG -relateajqrts.

Abu-Musa (2007) performed an empirical study tolesgthe performance of ITG in
Saudi organizations using the balanced scorecadehmtroduced by the ITG Institute
(ITGI, 2005). The results of the study revealedt tiiee vast majority of respondents
reported the importance of ITG performance measwesajority of them reported it
had been measured, but a smaller number believesdkbh measures have actually been
used in evaluating the ITG performance in theiraoigations. The results of this study
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suggest that Saudi organizations should achieverbgdvernance of their IT in order to
ensure that an organization’'s IT strategy is aligmeth and supports the overall
organization’s strategy — that IT supports the oigation’s ability to exploit
opportunities and maximize benefits. The resuls® aluggest that Saudi organizations
should use their IT resources more responsibly arahage their IT-related risks
appropriately in order to champion the IT developtrer the success of their businesses.

Tuttle and Vandervelde (2007) empirically examinaternal consistency of the
conceptual model that underlies the COBIT intenwaitrol framework as it applies to an
audit setting (including operational, complianced dinancial audit settings). The study
investigated the auditor perceptions of audit redkted to complexity, client importance,
client attention, and process risk combined toesgnt IT process risk in the manner
asserted by COBIT. The results of the study revke#iat that superimposing COBIT's
conceptual model onto audit relevant assessmerds tmaa panel of highly experienced
IT auditors confirmed the internal consistency lesw the underlying constructs of
COBIT. The results also revealed that COBIT's cphead model predicts auditor
behavior in the field related to their seeking hai giving help as evidenced by their
postings to a general IT audit. From a practicahdpoint, the results of the study of
Tuttle and Vandervelde (2007) suggested that ytery important and potentially very
useful for the audit profession to seek academaerexation of its practices. The findings
suggest that the COBIT framework is significantyated to overall risk assessments of
the COBIT processes for which they are associdtlked.results should give auditors and
policy-makers assurance that COBIT is an appraprsaipplement to COSO in an IT
setting.

Neirotti and Paolucci, (2007), analyzed the stiateglue of IT in the insurance
industry in the US and Europe through case stualiesan analysis of 30 Italian firms.
The results of the study revealed that technoldgied business path dependencies, along
with time compression diseconomies, resulted iridives in IT adoption dynamics due
to their differences in ITG and management praciite results also suggested that most
of the firms in the Italian insurance sector ineexh their productivity through IT
regardless of their IT management capabilities.also showed that competitive
advantages were not correlated with both IT spendevels and the type of IT
investments that made general productivity growthhie insurance industry. The study
also found that little attention had been giveratalyzing the effect of IT management
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capabilities on firms’ IT resources accumulationgasses over a long-time horizon, and
to considering the implications of this processompetitiveness.

Bowen et al. (2007) studied the main factors iniltieg the ITG effectiveness and
project implementation success. They addresseddpethat exists between theoretical
frameworks, prior empirical research, and contempompractices on effective ITG.
Bowen et al. (2007) developed a model of the fadituencing ITG effectiveness in an
organization. Data were collected from a singleecage in which the governance
structural variables were studied at the corpomatel and ITG process variables were
studied at the project level. The results obtaisepported the propositions in a small
number of instances. The study suggests that ty caut more in-depth case studies
across a variety of industries, as well as a laogde survey of enterprise practices would
likely provide valuable insights.

3. RESEARCH QUESTIONS
The current study attempts to answer the followasgarch questions:
e RQ1: Who performs COBIT processes in Saudi org#ioizs?

e RQ2: Who is accountable for the COBIT processé&saindi organizations?

e RQ3: Are the COBIT processes and their controlsmfdized in Saudi
organizations?

e RQ4: Are COBIT processes audited in Saudi orgaioza?

e RQ5: Are there any significant differences amongds@arganizations regarding
the adequacy of implemented COBIT domains and gess®

e RQG6: Are there any significant differences amongpomdent groups regarding
the adequacy of implemented COBIT domains and psaE= in Saudi
organizations?

4. RESEARCH METHODOLOGY

In this study an empirical survey, using a self-adstered questionnaire (Appendix:
1), was conducted to explore and evaluate the pediace and implementation of ITG in
Saudi organizations. The questionnaire was devdlopgsed on the COBIT self-
assessment checklist of ITG introduced in its fowdition. The questionnaire was pre-
tested on selected members of academic staff azmuating practitioners, and it was
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piloted on a selected sample of Saudi organizatiQunments and suggestions were
considered in the development and revision of & fjuestionnaire. The ITG 34 high-
level control objectives were grouped into four @éms: plan and organize, acquire and
implement, deliver and support, and monitor anduata, in accordance with COBIT’s
domains and processes in the forth edition issu@@05.

Five hundred copies of the revised questionnairesewandomly distributed to
different organizations (manufacturing companie®rahandising companies, banks,
services companies, oil and gas companies, goveramanits and others) in five main
cities (Al-Khoubar, Dammam, Dhahran, Jeddah andady in Saudi Arabia. After
excluding incomplete and invalid questionnaires, idsearch ended up with one hundred
and twenty seven valid and usable questionnairepresenting a 25.4 percent response
rate. The author also conducted unstructured imess with a selected number of
respondents in Saudi organizations.

A reliability test was carried out on the collectddta using the Cronbach Alpha
model, to explore the internal consistency of tlhesgionnaire, based on the average
inter-item correlation. The result of the reliatyiltest shows that the questionnaire design
Is highly reliable, and the collected data are kigfeliable and consistent (Alpha =
0.8421). The student test (t test) was also camigtdto investigate if there were any
significant differences between early responsegyj(f#tionnaires) and late responses (37
guestionnaires). The results of the student testaled no significant differences between
early and late responses (at significance level 0.85), providing evidence of a
representative and unbiased research sample.

The collected data was processed using the Statig®iackage for Social Sciences
(SPSS) version 16. Descriptive statistics of théected data was analyzed for the
purpose of understanding the main characteristicshe research variables. Non-
parametric tests such as Kruskal-Wallis were carmeit on the collected data to
investigate the significant differences among resient groups as well as organization
types related to the investigated COBIT’s processssarch objects. The enclosed ITG
self-assessment checklist would help managers,séfrsuand IT auditors to determine
existence and adequacy of implementation for edcthe COBIT processes in their
organizations.
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5. RESULTSAND DISCUSSION

The collected data show that 26 of the respondaetsnanufacturing companies and
24 are merchandising companies, representing 2¥c¢ept and 18.9 percent of the total
responses respectively (Table ). While 33 respotsdeare banks and financial
institutions (26 percent) and 15 of the respondenepresenting 11.8 percent of the total
responses — are health care and medical orgamzatiB respondents are equality
divided between the oil and gas industry and theegunental sector, representing 7.1
percent of the total response each. Finally, 1pardents (8.7 percent of the total)
belong to other organizations, such as fisherietgl$, car rental organizations, décor and
carpentry firms, publishing and printing organieas, accounting and auditing firms,
construction companies and design organizations.

The Resear ch Sample According to The Resear ch Sample According to
Business Type Respondent Type

Typeof Business | Frequency Per cent Job Title Frequency Per cent
Manufacturing 26 205 Executive Manager 13 10.2
Merchandising 24 18.9 Internal Auditor 25 19.7
Banking 33 26 EDP Auditor 11 8.7
Health Care 15 11.8 IT Specialist 20 15.7
Oil and Gas 9 7.1 Controller 11 8.7
Government o] 7.1 Accountant 35 27.6
Other 11 8.7 Other 12 9.4

Total 127 100.0 Total 127 100.0

Table 1. Research Sample

Table 1 also shows that 35 of the respondents septieg 27.6 percent of the total
response) are accountants and 25 respondents gé8cént) are internal auditors. 20
respondents (15.7 percent) are IT specialists dntedpondents (8.7 percent) are EDP
auditors. 13 respondents are executive managedslhamespondents (8.7 percent) are
controllers.

The responses to the questionnaire, and theisstali analysis, are given in table 2
for the performing body of COBIT domains and preessto Saudi organizations, and in
table 3 for the Auditable and formality of COBIT rdains and processes by Saudi
organizations. Both these tables are placed anteof this paper. Figures 1 to 8 are used
to illustrate features of the responses in theudision below.
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Planning and Organization of IT

Robinson, (2005) stated that ITG should not be @ggred in a haphazard manner.
ITG demands careful thought about who makes dewsamd how those decisions are
made. Invariably, not all these decisions will bedrably received by the stakeholders,
SO0 communication is vital. Implementation plans actiedules need to be formalized,
and all initiatives should have executive spongprsimnd be supported by all levels of
leadership within the organization. PosthumusaSwoichs (2005) also argued that in light
of recent ITG failures, it is necessary to ascert@hether or not any currently active
board committees, including the audit committeajehthe expertise required to advise
the board on IT matters. The results of the stuelyeal that the majority of the
respondents reported that stating the IT stratggan and defining information
architecture are performed internally by the IT alément in their organizations, 71.7
percent and 66.1 percent respectively (Figure ppréximately 64 percent of the total
respondents confirmed that defining the IT orgamrmaand relationships is decided
internally though their IT departments. Furtherm@mund 58 percent of the total
respondents reported that determining the techreabglirections and managing IT

investments are carried out internally through lthelepartments in their organizations
(Table 2).

Performing body of planning and organization COBIT processes in Saudi
organizations
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Figure 1. Performing body of planning and orgamimaCOBIT processes in Saudi organizations
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It is also observed that almost 42 percent of tbspondents confirmed that
communicating management aims and direction relatdtie IT issued is usually done
though the IT department, while a similar perceatafjthe respondents (42.5 percent)
reported that such a mission is not the resporntgibif the IT department and it is usually
carried out by the general management of theirmorgéions (Figure 1). The statistical
results also show that 60.3 percent of the respaad®nfirmed that managing IT human
resources is performed by the human resources reareay rather than IT departments,
while 30.7 percent reported that managing humaaouress and its activities especial
training, promoting, rotating and firing of IT engykes is carried out by IT departments
in their organizations (Table 2).

The statistics also show that only 26 percent efréspondents reported that ensuring
IT compliance with the external requirements idqened by IT departments (Table 2),
47.2 of the respondents confirmed that such compdigests are carried out by other
departments inside their organizations such asarelseand development departments,
marketing departments, or customer services depatin While, approximately 12
percent of the respondents reported that ensufingdmpliance with the external
requirements is outsourced. It is also observetl38& percent of the total respondents
reported that assessing IT risks is performed bgdpartments, while 41 percent of the
respondents reported that the task is carriedraatnially by internal audit departments
and 8.7 percent of the total reported that assg$8insks are carried out by a third party
outside their organizations (Table 2).

The results show that 35.4 percent of the respdadeelieve that managing IT
projects is performed by IT departments, 6.3 pdrbgroutsiders, and approximately 49
percent of the total confirmed that it was done thg other departments in their
organizations (Figure 1). The respondents are motagreement regarding the
management of IT quality; 42.5 of the respondergstioned that it is performed by IT
departments, 7.1 percent by outsiders, and 40¢&peof the total respondents confirmed
managing IT quality is carried out by other depanits such as quality assurance and
control in their organizations (Table 2). Accordtaghe statistical results of the Kruskal-
Wallis tests, it seems that there are no signifiagdifierences among different Saudi
organizations as well as different respondent gsaegarding the performing bodies of
planning organization activities of COBIT procesae® = 0.05 (Table 2).

The results of the study reveal that the majorityespondents reported that planning
and organization activities of COBIT processes ravke audited in Saudi organizations
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(Figure 2). According to the results of the KrusWédllis tests, it seems that there are no
significant differences among different Saudi oigations related to auditing of COBIT’
planning and organization processes at significdegel P = 0.05 (Table 2). It is
observed that, in organizations which have a gafficnumber of IT specialists, EDP
auditors pay more attention to auditing COBIT’ plang and organization processes.

Auditable of planning and organization of COBIT processes in Saudi organizations
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Figure 2. Auditable of planning and organizatiorC&BIT processes in Saudi organizations

The great majority of respondents also reported tG®BIT planning and
organization processes are not formally carriedro@®audi organizations (Figure 3). The
results of the Kruskal-Wallis tests show significadifferences in the opinions of

respondent groups regarding the formality of comtyuthe following COBIT’ planning

and organization processes: defining the informmatiarchitecture; determining

technological direction; managing IT investmenty] @ommunicating management aims
and direction in Saudi organizations at P = 0.0ab(& 2). Only EDP auditors, IT
specialists, and internal auditors gave high ranke formality of conducing COBIT’
planning and organization processes in their omgdians. It is suggested that informality

of conducting COBIT’ planning and organization msses may be due to the lack of IT
specialists and EDP auditors in Saudi organizations
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Form ality of planning and organization of COBIT processes in Saudi organizations
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Figure 3. Formality of planning and organizatiorC&®BIT processes in Saudi organizations

Acquisition and Implementation

COBIT indicated that individuals at the board leaeld executive management are
responsible for IIG as an integral part of theiemll enterprise governance program.
Trites (2004) raised a question of whether thectims have the expertise to evaluate if
the procedures in place are appropriate or effectle argued that even IT specialists
would need to do a considerable amount of worket@lble to make such an evaluation.
Moreover, the directors are generally not appoinb=tause of their expertise in
evaluating controls, but rather to bring to beairtlextensive business knowledge and
mature judgment. This would rely on others, suchnasagement and auditors, to
determine whether the procedures in place are pppte and effective. Normally, the

auditors carry out such work and report to the rgangent and the audit committee on
the results.

The statistical results show the majority of resfets (73.2 percent) reported that
developing and maintaining IT procedures are pevéal internally by IT departments,
approximately 8 percent by outsiders, and 10 peérbgnother internal departments,
especially internal audit departments (Figure 4he Tstatistics also show that 79
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respondents- representing 62.2 percent of the -toggported that acquiring and
maintaining application software; acquiring and m@ning technology architecture; and
installing and accrediting IT systems are perform@d IT departments in their
organizations (Table 2). 59.1 percent of the redpats confirmed that identifying IT
solutions is always carried out by IT persons,péfcent by outsiders, and 22 percent by
other departments inside their business. The mesalgb show that almost 57 percent of
the respondents confirmed that managing IT chaagegreformed by IT departments,

10.2 percent by outsourcing, and 29 percent by akbartments within their organizations
(Table 2).

The statistical results of the Kruskal-Wallis test®ow no significant differences
among different regarding the performing bodieslTofacquisition an implementation
activities Saudi organizations at P = 0.05 (Tablevibreover, the results does not reveal

any significant differences in the opinions of m@sgents groups regarding the same
issues at a significance level P = 0.05 (Table 2).

Performing body of acquisition and implementation COBIT processes in Saudi
organizations
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Figure 4: Performing body of acquisition and impésmation of COBIT processes in Saudi organizations

Regarding the audit of the COBIT’ acquisition angplementation processes, the
statistics show that the majority of responden& 2 percent) claimed that managing IT
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changes are not audited in their organizationsufi®). Moreover, around 69 percent of
the respondents reported that acquiring and maintai application software, and
installing and accrediting systems are not regulauidited. AlImost two-thirds of the total
respondents (66.1 percent and 64.6 percent regplggtreported that identify solutions,
and develop and maintain it procedures are nottedidin their organizations.
Furthermore, around 60 percent of the total respotsdconfirmed that acquiring and
maintaining application software activities are aadlited in Saudi organizations (Table 3).

Auditable of acquisition and implementation of COBIT processes in Saudi organizations
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Figure 5: Audit of acquisition and implementatidiGDBIT processes in Saudi organizations

The statistical results of the Kruskal-Wallis tesgveal no significant differences
among Saudi organizations related to auditing CORIdquisition an implementation
processes at significance level P = 0.05. Moredherresults show no significant differences

in the perception of respondent groups regardirgg adit of COBIT’ acquisition and
implementation processes in Saudi organizatiolevat P = 0.05 (Table 3).

In order to explore the formality of performing th@OBIT’ acquisition and
implementation process in Saudi organizations, régpondents were asked to indicate
whether these processes are formally or not foyncalhducted in their organizations. The
statistics show that around 70 percent of the redgats reported that there are informal
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procedures to identify IT solutions, and to acq@rel maintain application software in
place. 77.2 percent of the respondents reportecextstence of informal and unwritten
procedures for installing and accrediting IT system their organizations (Figure 6).
Moreover, 66.1 of the respondents reported thaetaese no formal written procedures for
managing IT changes (Table 3). The statisticalli®slso show that more than 60 percent
of the respondents reported that there are no fopracedures for acquiring and

maintaining application software, and installingdamccrediting systems in their
organizations (Figure 6).

According to the statistical results of the KrusRédllis tests, it seems that there are no
significant differences among Saudi organizati@garding the formality of conducting the
COBIT" acquisition an implementation processes at .05 (Table 3). Except for
acquiring and maintaining technology architectumstalling and accrediting IT systems,
and managing IT changes, the results of the Kruakalis tests also show significant
differences in the opinions of different respondegtoups regarding the formality of

conducting COBIT’ acquisition an implementationSaudi organizations at significance
level P = 0.05 (Table 3).

Formality of acquisition and implementation of COBIT processes in Saudi organizations
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Figure 6: Formality of acquisition and implemerdatof COBIT processes in Saudi organizations
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Delivery and Support

COBIT encourages the creation, evaluation, andimoing improvement of IT
services in order to achieve business objectiveBG Iprocesses involve the
implementation of IT management techniques and gola@s in compliance with
established IT strategies and policies. IT investnpeocesses involve the identification,
acquisition, implementation, and ongoing operatiord maintenance activities of IT
applications. As a continuous process, effectivé Iprovides transparent IT decision
making, clear accountabilities, and acceptableamtionable IT measurements.

Figure 7 shows that managing data (69.3 percepérabions (56.7 percent), and IT
configurations (59.5 percent) are mainly performeg IT departments in Saudi
organizations. Approximately 67 percent of the oesjents reported that assessing and
advising IT customers are performed by IT departseh is also observed that 56
percent of total respondents consider ensuringesyskecurity as a mission to be carried
out by IT departments, 20.5 percent by outsidend, @most 20 by other departments
such internal audit departments and audit quahty @assurance departments (Table 2). It
Is also observed that 57.6 percent of the respasdeonfirmed that managing IT
problems and incidents is carried out by IT departis, and 32.3 percent of these
problems and incidents are solved by other intedeglartments such as internal audit
departments, while only 5.5 percent of such problare dealt through outsourcing
(Table 2).

Performing body of delivery and support COBIT processes in Saudi
organizations
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Figure 7: Performing body of delivery and suppdr€®BIT processes in Saudi organizations
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Merely half of the respondents report that managinfacilities are carried out by IT
departments, only 6.3 percent by outsiders, andl 3&.cent by other departments in their
organizations (figure 7). It is also observed tlegts than half of the total respondents
reported that the following IT delivery and suppG®@BIT processes are carried out by
IT departments in Saudi organizations: defining d&rvice levels (41.7 percent),
managing third-party IT services (36.2 percent)nagang IT performance and capacity
(48.8 percent), ensuring continuous IT servicesfércent), Identifying and attributing
costs (40.9 percent), and educating and trainiregsu@l7.2 percent). While the others
confirmed that such IT delivery and support COBFbgesses are performed either by
outsiders or other internal departments in Saudamizations (Table 2). The statistical
results of the Kruskal-Wallis tests show are naisicant differences among different
Saudi organizations as well as different resporedgnbups regarding the performing
bodies of IT delivery and support activities of CkDBprocesses at P = 0.05 (Table 2).

It is observed the vast majority of the respond€gl.3 percent) reported that
assisting and advising IT customers programs ar@udited in their organizations. It is
also observed that more that 70 percent of the tespondents reported that the
following COBIT processes of IT delivery and supgp@re not audited in their
organizations: defining IT service levels; managihghird-party services, managing IT
performance and capacity, identifying and attribgitiT costs, educating and training IT
users, managing IT configuration, and managing ridblems and incidents (Figure 8).
The statistical results also revealed that mora @ percent of the total respondents
reported that managing data and IT facilities, anduring continuous IT services and
systems security are not audited in Saudi orgaormt(Table 3). According to the
statistical results of the Kruskal-Wallis tests,sttems that there are no significant
differences among different organizations as weltlidferent respondents groups related
to auditing of COBIT processes of IT delivery angbigort in Saudi environment at P =
0.05 (Table 3).
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Figure 8: Audit of delivery and support of COBITopesses in Saudi organizations
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The statistical results reveal that more than twiads of the respondents reported that
the following IT delivery and support COBIT processare not formally conducted in
their organizations: defining IT service levels; maging IT third-party services,
managing IT performance and capacity, ensuringigoots IT services, assisting and
advising IT customers managing IT configurationd amanaging IT problems and
incidents (Table 3). It also observed that morentlé® percent of the respondents

confirmed that the other remaining IT delivery asupport COBIT processes are not
formally conducted in Saudi organizations (Table 3)
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Formality of delivery and support of COBIT processes in Saudi organizations
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Figure 9: Formality of delivery and support of CARBirocesses in Saudi organizations

The statistical results of the Kruskal-Wallis test®w significant differences among
different Saudi organizations regarding the foritgadif ensuring systems security at a
significance level P = 0.05 (Table 3). It is obsehthat banks and financial, health care
organizations and most of services organizations f@amal written security policies and
procedures compared with the others. On the otted,ithe results of the Kruskal-Wallis
tests show significant differences in the opiniohshe respondents groups regarding the
existence of the formal procedures of the followifigdelivery and support COBIT

processes: ensuring systems security, identifyimdy attributing IT costs, educating and

training IT users, assisting and advising IT cusimsn and managing IT data at a

significant level P = 0.05 (Table 3). It is alsosebved that executive managers, IT

specialists, EDP auditors and internal auditordioord the existence of formal written

procedures for the above IT delivery and supporBd(processes in their organizations.
Monitoring

Trites (2004) stated that IT plays a serious rolany modern business system, and
therefore, IT considerations play an important parthe controls that are necessary to
preserve and protect corporate assets from misppation, loss and misuse. However,

many, if not most, directors do not have a strondeustanding of the controls issues
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raised by IT and do not even know what questioag #hould ask to place themselves in
a position to address their responsibilities. Brif004) also argued that the directors
cannot be expected to become experts in technaogyrrent IT trends. Their prime

focus must be to determine whether there are psesem place for the company to

monitor such trends and to consider new technadbglevelopments in their strategic
initiatives.

The statistical results show a high percentagehef respondents (61.4 percent)
reported that monitoring IT processes is carriedlyulT departments (Figure 10), 8.7
percent by outsiders through outsourcing, and 28eme¢ internally by other departments,
especially internal audit departments in their argations (Table 2). Regarding the
assessment of adequacy of IT internal controls,sthgéistical results reveal that it is

performed by IT departments in 42.4 percent, bysidats 15.7 percent, and 33.1
internally through internal audit departments isid@arganizations.

Performing body of monitoring COBIT processes in Saudi organizations
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Figure 10: Performing body of monitoring of COBITopesses in Saudi organizations

It is also observed that approximately 47 percétii@total respondents reported that
providing for independent audit is performed byd&partments, 15 percent by outsider



122 The International Journal of Digital AccoutiResearch

Vol .9

independent auditors, and 29 percent is perforrmernally by the internal audit
departments. The statistical results also show38agiercent of the respondents reported
obtaining IT independent assurance though IT petsbh3 percent through outsourcing,
and 33.1 percent is carried out internally thrower internal audit departments or
guality and assurance controls departments in trgianizations (Table 2). Again, the
results of the Kruskal-Wallis tests, reveal no #gigant differences among Saudi
organizations regarding the performing bodies ofnidnitoring activities of COBIT
processes at P = 0.05 (Table 2). Furthermore, goifsiant differences has been

observed in the opinions of the respondents groegerding the same investigated issues
at P = 0.05 (Table 2).

The statistical results reveal that more than twads of the total respondents
reported that monitoring the IT processes, assgsbm adequacy of IT internal control,
and obtaining independent assurance activitiesots audited in their organizations
(Figure 11). The Kruskal-Wallis tests show no digant differences among Saudi

organizations as well as different respondents ggaelated to auditing IT monitoring
activities of COBIT processes at P = 0.05 (Table 3)

Auditable of monitoring of COBIT processes in Saudi organizations
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Figure 11: Audit of monitoring of COBIT processas3audi organizations
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It is also observed that the vast majority of resjgmts (more than thee-quarters)
reported that IT monitoring activities of COBIT pesses are informally conducted in their

organizations (Figure 12), and there are no sipmfi differences among different

organizations and different respondent groups odggr theses issues
organizations at a significant level P = 0.05 (‘€ab).

Formality of monitoring of COBIT processes in Saudi organizations

100%
90% -
80% -
70% -
60%0
50% -

40%

30% -

20% -

10%
0% -

@ Not Formal

@ Formal

= g
=
= o)
=] B
— —
23
pY 5
% Q.
& Q

Figure 12: Formality of monitoring of COBIT processn Saudi organizations

6. CONCLUSION

The current exploratory study is an attempt to eicgily investigate the impact of
emerging COBIT framework to evaluate and enhaneerntiplementation of ITG in Saudi
organizations. The current study investigates twendlity, auditing, and responsibility
and accountability of COBIT processes for ITG iru@aOrganizations. An empirical
survey, using a self-administered questionnaires garied out to achieve this purpose.
The results of the study reveal that the majorify respondents reported that IT

departments have the responsibility of implement@@BIT processes and domains in

their organizations. However, most of the respotsleeported that the IT COBIT
processes and domains are neither audited nor ligrosaducted in Saudi organizations.

This study has provided valuable empirical restdgarding the utilization of COBIT

in  Saudi
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framework for ITG in the Saudi organizations. Tlesuits of the study enable managers
and practitioners in the Saudi environment to bettelerstand, evaluate, implement and
manage ITG and champion IT for their business ss&CEhe study provides background
and useful information for senior management, IThaggement, accountants, auditors,
and academics to understand the implementatiorepdnas impact of COBIT on the ITG
in Saudi organizations. The study intends to dgvelaoadmap for Saudi organizations
which are looking forward to compliance with COBdihd adoption of ITG principles. It
Is recommended to extend the scope of the curtedy $o other countries in the Middle
East (e.g. Egypt) and Gulf countries (e.g. Bahr&owait, Qatar, and United Arab
Emirates) to explore the potential influence oftuidl and other differences on their
perception of the importance and implementation GDBIT processes in their
organizations.
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