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Abstract: Network management and troubleshooting require not only a grasp of advanced concepts
but also the development of analytical and problem-solving skills. To bridge this gap, this paper intro-
duces a novel network administration system, DRACSC (Spanish acronym for device for automatic
recovery and configuration of communication systems), designed for the automatic configuration
and disaster recovery of communication equipment. This system transcends the limitations of current
hardware and software solutions by combining their advantages, boasting portability, automated
functions, and a cloud-based repository as its main features. The DRACSC system, undergoing a
comprehensive large-scale evaluation involving diverse user groups across multiple institutions, was
tested with 89 users, including students and teachers at educational centers and ICT (Information
and Communication Technology) professionals. The benefits of the system were evaluated through a
training program based on simulated real-world ICT environments, focusing on both quantitative
results on the reduction in time to complete user tasks, as well as qualitative results on the interface
and usability of the system. Statistical analysis, including Welch'’s t-test on opinion surveys, indicated
a significant increase in knowledge and understanding, demonstrating the system’s potential to
enhance education and practice. Moreover, the evaluation shed light on the user experience, with
positive impacts observed for learning and teaching implications. As a result, the study has verified
that the system has the potential to significantly influence network management practices, enhancing
both learning and professional application through improved efficiency and usability.

Keywords: automatic recovery; Cisco; communication equipment; 10S; Mikrotik; Raspberry Pi;
networking; engineering education

1. Introduction

Communication devices used to provide connectivity to data networks—such as switches
or routers—that contained proprietary machine instruction programs (i.e., firmware) created
to manage the physical, link, and network layers of the OSI reference model [1]. The
functions—depending on the device where they are performed—include the configuration
of communication ports, routing tables, virtual private networks (VPNs), access control
lists (ACLs), network address translations (NATs), or dynamic host configuration protocols
(DHCPs), among others [2]. The information related to these functions is usually stored
in files located in non-volatile memory that, together with the firmware located on the
computer’s internal storage unit, forms the operating system (OS) and profile loaded
during the computer’s boot process. Occasionally, the boot system or the configuration
files are compromised by an equipment malfunction. In these cases, most manufacturers
provide manual recovery procedures that require a deep understanding of the different
line commands and specific connections to be used [3].

To address this problem, we propose a hardware/software system called DRACSC
(i.e., Spanish acronym for device for automatic recovery and configuration of commu-
nication systems). DRACSC was introduced in a network laboratory at the University

Electronics 2024, 13, 4203. https:/ /doi.org/10.3390/ electronics13214203

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics13214203
https://doi.org/10.3390/electronics13214203
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0003-2971-7008
https://orcid.org/0000-0002-9387-3892
https://doi.org/10.3390/electronics13214203
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics13214203?type=check_update&version=1

Electronics 2024, 13, 4203

2 of 24

of Huelva, Spain, as part of a larger educational project widely described in [4-10]. At
present, the device’s hardware has been upgraded with up-to-date low-cost options and a
housing to improve its ergonomics and aesthetics. Also, the software has been enhanced
to include new functions and optimize the user experience. As the main advance, the
device has been complemented with a web repository of MACRO functions centralized
in the cloud. To validate the proposed solution, teachers and students from vocational
education and training institutions were actively involved in the evaluation of DRACSC
over an academic year. The selection of vocational participants was based on its dual
pedagogical approach, which integrates theoretical and practical training to enhance the
development of professional skills. For comparative purposes, the system has also been
tested with professionals from the ICT sector, thus obtaining a double perspective of both
the educational and professional fields.

In summary, the contributions pursued by this work are the following: (i) to present
a novel solution for the centralized management of communication equipment; (ii) to
examine its applicability and advantages for managing not only equipment configurations
but also network services; and (iii) to provide network engineers with a time- and effort-
saving tool for managing network infrastructures. To this end, a complete, portable,
and universal hardware/software system based on Raspberry Pi 4 Model B and web
applications was developed. This solution was patented [11] and extended through an
international patent cooperation treaty [12].

Research Hypotheses and Objectives

The main goal of this study is to analyze the impact of a new system devoted to
the instruction of IT technicians. We hypothesize that participants can improve their
user experience on repetitive and time-consuming tasks through a system that has been
previously proven to facilitate IT learning [5]. Additionally, we aim to explore the feasibility
of this system in a professional IT environment. This rationale is based on the fact that a
significant amount of time is spent on recurring tasks in practical training for both students
and teachers, as well as IT professionals. To this end, this manuscript aims to provide
empirical evidence through an exhaustive analysis based on user perceptions and their
performance during the training and development of IT technicians.

The manuscript is structured as follows. Section 2 presents the work related to software
and hardware dedicated to managing communication equipment. Section 3 describes
the complete system architecture of DRACSC. Section 4 presents the experimentation
carried out. Section 5 analyzes the solution’s impact on the educational and professional
environment. Finally, the article provides the results achieved and discusses future work.

2. Related Work

The management and recovery of communication equipment have been solved by
solutions classified into software applications and hardware devices [13,14]. On the one
hand, software applications usually contain a graphical user interface (GUI) to manage
communication equipment remotely. The GUI reduces administration time and makes
it easier for the user to perform basic tasks without knowing the entire repertoire of
commands. While these applications are widely used, they have the disadvantage that
users often perceive limited control due to the reduced configuration possibilities compared
to a command-line-based interface. On the other hand, hardware devices—also known as
console terminals or servers—can communicate with switches, routers, and other devices
via the console port. Although they have more considerable configuration potential, such
devices have the disadvantage of being costly.

In addition to combining the facilities of related hardware and software solutions,
the proposed system brings two main contributions, as described throughout the paper:
portability and a template-based structure for creating high-level MACRO functions.
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2.1. Network Device Management Software

Solutions found in the state of the art include Cisco Web Browser User Interface, a web
interface supplied with the company’s own switches and routers that requires additional
configuration to work with them [2]; Linksys Smart Wi-Fi, a set of tools with functions
similar to Cisco Connect Express and Cisco Connect Cloud to manage home networks
consisting of access points and Wi-Fi routers remotely and easily [15]; Colibri NetManager,
formerly Teldat’s TeldaGES, a router management platform that brings together auditing,
network vision, device access, configuration history retrieval, and firmware through the
cloud [16]; ManageEngine’s Network Configuration Manager, formerly DeviceExpert,
a powerful solution that centralizes the administration, configuration, task automation,
and monitoring of network elements (e.g., switches, routers, firewalls, etc.) from a web
interface [17]; and SolarWinds’ Network Configuration Manager, a benchmark in this field
that combines the monitoring and configuration of network elements [18]. WhatsUp Gold
by Progress is a tool that facilitates the automation of network device management, with
functionalities such as auditing, configuration backup, and compliance with regulations
like PCI, SOX, and HIPAA [19].

In order to compare the capabilities and features of the above solutions concerning
DRACSC, Table 1 is presented. While the Cisco (https://www.cisco.com/c/en/us/td/doc
s/ios-xml/ios/fundamentals/configuration/xe-16/fundamentals-xe-16-book/fundamen
tals-xe-16-book_chapter_01000.html (23 October 2024)) or Teldat (https://www.teldat.com
/solutions/advanced-networking /net-cloud-administration-network-infrastructure-netwo
rk-management/ (23 October 2024)) software are only compatible with their brands, Man-
ageEngine, SolarWinds, or WhatsUp Gold have been designed to be compatible with as
many devices as possible (e.g., Cisco, Juniper, HP, Dell, Brocade, F5, Aruba, or Ruckus).
This compatibility is an advantage over others. In terms of functions, all systems follow
what can be called a “logical path” to simplify the administration of network elements and,
therefore, share similar features. In this respect, the table establishes the medium level
when the device brings functions for automating tasks, and the high level when it also
includes network monitoring or backups.

Table 1. Characteristics of network device management software solutions.

Parallel

Name Device Manufacturers FLI;I(:Z;LEZI- Control via Control via Rse };i)t::nry RC:;::;_ Cost
Manage- Admitted . Console Telnet/SSH .
ity Function tory
ment
CISCO Web
Browser User One Cisco Medium No No No No Free
Interface
Linksys Smart S . .
Wi-Fi everal Cisco Medium No No No 4 Free
Nefl\(/)lle;rbizlger Many Teldat High No < 4 < -
Solarwinds
Coilfei;zgﬁon Many Many High No 4 No 24 High
Manager
Network
Configuration Many Many High No 4 No No High
Manager
WhatsUp Gold Many Many High No No < < High
DRACSC Several Several Medium 4 4 4 4 N/A

Regarding cost, it is worth mentioning that ManageEngine licenses are granted per
managed device (e.g., basic package of 25 devices and two users costs EUR 1134 plus EUR
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227 of support per year). Similarly, the basic purchase of SolarWinds starts from EUR 1377
per user. Besides the lower cost and other advantages, only DRACSC can manage network
devices via the console port.

2.2. Hardware for Network Device Management

Existing state-of-the-art hardware solutions that function as terminals or console
servers, such as Aten SN018C0, can be purchased for EUR 2640 for the 8-port model [20].
Perle’s IOLAN SCS48 DAC price is around EUR 3917 and allows for the administration of
different computers using the console, Telnet, and SSH connections [21]. Dominion® SX
from Raritan is similar to the previous one and provides access, monitoring, and control
through the serial port [22]. Opengear IM7200 is a device focused on console servers that
offers a more significant number of functions such as firewall, DHCP server, VPN, etc.,
with Telnet/SSH management over serial port [23]. Some solutions that try to emulate
this hardware have been created to reduce costs. This is the case for Raspisco, a console
server based on Raspberry Pi, 3G modem, SerialToUSB adapter, and console cable for
the administration of devices via USB hub and adapters [24]. Also, but focused on the
educational environment, Raspberry Pi is used as a low-cost device that emulates a console
server by software [25]. The DIGI Connect EZ 8 is a versatile console that supports RS-
232/422 /485 communication, making it suitable for a variety of industrial applications.
The device is easy to configure through an intuitive web interface and provides robust
security features such as SSL/TLS encryption and SSH for secure data transmission [26].

Table 2 compares the capabilities and features of the previous solutions concerning
the DRACSC-based one. It is worth mentioning that Dominion® SX II can interface with
different manufacturers such as HP, Dell, Cisco, or IBM. Noteworthy are the portability and
disaster recovery capabilities of the DRACSC solution beyond simple configuration restore.
Another notable feature of DRACSC is the use of space to store data from switches and
routers whose file exchange protocol is TFTP (RFC1350) and FTP (RFC1123). In addition,
DRACSC allows for the extension of online functionalities through a cloud repository, thus
increasing the number of actions to be executed on managed devices without updating
the firmware.

Table 2. Characteristics of network device management hardware solutions.

Parallel

. Level of Control Control System Cloud
Device Manufacturers - . . . .
Name . Portability Function- via viaTel- Recovery Reposi-  Cost
Manage- Admitted . .
ality Console  net/SSH  Function tory
ment
Aten Several Several No Medium 24 4 No No High
SN0116CO 8
IOLAN . .
SCS48 DAC Several Several No Medium 4 4 No No High
P ®
DOI;I(HIIIO n Several Several No High 4 No No No High
Opengear . .
IM7200 Several Several No High 4 < No No High
Raspisco One Several 4 Low 24 No No No Free
Raspberry
Pi-based
Several Several No Low 24 No No No Free
console
server
Digi Connect . v v .
EZ® 8 Several Several No High No No High
DRACSC Several Several 24 Medium 24 4 < 4 Low
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3. Materials and Methods

The system presented in this paper comprises two parts (Figure 1). On the one hand,
DRACSC is the primary device that interacts with the managed equipment (i.e., switches
or routers to configure or recover). On the other hand, the cloud repository hosts the web
platform where several DRACSCs can work with MACRO functions in a centralized way.
These functions are the interface between DRACSC and the managed equipment that will
be explained in this section.

Internet

Cloud ( )
Repository o
DRACSC | ‘
ikrotik hAP lite

¥

LAN/WAN Router B
Cisco 800 Laptop

Figure 1. Interaction between DRACSC, cloud repository, and managed devices.

3.1. DRACSC System

DRACSC is a device that interacts with the cloud repository and uses MACRO func-
tions to act on the managed network equipment. The usual operating scenario of DRACSC
is within a LAN/WLAN using TCP/IP, allowing it to work in most WAN scenarios, regard-
less of network size or topology. However, since it has a web application server to which
the user can connect via a browser, it could be extended to a WAN via NAT. The system
also provides the ability to interact with diverse managed device profiles, thereby show-
casing its scalability and adaptability across different manufacturers (e.g., Cisco, Mikrotik,
Raspberry Pi), operating systems (e.g., IOS, RouterOS, Raspbian), and models (e.g., routers,
switches, computers), extendable to others. There are two ways of working with DRACSC
depending on the state of the equipment to be managed (i.e., with or without Telnet/SSH
configuration). In the first case, both DRACSC and the equipment to be managed are
connected to the same LAN/WLAN. This setup eliminates the need to carry the DRACSC
device to extend the autonomy of the internal battery. In the second case, the switch or
router cannot communicate with the DRACSC device over the TCP/IP network. Therefore,
there is no other way to work with it than to connect directly through the console port.
For specific actions—such as loading an IOS image when the equipment is in ROMMON
mode—it would be necessary to configure an additional network.

3.1.1. Hardware and Software Implementation

To achieve a prototype based on low-cost components widely available on the market,
the DRACSC system has been implemented with Raspberry Pi, a device commonly used in
other research projects with acceptable performance in similar applications [27-30]. Another
factor influencing its choice was the broad community behind it, which has a significant
impact on both development time and peripheral support. Specifically, the hardware used
was Raspberry Pi 4 Model B with a 1.5GHz Broadcom BCM2711 Quadcore Cortex-A72
(ARM v8) 64-bit SoC and 4GB of LPDDR4-3200 SDRAM. The functionality of the DRACSC
device has been extended with a 5-inch resistive TFT display (800 x 480 pixels); a designed
and 3D-printed housing with a tough hard plastic filament (i.e., ABS); a 32GB Kingston
micro SD memory (class 10, 45 MB/s) whose function is to store images of the OS of the
managed devices; a serial to RJ45 console cable to manage the devices through the console
port; a USBtoRS232 adapter; and a 4000 mAh Contact LXBA4000U battery model that
allows for the autonomy of ~4 h with a worst-case consumption of ~1000 mAh. In total, the
cost of the hardware system was EUR 132 (Figure 2).
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Figure 2. DRACSC device.
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Regarding its software, Raspberry Pi OS 5.10 was selected as a version of Debian
optimized for Raspberry. The system applications have been developed using Ruby 2.3.2, an
interpreted programming language distributed under a free software license. Accordingly,
we used Bundler [31] to provide a consistent environment for Ruby projects that allows for
tracking and installing the libraries needed—called gems—to deploy the system’s TFTP
and FIP servers (i.e., ‘atftpd” and ‘ftpd’).

The web server selected for DRACSC is Phusion Passenger, an open-source service
compatible with our system developed through the ‘Ruby on Rails’ (RoR) environment.
This is a Nginx-based server that can handle HTTP requests, processes, and resources
with less load on the system than other web servers (e.g., GlassFish). It also allows for
monitoring and diagnosing problems [32]. The client side of this web application has been
programmed with HTML, JavaScript, and CSS using the Bootstrap library. This allows
for the interface view to be dynamically adapted according to the user device used, thus
letting us implement responsive interface versions for desktop and mobile screens.

Moreover, the SQLite database management system (DBMS) was used because it
supports a relational data structure that consumes few resources and controls the data
atomicity, consistency, isolation, and durability (ACID) in a library written in C language
with only ~500 KB. As an additional advantage, SQLite is linked to the main program and
becomes an integral part of it, thus reducing access latency in contrast to other databases
such as PostgreSQL, MySQL, or MariaDB [33].

Regarding the connection terminals, the Ser2net service has been used to encapsulate
the console connection through the serial port in Telnet.

3.1.2. Local Web Application

The web environment has been developed following the model-view—controller
(MVC) paradigm. This separates the application’s data, business logic, and persistence
mechanisms from the interaction and representation of the data in the interface. The
managed equipment stands for the view, whilst DRACSC contains the web service (i.e.,
controller). Based on this scheme, the web client displays the user interface, and its function
is to represent the data exchanged between DRACSC and the managed equipment. On
the one hand, DRACSC sends information to the user in a specific format that is practical
for use. On the other hand, it is ultimately responsible for initiating, maintaining, and
terminating the session with the managed equipment. Therefore, the role of the controller
is to receive the commands sent from the view to the equipment and update the session
information from the equipment to the view.

The communication can occur via different networking means depending on whether
it is conducted via console, Telnet, or SSH. However, functionally, it produces the same
result for the user. Thus, when the user requests, the controller creates a console, Telnet,
or SSH client through a thread that initializes a procedure on the managed equipment.
Finally, the model (i.e., the system layer responsible for implementing the business logic) is
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made through a relational object mapping system called “Active Directory’. Its advantages
are mainly independence from the database, faster development, and increased security.
For this, query strings were defined through annotations, which cannot be altered by the
application at runtime and prevent security problems.

The web interface has been designed to allow two different user roles, administrators
and basic users, with restricted functions. These are available after accessing a login page
with a username and password. Then, a menu of options shows the information and actions
to be performed on the managed equipment, the editing of own actions (i.e., MACRO), the
console configuration and interfaces of the DRACSC system, and the administration of user
roles, as well as general help regarding the web application. These functions correspond to
the options ‘login’, ‘devices’, ‘system’, “users’, and ‘help’, respectively.

An example set of MACRO functions preconfigured in DRACSC is displayed on
the TFT screen (Figure 2). This view is also generated in the web application and estab-
lished by running the browser in «kiosk» mode, which shows the entire screen without a
configuration or address bar.

3.2. MACRO Function

In the configuration of communication equipment and computer systems, it is preva-
lent to use scripts to automate—to a greater or lesser extent—a sequence of commands or
instructions. Scripts also avoid errors in the execution of processes. Typically, this task is
accomplished by the following methods: (i) A manual method in which an original script
is given; instructions that need some changes are visually identified and then modified
to achieve the desired operation. This method generates a customized script with the
advantage of being able to deploy the same configuration on different devices. (ii) A
programmatic method that also starts with the original script and—through a scripting
language—modifies the instructions using data and control structures. Through the in-
puts provided by the user, either as parameters when executing the script or interactively
through a command interpreter, it is possible to adapt the original script of managed
equipment to a series of specific problems. The programmatic method is a powerful and
versatile feature that suits almost any situation. As a disadvantage, the effort to achieve
said versatility usually increases as the need to adapt to different problems grows. On the
other hand, if a specific solution needs to be stored, it must be programmed in such a way
that its code can be stored in an appropriate file.

As a consensus solution to the previous methods of script reuse, this paper proposes
using the MACRO function concept. Its main objective is the creation of high-level functions
that allow users a greater degree of abstraction in such a way that they can focus on the
functionality of the managed equipment instead of having to memorize the syntax of the
commands. MACRO functions are designed in DRACSC through a graphical interface for
that reason; no programming skills are required to create generalized scripts. They are
supported by an XML structure that includes metadata used to work with them, the script,
and the optional parameters of the managed equipment (Figure 3). The MACRO functions
can be executed on a device through the touch screen (Figure 2) or through the DRACSC
web interface (Figure 4). The main advantage of using MACRO functions is to facilitate the
quick configuration of the managed equipment without requiring knowledge of specific
commands. This methodology adapts to the experience and way of working of each user,
allowing professionals a wider range of the configuration and optimization of tasks.
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<Macro>
<!-- Base64-encoded comment -->
<name> MACRO Name </name>
<version> MACRO version </version>
<via> Method of execution for the type of preconfigured </via>
<icon> Icon to represent the preconfigured MACRO </icon>
<!l-- The “device” tag defines the device, implying whether or not it can be applied to one device or another --!>
<device>
<manufacturer> OS/Manufacturer </manufacturer>
<serie> Device series </serie>
<model> Device model </model>
<osversion> OS version </osversion>
</device>
<!l-- Within the “inputs” label are the different fields that can be variable using a MACRO --!>
<inputs>
<input> </input>

<input> </input>
</inputs>
<l-- The “commands” tag includes the commands issued to the device for configuration -->
<commands>

<command> command>

<command> </command>
</commands>
</Macro>

Figure 3. XML structure of a MACRO function.

English | admin | Logout

Device list

Show | 10 v | entries search:

Name *  Type os. Serie  Model 3

Cisco Switch 105 Catalyst  2960-24-S 19216822
switch
mikrotik  router Router0S  CHR virtual 192.168.98.250
x86
Raspi Raspberry Raspberry 2a B 192.168.0.110
Pi
Router Router Mikrotik - - 192.168.88.1
Mikro

Showing 1 to 4 of 4 entries

(a)
(=) DRACSC B

admin’ | ogout admin [ 'ogout

Wizard

Data Seript

ChangelpMikrotik

Fill the fields and click "run’ to apply changes

Do you need to remember commands? click here.

Interface

ether2

Previous et [

(b) (0)

Figure 4. View of the web interface of the DRACSC device: (a) list of managed equipment, (b) execu-
tion of a MACRO function, and (c) editing of preset MACRO function.
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Another problem that the MACRO functions solve is related to the configuration of
variables, the number of which is related to the size of the script. In most configurations,
the number of variable parameters is associated with the size of the script. Therefore,
the advantage of using MACRO functions is the greater the number, the larger the script,
as can be seen in Table 3. To improve the user experience, a command interpreter is
included in DRACSC to reduce interaction when manual steps are required in certain
specific configurations (Table 4). For example, the Cisco ROM monitor (ROMMON) is a
state of operation in which a switch or router is booted directly to perform various actions
on the IOS image. This state is required when the IOS image has been deleted or damaged,
and the device must start from the ROM, the content of the NVRAM must be ignored to
reset the password in ‘enable’ mode, and the console speed must be set or the diagnostic
messages must be enabled, among others [34]. To access the ROMMON mode of a router,
a ‘control + break” command must be sent through the console or Telnet session during
the first 60 s of boot-up. In the case of a switch, it is required to manually turn off the
equipment and press the MODE button for 5 s. After restarting, it is essential to know the
value of the configuration register, which is responsible for setting the device’s boot. The
hexadecimal value set by default at the factory is usually 0x2102 for routers. This means
that an image from the Flash memory must be loaded, breaks must be ignored (except for
the first 60 s), a 9600 baud rate must be set for the console, and the IOS must be loaded from
ROM if the boot fails. Password recovery functions require between 9 and 12 commands
plus a user parameter, while recovering a device in ROMMON mode requires an 10S
image backed up in an external location. As can be seen, this task is certainly complex
and, therefore, is reserved for truly experienced technicians. As an example, the password
recovery procedure for a Cisco router using a MACRO function with DRACSC can be seen
in Figure 4b.

Table 3. Statements and parameters for configuring network services on Cisco devices via command

line.
Service Configured in the Equipment Commands ASCII Characters Variables to Define
Backup to FTP server 2 37 2
Restore backup from FIP server 2 44 2
IP interface 4 50 3
Telnet interface 4 58 3
DNS 5 93 2
DHCP 6 119 6
SSH 10 235 7
Restore ROMMON 8 142 1
Reset password (router) 9 129 1
Reset password (switch) 12 209 1

Table 4. Reserved words in the MACRO function interpreter together with their description.

Reserved Word Description
Break9600() To produce a stop in the start sequence, the break signal is sent. When using a USB converter for the
console cable, it is preferable to go down to 1200 baud and send spaces to simulate the signal.
CR() Carriage return.
IP() Prints the IP address assigned to the device.
userTelnet() Prints the user for “telnet” assigned to the device.
userSSH() Prints the user for “SSH” assigned to the device.
passwordEnable() Prints out the “enable” password assigned to the device.
passwordTelnet() Prints out the “telnet” password assigned to the device.

passwordSSH()

Prints out the password for “SSH” assigned to the device.




Electronics 2024, 13, 4203

10 of 24

Two modalities have been created to achieve greater flexibility when managing equip-
ment through MACRO functions. These are called «standard MACRO» and «preconfigured
MACROP, as detailed below.

3.2.1. Standard MACRO

This function is the closest case to the programmatic method, for which flexibility is
more important than immediacy. When creating a MACRO function from the graphical
interface, the user must first complete the metadata fields that will be used later for filtering
purposes. Afterwards, the variant elements in the code will be identified and selected. In
some instances—at the user’s convenience—modifications to the initial script could be
made from the graphical editor itself. This results in each line of code being entered as a
command and each variable as an entry in a field structure, as shown in Figure 4c.

3.2.2. Preconfigured MACRO

This modality is used when immediacy prevails over flexibility. This type of function
differs from the «standard MACRO» in that there are no inputs. In other words, the
commands are not modified when the script is launched on the managed device. This can
generate various MACRO functions that are very similar, which is why the “icon” tag is
included in the metadata to help identify them using a set icon.

3.3. Cloud Repository

This service is conceived as a complete tool developed to facilitate equipment manage-
ment and share MACRO functions among users from a centralized place on the Internet.
The web repository provides an intuitive way of working where it is possible to comment
on functions posted by other users, rate them through a scoring system, download func-
tions as XML files, or communicate with different DRACSC devices through a REST API
(i.e., an interface for communicating applications via HTTP protocol as between different
DRACSC devices and the cloud repository).

3.3.1. Software Implementation

The repository was developed using Laravel, an open-source framework for develop-
ing web applications and services with PHP 7.4.0. Like Ruby, it is an interpreted language
distributed under a free software license. The repository uses a dependency management
system called Composer, which facilitates the administration of libraries and dependencies
like “passport’” for authentication, ‘purifier” for input sanitization, and ‘eloquent’ as object-
relational mapping. The web repository client was programmed with HTML, JavaScript,
and CSS using ‘bootstrap’ to allow for an adaptive design, as well as different libraries such
as ‘highlight.js” to mark the code syntax in different programming languages, ‘sweetalert2’
for modals, or “‘Ace’ to provide a code editor for the browser, among others.

It also has a REST API. To communicate, it is only necessary to know the URL of the
repository and the access key (i.e., API-KEY). The repository was hosted in Hosting Cloud
Linux. Specifically, a Debian distribution with scalable performance, 2.5 GB of RAM, SSL
certificate, DDoS protection, and geo-redundancy—to avoid availability problems—was
used. The DBMS used for the repository was MariaDB, a GPL-licensed MySQL derivative
compatible with most cloud hosting sites. It was also necessary to have a web server
compatible with PHP, such as Apache or Nginx.

3.3.2. Online Web Client

The cloud repository also follows the MVC paradigm. Figure 5a shows an example of
the latest MACRO functions uploaded by users with the rating system in the form of stars,
number of views, and date of upload. When using the search tool at the top, the filter can
order MACRO functions by OS, the creation date, score, and visualizations. By clicking on
‘view details’ for a MACRO function, the user can see the script that it contains (e.g., inputs
marked with different colors), download an XML file, and view comments. A user with
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an active session could make comments and evaluations, as well as create new MACRO
functions and edit and import them from an XML file.

Macros repository

DRACSC
a

streamline your settings with the experience of other users and share your creations.

mpablo/ChangelpMikrotik
Change IP to an Ethernet port:
« INTERFACE: Ethernet port (e.g. ether! or ether2)

Router0S -1 - Show details Views 32 | Upload date: 2021/06/22

mpablo/changeMACIfconfig * *’ * * *

Change the MAC address of a network interface

Views 12 | Upload date: 2021/06/19

Macros repository

Macros creation wizard Macros creation wizard
Data saript oata serpt

,,,,,,

,,,,,,,,

,,,,,,,,,,

B 1 U # 5 u A-= E =-
Argumentos
=
(b) (9

Figure 5. View of the repository web interface: (a) list of MACRO functions, (b) creation of metadata
with “standard MACRO”, and (c) creation of script with “standard MACRO”.

4. Experimentation

This section aims to show the advantages of the DRACSC system in diverse work
scenarios through performance evaluation and user assessment.

4.1. DRACSC Performance Test

On the one hand, a case study was conducted using a Cisco 800 router to evaluate the
performance of the DRACSC system, comparing the time required to manage the device
through both manual and automated procedures. This test involved some basic tasks
such as configuring IP interfaces or network services (i.e., DNS, Telnet, and DHCP), and
more advanced configuration procedures such as creating a backup, restoring the Flash
memory on a remote server, or recovering the administration password. To this end, the
topology consisted of a switch using a direct connection via console terminal and a remote
connection using Telnet (see Section 5.1 for results on performance metrics).

4.2. Training and Experimentation with Use Cases

On the other hand, several validation tests were carried out with 53 students during
the same academic year (18.54 &+ 2.8 years old, 96.22% male and 3.78% female, 67.92% in
Vocational Education and Training -VET, and 32.08% in a higher level of VET); 6 teachers
(43. 83 £ 5.15 years old, 100% male); and 30 ICT professionals (35.1 £ 6.30 years old, 93.33%
male and 6.67% female, 20% with VET studies, 53.33% with university studies, and 26.67%
with post-university studies). The size and diversity of this sample not only allows for
generalizing the findings, but also satisfies the criteria for sound statistical analysis, which
is commonly conducted in social studies research [35]. According to the Central Limit
Theorem, the sampling distribution of the mean approaches normality when the sample



Electronics 2024, 13, 4203

12 of 24

size exceeds 30. This allows for applying parametric statistical tests under the assumption
of normality with confidence.

The network model used in the validation tests consisted of a D-Link DSR1000N
router connected to the Internet via WAN and to the DRACSC via WLAN (Figure 1). This
testing bench was connected to the managed equipment on which the users had to carry
out the experimentation (i.e., Cisco 800 router and Mikrotik hAP lite router). All study
groups followed the same methodology during the testing, as indicated in the procedure
described below.

The first step involved introducing the DRACSC device, the cloud repository, and
the concept of MACRO function to users through a brief presentation. For each of them,
examples of different applicable use cases were described. The training time took 15 min.
Afterwards, four tasks to be carried out in the experimentation were defined and a brief
explanation was given about the objective of each one of them.

4.2.1. Task 1: Interactive Connection

This activity consisted of learning how to initiate an interactive connection from
DRACSC’s console terminal to the managed equipment. To do this, it was explained how to
access the web server hosted on the DRACSC device via WLAN. Then, the user connected
to the Cisco 800 router through DRACSC’s console port, logged in, and established contact.
The activity ended when the user found that the password of the managed equipment was
unknown to them, whose recovery was part of the following task. The complete sequence
diagram of Task 1 is shown in Figure 6 (red lines). The preliminary explanation took 5 min,
whilst the time to perform the task typically required 2 min.

l :LAN/WAN Router | :DRACSC ‘ :Router Managed

M Connect "DRACSC" Wi-Fi ' '
o ~

Using the browser go to DRACSC address

Authentication
Send

Main view

Connect DRACSC to Router 2 using console wire

On main menu select “Console” option N

Ask Confi

Send iguration p for ing N Initialize connection
Router Aulhentic?lion Router Authentication
Send password "drlaclsc' . Send password "dracsc” N
fail I I le fail

Restart router in order to initialize rommon mode
Tap option “Cisco Password Recovery” at screen N Send Macro
Macro finished

On main menu select “Console” option

¢ Ask Contiguralionlplarameler
Send i i for ing Initialize connection
>
Router Authentication Router Authentication
< I I <
Send password "dracsc” . Send password "dracsc” N
< Password OK le Password OK

Figure 6. Sequence diagram of Task 1 (red) and Task 2 (blue).
4.2.2. Task 2: Using Preconfigured MACRO

This activity was a continuation of the previous one and consisted of resetting the
password to regain access to the Cisco 800 router. The goal of the task was to learn how to
execute a «preconfigured MACRO» function from the DRACSC touch screen. Specifically,
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the steps involved selecting the “Recover Cisco Router Password” function on the DRACSC,
rebooting the managed equipment to enter ROMMON mode, and launching the MACRO
function. Once the password was restored, Task 1 had to be repeated to verify the new
password set. On average, the explanation took 8 min, while running and verifying the
managed equipment took 4 min. The complete sequence of steps is shown in Figure 6
(blue lines).

4.2.3. Task 3: Creation of Standard MACRO

This activity involved learning how to create a «standard MACRO» function from the
web repository to change the network configuration of an interface in a managed device
(i.e., Mikrotik). To do this, users pointed to the repository’s web domain, used access
credentials, and navigated to the list of MACRO functions (Figure 5a). They clicked on
the “import” option in the horizontal menu and selected an already provided MACRO
function to speed up the task. Then, the MACRO function creation/import wizard started,
where users defined the metadata (Figure 5b), command set (Figure 5c), and its variables.
The explanation took 5 min, whilst the execution of the task lasted 2 min.

4.2.4. Task 4: Using a Cloud Repository

The objective of this activity was for users to deepen the communication between the
DRACSC device and the repository. For this, the «standard MACRO» function created in
the previous task was used and executed through the web service of the DRACSC.

The steps consisted of accessing the DRACSC web service, opening the ‘"MACRO’
menu, selecting the ‘import’ option, accessing the list of MACRO functions available in the
remote repository, and downloading it to the DRACSC. Once imported, users went to the
‘devices’ section (Figure 4a) and selected ‘execute MACRO’ in the submenu. This action
started a wizard to set the parameters of the MACRO function of the device and execute
it via SSH (Figure 4b). For this, the managed device (i.e., Mikrotik) had to be previously
connected to the network with the SSH server operational. This activity required 5 min
of explanation and 3 min of execution. The complete steps are shown in the diagram in
Figure 7.

: User | :LAN/WAN Router ‘ :DRACSC ‘ ‘ :Repository | :RoulevManaged‘

A o o -
Using the browser go to DRACSC address
11

Send credentials

Main view

Select "Macro/Import™ option
T

T
Import Macros view

Get Macros + APFKEY |
Get Macros "

select nur Macro and click on import
T

Insert new Macro name
Send new Macro name

|
Select "Device/Show devices”

TT
Show Devices view

<

LI
click on “Run Macro" on the device selected

TT
Show Select Macro vi‘ew

Select our Macro and click on "execute”

T
Show Insert Macro inruts view
|

Run Macro over SSH N Run Macro over SSH

Return OK ! ! Return OK

Check if values have changed using Winbox

I

Return current values

Figure 7. Sequence diagram of Task 4.
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5. Results

This section contains an analysis to obtain actual performance metrics in terms of
time and the number of keystrokes required to achieve the expected result, as well as a
comprehensive analysis of user feedback on the DRACSC system, grouped into four main
categories related to its design and evaluation, particularly in the field of technology and
education. To this end, a survey among students, teachers, and professionals was conducted
using a 5-level Likert scale. Moreover, the responses were analyzed using a two-sample
Welch'’s t-test. The qualitative and quantitative validation of the results indicated strong
correlations in perceptions among the different user groups and highlighted consistent
trends across various institutes.

5.1. Performance Metrics

This study was completed in a real scenario, where a technician had the network
equipment powered on and connected. To this end, a Cisco 800 router was used to evaluate
the performance of the DRACSC system in relation to the tasks described in Table 3.
Figure 8 highlights the significant reduction in keystrokes across all tasks when using
DRACSC, including both basic and more advanced operations conducted on the network
equipment. The most notable difference was seen in the “Reset Password” task, which
normally requires entering 12 commands and 209 ASCII characters manually versus one
variable to be defined in DRACSC. Similarly, Figure 9 shows that DRACSC substantially
reduces the time needed to complete these tasks. These results demonstrate the clear
efficiency gains of DRACSC in minimizing both user input and time performance.

140
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Number of Keystrokes
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Backupto Restore IPinterface Telnet DNS DHCP Reset
FTP backup interface password
from FTP
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Figure 8. Keystroke comparison between manual and DRACSC settings.
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Figure 9. Time comparison between setting up manually vs DRACSC.
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5.2. Opinion Survey

Table 5 shows the survey designed to evaluate the user opinions about the DRACSC
system. The survey addresses different educational aspects divided into four thematic
areas: “knowledge/learning” to identify the users’ level of knowledge in the ICT area and
the usefulness of the system for teaching (Q1-Q5); “interest/motivation” in order to know
the incentive the system has for learning (Q6-Q10); “usability /practicality” to know the
performance on the work carried out with the system (Q11-Q16); and “results/feasibility”
to measure the general opinion of the users about the system (Q17-0Q22).

Table 5. DRACSC evaluation questionnaire.

Question Knowledge/Learning Students Teachers Professionals
Q1 Level of prior knowledge on data networks 3.20 £1.03 3.66 + 0.52 3.77 £ 0.69
Q2 The system allows them to vzg);l:evl;zgh already known theoretical 369 4 0.84 383 4 041 407 4 0.48
Q3 The system ensures that new theoretical knowledge is acquired 4.07 £0.71 4.00 £ 0.63 4.11 £ 0.89
Q4 Theoretical concepts are learnt by s.tudy%ng and the use of the 2844117 2004+ 1.73 1.76 + 1.09

system makes learning difficult
Q5 My confidence level in workl.ng w1jch data networks improved after 355 + 0.82 3.83 + 0.98 411 + 070
using this tool
Interest/Motivation
Q6 The use of the tool promotes motivation and interest in networking  4.31 + 0.75 4.50 £+ 0.55 474 + 0.44
Q7 Creating my own MACRO sii)lltléilec;r’:s influences motivation and 404+ 096 450 4 0.55 470 4 0.54
Qs The use of a web repository prortr;c())tles motivation and interest in the 3.98 + 0.79 467 + 052 474+ 052
Qo The independence of t}.1e splutlon f}‘om de\(lce manufacturers 3.85 + 1.02 467 +0.82 450 4+ 0.64
promotes motivation and interest in the tool
Q10 I will create a personal project in the future using low-cost 348 + 1.20 312 4 1.60 3.07 + 1.30
components
Usability /Practicality
Q11 The information provided for the use of the tool is sufficient 3.89 £0.72 3.67 £1.21 4.26 +0.81
Q12 The level of interactivity of the system is appropriate 3.98 +£0.92 4.33 +£0.52 4.67 +£0.48
Q13 The appearance of the system GUI is attractive 3.81 £0.96 433 £0.52 423 +0.76
Q14 The tool’s menus have a clear and intuitive structure 417 £ 0.69 4.33 £ 0.52 433 +0.48
Q15 The tool has not presented any technical problems during the 352 4+ 111 320 +1.33 407 4+ 0.48
development of the use cases
Q16 Portability is an important feature 4.39 £ 0.86 5.00 £ 0.00 4.89 £0.32
Results/Feasibility
Q17 The functionalities enabled by the system are useful 4.30 £ 0.86 483 +0.41 4.89 £0.42
Q18 The MACRO concept is useful for the configuration of devices 4.31 £0.84 4.83 +0.41 4.89 £ 0.32
Q19 The system saves time and effort in the tasks performed 4.33+0.73 5.00 £ 0.00 5.00 £ 0.00
Q20 The tool is feasible for implementation in the educational context 4.09 £+ 0.85 3.83 £ 0.75 444 + 0.75
Q21 I would use this tool in a professional environment 422 +0.96 420 +£0.98 4.55 £ 0.66
Q22 My overall assessment about the tool is positive 4414081 4.33 £0.52 4.70 £ 0.47

The questionnaire was assessed using a 5-level Likert scale (1 = strongly disagree,
5 = strongly agree). The responses were statistically analyzed using a two-sample Welch’s
t-test, which is broadly used in social science studies [36]. Furthermore, this method is
recommended when the groups analyzed have substantially different standard deviations,
the sample sizes are unequal, or the sample size is less than or equal to 10 values [37].
Additionally, the Likert R package was utilized to easily present data, simplifying the
process of converting raw data from the survey into meaningful visual representations [38].
This package was used to show the distribution of the responses related to different topics
and user groups in Figures 10-13.
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Figure 10. Comparative results between groups for knowledge/learning topics.
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Figure 11. Comparative results between groups for interest/motivation topics.
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Figure 12. Comparative results between groups for usability / practicality topics.

results/feasibility

Students
a7 37% 9.3% I
ai 37% 7.4% I
ais 37% 3.7% [
a0 56% 15% L 1
o2 56% 9.3%. I
o2, 37% 3.7% |

100 50 3 50
Percentage
Teachers

ar 0% 0f N
ate 0% 0f 000 0000 0 1
aie 0% 0f

a0 0% 33%
a2t 0% 33% I
az 0% 023
100 E3 o B}
Percentage
Professionals
arr 0% 3.3% I 97%
ate 0% Oh . 100%
ate 0% 0f 100%
a0 0% 13% I
a2 0% 1%‘:& I
az 0% 0f —_100%
10 B3 o B}

Percentace

[ soray aagen (] osaree [ ] e [ v [l sy ore

Figure 13. Comparative results between groups for results/feasibility topics.

5.2.1. Knowledge/Learning

Regarding the set of questions on “knowledge/learning”, it is observed in Q1 that
students rated themselves with a lower level of proficiency than teachers, and teachers,
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in turn, with a lower level than experts. The largest significant difference was found
between the responses of professionals vs. students (p << 0.05). This could be explained
by the greater knowledge that—in effect—ICT experts have. In Q2, we observed the same
proportion of scores as in Q1, which could indicate that professionals in the ICT sector
find the DRACSC functionalities appropriate to apply the theoretical knowledge acquired.
This is reinforced by finding the largest significant difference between the responses of
professionals vs. students (p << 0.05), which is in line with the given interpretation of Q1.

On the other hand, it was valued very positively in Q3—similarly by all users—that
the DRACSC system allowed them to acquire new theoretical knowledge (p >> 0.05 for all
groups). In this regard, the absence of significant differences between groups could indicate
that there is no bias between users. Q4 is a control question that reinforces the idea that
theoretical concepts are not learned only by studying and that using the proposed system
does not hinder learning. Observing the scores, it can be drawn as a conclusion that ICT
professionals believe more categorically that learning is achieved in a more experimental
than theoretical way. This difference is revealed in the statistical analysis, which found
significant differences between students vs. professionals (p << 0.05). It was assessed
positively in Q5 that the confidence to work with ICT improved after using the DRACSC
system. The statistical analysis found the most significant difference between students
and experts (p << 0.05), which could mean that this is due again to the greater knowledge
on the subject of professionals compared to the other user groups. We can refer to the
comparative histogram, depicted in Figure 10, which presents the data distribution for this
set of questions.

5.2.2. Interest/Motivation

Regarding the set of questions on “interest/motivation”, the ratings received in Q6
show that the proposed system can be a helpful tool for training in computer networks.
The professionals perceived more potential than the teachers, and the teachers perceived
more potential than the students. The statistical analysis found significant differences
comparing students vs. professionals (p << 0.05), which would mean that they perceive
motivation differently due to their role and knowledge of the subject. In Q7, one of the
most representative functions of the proposed system was asked (i.e., MACRO functions),
receiving very positive ratings from all user groups. The statistical analysis found significant
differences between students and professionals (p << 0.05). This is interpreted by the fact
that professionals are more aware of the potential that MACRO functions can offer by being
in contact with the job world. In Q8, the trend continues for another feature of the DRACSC
system consulted (i.e., cloud repository). Looking at the ratings, we found that students
perceived the advantage of using the web repository less than the other users, who better
know or usually work with services like this. This is confirmed in the statistical analysis,
for which we found significant differences between students vs. teachers and professionals
(p << 0.05). In Q9, teachers highly rated the independence of the DRACSC system from
manufacturers. This could mean that this group of users values the work in the classroom
with equipment from different providers, being aware of the difficulty of performance that
the protocols and commands imply in educational environments. Following the trend, the
statistical analysis found significant differences between students and the rest of the groups
(p << 0.5), which could mean that students value this aspect less than the rest of the users
motivated by their role. On the contrary, in Q10, we found that students are the group
of people with the highest personal expectations to face projects like this in the future.
The statistical analysis found no significant differences between the user groups, which
could mean no bias in these answers (p >> 0.05). Considering the age of the users could
explain the lower scores obtained by the students. In this respect, the older age of teachers
and professionals could be related to more responsibility at work and less time to tackle
personal projects. Alternatively, this could also be related to greater student enthusiasm
due to the learning environment in which they find themselves. The histogram in Figure 11
presents the data distribution for this category of questions.
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5.2.3. Usability /Practicality

Regarding the set of questions on “usability /practicality”, we observed in Q11 that the
teachers thought that perhaps more information should be provided to use the DRACSC
system effectively, in agreement with the students. The statistical analysis found no
significant differences between the two groups (p >> 0.05). On the contrary, the professionals
considered the information sufficient to work with the tool. The statistical analysis found
significant differences between experts and students, suggesting that one’s own knowledge
may influence the opinion on the adequacy of the information (p << 0.05). In Q12, we
found that the feeling of interactivity with the DRACSC system was good, as this feature
was perceived less by the group of students than by the rest of the users. Likewise, the
statistical study found significant differences between students and experts in line with the
results obtained (p << 0.05). In the case of Q13, students were the group that least valued
the appearance of the interface, although positively. However, professionals—and teachers,
to a greater extent—perceived the interface as easier to use. The analysis showed significant
differences in students vs professionals (p << 0.05). This may be due to the higher contact
that students have with very attractive websites (e.g., social networks and e-commerce). In
Q14, all user groups similarly agreed that the menus were clear and intuitive, not leading
to errors or confusion that could result from poor design. The statistical analysis found no
significant differences, and no user bias was found in the system (p >> 0.05). Looking at Q15,
we found that teachers perceived more technical problems during the use of the prototype.
Their students supported this idea, not finding significant differences between the two
groups (p >> 0.05). In contrast, industry professionals perceived fewer faults. Statistical
analysis found significant differences between the opinions of professionals and students
(p << 0.05). One explanation could be due to the fact that professionals were more aware of
the difference between handling a prototype and a finished commercial product. Finally,
the portability of the proposed system was rated highly in Q16 by all groups surveyed.
The statistical study found significant differences between students and teachers, as well
as students and practitioners (p << 0.05). One explanation could be the greater exposure
students have to portable electronic devices (e.g., smartphones or game consoles), which
would be a less remarkable aspect for them. We can refer to the comparative histogram,
depicted in Figure 12, which presents the data distribution for this group of questions.

5.2.4. Results/Feasibility

About the set of questions on “results/feasibility”, all groups agreed positively in Q17
that the functionalities of the DRACSC system were useful. The statistical analysis found
significant differences between students and professionals (p << 0.05). This difference
in opinion could be explained by considering the lower level of prior knowledge of the
students detected in Q1, which could influence how they perceived the usefulness of the
DRACSC system functions for carrying out tasks in data networks. Similarly, the MACRO
functions would be a clear advantage of the DRACSC system according to Q18, although
somewhat less for students than for teachers and professionals. The statistical study
again found significant differences in the students, having a bias with respect to the other
groups in accordance with the previous questions (p << 0.05). In Q19, we observed that
teachers and professionals rated with the highest score that the system allowed for saving
time and effort in the tasks carried out. The statistical analysis confirmed the significant
differences between students and the rest of the groups, which could indicate that the
former are less aware of the advantages due to their lesser knowledge of the area. In
Q20, we observed that teachers were slightly more conservative about the viability of the
proposed system in the educational context, although positively. This could be motivated
by being the group with more founded criteria on education in the classroom. Likewise,
we found significant differences with respect to the students, which could mean a bias due
to their role (p << 0.05). The three groups had a fairly positive opinion in Q21, not finding
significant differences between them, except between students and professionals (p << 0.05).
In line with the previous interpretations, this significant difference could be due to the
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limited exposure of the students to the professional world. Finally, the overall assessment
of the DRACSC system was quite positive, with the professionals being the highest of all
the groups (Q22). The statistical analysis found the same significant differences between
the group of students and experts (p << 0.05), possibly due to a more formed opinion of
the professional sector over the rest. In this sense, user feedback on the DRACSC system
highlighted two main features. On the one hand, portability is a distinctive feature. On the
other hand, the potential of the proposed system can be applied both in the educational
and professional fields. A comparative histogram, depicted in Figure 13, presents the data
distribution for the set of questions.

5.3. Qualitative and Quantitative Validation of Conclusions

Figure 14 shows the responses given by students, teachers, and professionals. Com-
paring the lines, it can be assumed that they have certain similarities in trend, which is why
linear regression has been used to estimate the strength of the relationship between pairs
through the r2 value. As a result, an acceptable correlation was obtained both between
students and teachers (r> = 0.72) and between professionals and teachers (r* = 0.74), as well
as a good correlation between students and professionals (r? = 0.84). This result implies a
significant relationship between the trends of the three groups of users [39].
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Figure 14. Comparative results between students, teachers, and professionals.

It can be observed in Figure 15 that, after carrying out an analysis of the trend line
between the responses of the students from the different institutes, all of them except
“Martin Rivero” follow a similar trend. This behavior may be due to the fact that the
students at that institute were the only ones who attended a cycle oriented to software
development, unlike the other centers, so hardware-oriented tasks could have influenced
their perception.
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Figure 15. Trend line analysis among students from different high schools.

If the questions are analyzed according to the thematic field (i.e., learning, motivation,
usability, and viability), it can be observed that the score of the professionals was always
the highest (Figure 16). On the contrary, it can be observed that students were the group of
users that gave the lowest score in the surveys in general, except in the block on “feasibility”,
where the teachers gave a slightly lower score. It is worth mentioning that Q1 and Q4
have not been included in the bar on “learning” as they are independent questions of the
analyzed DRACSC system.
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Figure 16. Questions grouped by learning topic.

Figure 17 shows the average time in seconds taken by professionals and students to
carry out the tasks proposed in the experimentation. The mean time of the professionals is
shown in red, while blue is used to identify the fastest students and striped blue to identify
the students who took the longest time. In general, the professionals were faster in the
execution of the activities as in Task 1. It should be noted that times in Task 2 are virtually
constant in all cases, as it requires pressing a button on the DRACSC device screen and
waiting for the response. It is also worth mentioning that, in Task 3, where users work with
the cloud repository, the fastest students took less time than the professionals. This could
be explained by the greater ease that students tend to have to handle web applications due
to their age and familiarity with small electronic devices.
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Figure 17. Time taken to complete use cases.

To complete the study, Figure 18 shows a factorial correspondence analysis (FCA)
obtained with the Pandas and the Scikit-learn libraries for Python. It delineates significant
relationships between various questions (Q1-Q22) and participant groups (teachers, profes-
sionals, and students). The foremost principal component (F1), standing for 91.67% of the
variance, implies the most substantial fluctuation in the data, while the subsequent prin-
cipal component (F2) captures the subsequent noteworthy variation. The graph portrays
distinct question groups as colored points (blue for Q1-Q5, green for Q11-Q16, purple
for Q6-Q10, and red for Q17-Q22), whilst the participant groups are denoted by black
points. Regarding knowledge/learning (Q1-Q5), participants highly value the questions.
In (Q1), participants with higher prior knowledge found the tool particularly beneficial.
The ability to work with already-known theoretical concepts (Q2) is generally well received
across all groups. However, acquiring new theoretical knowledge (Q3) appears to be more
challenging, especially for students, suggesting a need for additional support or resources.
Theoretical concepts are learned effectively (Q4), and participants report an increased
confidence level in working with data networks after using the tool (Q5), with teachers
and professionals particularly noting this improvement. Questions on motivation/interest
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(Q6—Q10) show varied responses. The use of the system to encourage motivation and inter-
est in networking (Q6) is closer to students, indicating a potential area for improvement
in engaging this group. Moreover, creating MACRO solutions (Q7) positively influences
motivation across all participants. Using a web repository (Q8) and independence from
device manufacturers (Q9) are highly motivating features that teachers and professionals
appreciate. The potential to create personal projects using low-cost components (Q10) is a
strong motivating aspect, suggesting a high incentive for participants to apply the solution
in future projects. Features on usability /practicality (Q11-Q16) receive mixed but mostly
positive feedback. Participants agree that the information provided (Q11) is sufficient and
the system’s interactivity (Q12) is appropriate, with teachers and professionals finding these
aspects particularly beneficial. The appearance of the system GUI (Q13) is attractive, and
the tool’s menus are considered clear and intuitive (QQ14). Most users confirm the device’s
technical reliability (Q15), indicating no significant technical issues. However, portability
(Q16) is highlighted as an essential feature, especially by students. In the last group, the
analysis of results/feasibility (Q17-Q22), the functionalities enabled by the system (Q17),
and the usefulness of the MACRO concept for device configuration (Q18) are acknowledged
positively. However, the system’s ability to save time and effort in tasks performed (Q19)
and its feasibility for implementation in educational contexts (Q20) received mixed reviews,
particularly from professionals who may be more skeptical about timesaving. The intention
to use the tool in a professional environment (Q21) is moderately positive, but the overall
assessment (QQ22) reveals some reservations, particularly from students.
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Figure 18. Symmetric plot of the FCA about the evaluation questionnaire.

6. Conclusions, Limitations, and Future Work

The management of communication equipment is a complex task—usually relegated
to technical experts in ICT—that demands strong analytical and troubleshooting skills to
deliver the best network performance and service. The traditional methodology based
on manual equipment management is ineffective due to time and cost. This is especially
true when managing larger infrastructures. For this reason, centralized solutions for
managing network equipment and services must provide a high degree of configuration
and functionality to be truly useful.

With this objective, this paper presents a portable system that automates the man-
agement of equipment configurations and OS. The prototype—called DRACSC—was
implemented with a low-cost hardware/software solution based on the Raspberry Pi
4 Model B. In addition, this paper presented a centralized cloud repository developed with
the aim of facilitating administration tasks through MACRO functions. This system was
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tested on managed equipment, including Cisco and MikroTik routers, and is extendible
to others. This was possible because the MACRO function concept provides model and
manufacturer independence, as well as serves as the basis for developing a procedural
language for the harmonized management of network devices. This solution is of particular
interest in environments with a significant number of network elements, as it is able to act
without having to remember which access credential corresponds to each device or without
requiring expert knowledge to perform several different tasks on the devices.

Regarding experimentation, very favorable results were obtained that encourage con-
tinuing this research for teaching and professional environments, which are the scenarios
for which the DRACSC system is designed. The average score obtained with students,
teachers, and ICT professionals out of 5 points was 3.78 =+ 0.88, 3.88 £ 0.67, and 4.09 + 0.71
in the “knowledge/learning” area, which indicates its usefulness as a teaching tool. In the
block on “interest/motivation”, a rating of 3.93 & 0.94, 3.92 £ 0.93, and 4.37 & 0.69 was
obtained, indicating the great potential of this system to help work with managed devices
and make tasks more pleasant. Regarding “usability / practicality”, a score of 3.96 + 0.88,
3.97 + 0.86, and 4.4 £ 0.63 was obtained, where all groups agreed on the possible use
of the DRACSC system in various fields, significantly saving time in making different
configurations and centralizing them in a single system. In “results/feasibility”, a rating
of 428 £+ 0.84, 4.27 £ 0.82, and 4.77 £ 0.43 was obtained, which means that all groups
approve that this tool has potential in the educational and professional context.

Regarding the execution time of the tasks, it was observed that the professionals
performed better in general. This may be because these people have more experience
and handling when setting up equipment. However, we also found that some students
achieved good times, which could be related to the ease of the DRACSC system in making
certain configurations.

Regarding the study limitations, we consider that it would be necessary to include a
greater number of teachers to obtain a more representative sample. Nevertheless, although
this group is small compared to the others, it provides an acceptable benchmark. This is
supported by the fact that trends between groups—and between different institutes—follow
similar patterns. To cover a more significant number of teachers, it would be necessary to
access a larger number of institutes since, typically, there is one teacher for each group of
students. On the other hand, it is also possible to observe the great difference between the
number of men and women in the study. In the ICT sector, it is difficult to reach a parity
number due to the great gender difference in engineering careers.

Regarding future work, both the gender issue and the number of teachers will be
addressed. Moreover, we plan to conduct new experiments using an alternative setup to
explore additional use cases for DRACSC that were not covered in this article. For example,
we will use new network devices (e.g., switches, access points, and intrusion detection
systems), which will increase the complexity of the test network. These new data will enable
us to analyze any potential deviations from the current study. On the other hand, current
developments are focused on obtaining the greater dissemination and acceptance of the
DRACSC system by users. For this, updates will be addressed to improve usability through
the graphical interface and manage relays through the GPIO of Raspberry Pi to turn on/off
equipment remotely. Also, we will develop a cloud platform that will communicate with
DRACSC devices to allow additional actions that require greater resource consumption
and that, due to hardware limitations, could not be carried out in the solution provided in
this work. These include the administration of multiple networks, the maintenance of a
database with configuration history, error recovery, and the automatic repair of network
elements using rules defined through expert knowledge, in addition to the development
of a new module to preserve the integrity and non-repudiation of user log files using
Blockchain technology.
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