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Abstract

The incorporation of digital technologies has transformed Social Work, generating new
demands in terms of professional competencies. It is worth questioning whether, in con-
texts as sensitive as social services, the mere acquisition of instrumental mastery of these
tools is sufficient to ensure safe practice. Considering that the level of proficiency with
these tools is influenced by age, the aim of this study is to conduct a comparative analysis
of the digital competence levels of social work professionals and students in order to con-
trast the skills and shortcomings of both groups. To achieve this, a quantitative methodo-
logical design was employed using questionnaires based on the European DigComp 2.2
framework. The sample included 451 professionals from Spain and 171 students from the
University of Huelva, whose data were processed using statistical software (SPSS 27). The
results show that students display a higher overall level of digital competence, particu-
larly in the creation of digital content and the use of artificial intelligence tools. Profes-
sionals, on the other hand, demonstrate stronger competencies in digital security and data
literacy. The findings reveal a clear complementarity between the two groups, highlight-
ing an opportunity for mutual feedback and learning that can help combine technological
efficiency with ethical responsibility and respect for human rights.

Keywords: digital skills; social work; social services; DigComp framework; students;
professionals

1. Introduction

In today’s society, digital technologies are generating new ways of learning, enter-
taining ourselves, working and interacting with others. They are profoundly changing
everyday life and influencing both communication and the development of work activi-
ties (Aykanian 2022). As a result of this transformation, they have reconfigured social pro-
cesses and consolidated technology as a central element of human relations. In this regard,
Colomo et al. (2023) point out that technology not only facilitates communication but also
changes the training and performance of professional activities.

This entire process was accelerated by the COVID-19 pandemic, which drove a pro-
found transformation in personal, academic and professional spheres, accelerating previ-
ous dynamics and highlighting the central role of Information and Communication Tech-
nologies (ICTs). As a result, ICTs have become integrated into daily life and have changed
current habits and social organisation (Zubillaga and Cortazar 2020). Currently, the effects
of digital transformation are visible in the way people work, interact, take care of their
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health, manage their free time and access entertainment (Pongrac et al. 2025). Given this
landscape, in which ICTs have been incorporated into virtually all areas of our daily lives,
the need to acquire specific skills and competencies for the proper use of these tools has
become a fundamental issue (Pongrac et al. 2025). Finally, this reality has had a direct
impact on various professions, which have been forced to adapt to increasingly digitised
environments (European Commission 2018). Social intervention, social work and social
services have not been immune to this dynamic of change and, in just a few years, have
gone from being an exclusively face-to-face activity based on direct relationships to the
accelerated use of digital technologies, not only for bureaucratic tasks or remote working,
but also, in a novel way, for social intervention itself (Gémez-Rasco et al. 2026).

Taking into account the above, this paper poses the following research questions,
which guide the research design and structure the results obtained:

What is the level of digital skills of the new generations of social workers for the
development of social services?

Is a higher level of digital skills related to better professional performance in the field
of social work?

What are the fundamental differences between professionals and students in terms
of their mastery of digital tools?

In what dimension or dimensions are the main shortcomings of professionals and
students found?

Are there areas where there is an opportunity for mutual learning and feedback?

2. Literature Review
2.1. Regulatory and Strategic Framework: From Europe to the Spanish Context

From a regulatory perspective, the European Digital Agenda 2020-2030 reflects a
firm commitment by the European Union to digitisation processes, incorporating, among
other advances, the development and integration of artificial intelligence. These advances
are conceived as instruments for achieving the Sustainable Development Goals (SDGs),
such as the eradication of poverty and the reduction of inequalities. It should be noted
that these goals are closely linked to the social services system. Within the framework of
the European Union’s Digital Strategy, Member States have committed to jointly achiev-
ing the goals of the “Digital Decade” by 2030. Specifically, these goals focus on protecting
and empowering people and society by promoting a human-centred digital environment.
Priority is also given to strengthening digital skills in order to reduce the digital divide
and promote social inclusion. The ultimate aim is to ensure that everyone can participate
in and access care services in reliable digital environments. The strategy seeks to promote
a digital regulatory framework that ensures ethical, secure technological development
that respects fundamental rights. And, with regard to vulnerable people who are the focus
of social work and social services, the aim is to leave no one behind by preventing tech-
nological development from accelerating social inequality (Fernandez-Borrero and
Gomez-Rasco 2025).

In the Spanish context, the update of the Spain Digital 2026 Agenda reinforces this
commitment by promoting connectivity throughout the country. This strategy seeks to
reduce the digital divide between rural and urban areas, as well as to strengthen the dig-
itisation of public administrations, especially in strategic areas such as social policies. Sim-
ilarly, it promotes the strengthening of citizens’ digital skills from compulsory education
to university. This process is being developed through regional strategies, as social ser-
vices competences have been transferred to the autonomous communities. As a result,
there are different paces, implementation phases and scopes in achieving the objectives.
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2.2. Digitalisation in the Social Work Profession and in the Field of Social Services: Ethics and
Professional Practice

In this scenario, social work must respond to the changes that technology is introduc-
ing in its field of intervention (Grech-Santi et al. 2025). Particularly since the pandemic,
professionals have transformed their roles by incorporating digital tools into manage-
ment, intervention, coordination, referrals and communication with citizens. Although
access to rights and communication with the administration have changed, this digital
transition has not been uniform, generating new opportunities for communication and
new challenges, but also new forms of exclusion (Mufioz-Moreno et al. 2023). For this rea-
son, professional practice faces specific challenges, especially in the development of digi-
tal skills that enable an effective, ethical and responsive response to the needs of citizens
and the social protection system itself (Fernandez-Borrero and Gomez-Rasco 2025).

However, this digitalisation process has not always been accompanied by adequate
training or a systematic analysis of professional skills. To remedy this situation, various
regulatory and ethical frameworks have begun to explicitly address the importance of
digital skills in the social work profession and in the context of social services (European
Commission 2018; International Federation of Social Workers 2018). For example, the
American Society of Social Work Professionals expressly recognises the need to make ap-
propriate use of digital technology in professional social work practice, incorporating key
aspects such as the informed consent of the user, the ability to access and use technologies,
and the identification and understanding of specific communication challenges associated
with issues of privacy, cultural, environmental and economic diversity, disability, lan-
guage and other dimensions of social diversity that may affect the provision of digitalised
or technology-mediated services.

Complementarily, the FITS Declaration of Ethical Principles of Social Work (2018)
devotes a specific section to the ethical use of technology and social media. This document
emphasises the need to acquire skills to ensure confidentiality and prevent unethical prac-
tices. Along the same lines, the General Council of Social Work in Spain also aligns itself
with these approaches, promoting training initiatives aimed at strengthening the digital
skills of social work professionals. These ideas reinforce the notion that digital competence
is an essential component of responsible professional practice in digitalised contexts. In
this context, the integration of ICTs requires more than just instrumental use. It is essential
that professionals balance the use of digital resources to improve efficiency without com-
promising ethics or the centrality of the user (Grech-Santi et al. 2025; Castillo de Mesa et
al. 2017).

2.3. Definition and Relevance of Digital Competencies in Social Services

Recently, there has been increased interest in scientific production around the role of
digital competences within social services (Ferri-Fuentevilla 2023; Gémez-Rasco et al.
2026; Grech-Santi et al. 2025; Nordesjo et al. 2022). The European Union defined digital
competence in 2006 as the ability to use Information Society Technologies critically and
safely in work, leisure and communication contexts. This competence encompasses the
use of computers to retrieve, evaluate, store, produce, present and exchange information,
communicate and participate in collaborative networks via the Internet (European Parlia-
ment and of the Council 2006). In 2018, the update of the Council Recommendation on
key competences for lifelong learning expanded this definition. The responsible use of
digital technologies at work and in social participation, as well as interaction with them,
was incorporated. The updated version includes areas such as information and data
search and management, communication and collaboration, digital content creation (in-
cluding programming), security (with an emphasis on digital well-being and cybersecu-
rity), and problem solving (Vuorikari et al. 2022).
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Today, digital skills are a fundamental intangible resource in hybrid work processes.
In social services, these skills are essential to ensure the quality of the services provided
to citizens. For this reason, it is important to promote digital skills to ensure that digital
tools are used ethically and responsibly. In fact, the integration of ICTs is essential for the
professional development of the discipline (Gutiérrez-Provecho et al. 2021). Training in
ICTs enables participatory, collaborative and efficient work (Fernandez et al. 2022). In ad-
dition, professionals require ongoing training, specialisation and research (Garcia-Castilla
et al. 2017; Garcia 2022), additional training, the development of specific skills, the man-
agement of technical problems and the implementation of appropriate security measures
to maintain the quality and effectiveness of social intervention (Jang and Landuyt 2023).
The success of this implementation depends on the team’s ability to improve its level of
digital competence (Ayuso-Goig et al. 2024). There is already empirical evidence that dig-
itisation increases the well-being of users and professionals (Fisk et al. 2022; Jacob and
Souissi 2024). Consequently, staff must possess a minimum level of digital skills to avoid
the risk of being left out of the labour market in an increasingly technological and chang-
ing world (Iniesta-Aleman et al. 2020).

The need for these skills became clear following the impact of COVID-19 and the
resulting lockdown on social work. Professionals were forced to adapt urgently to work-
ing in a new context characterised by digitalisation. It was an abrupt change. A rapid one.
It involved not only using digital tools but also starting to approach social work in a dif-
ferent way. A new paradigm took hold: what was previously only face-to-face—the work
of social workers—came to be carried out, in part, virtually. This change was not merely
a temporary measure, an adaptation to the circumstances of lockdown, but represented a
significant shift in the way we intervene. And not all professionals are, or were, prepared
for it. As we have already highlighted in other studies (anonymized reference), age, gen-
der, years of experience... all influenced the ability to adapt to the use of technology.

For these reasons, we believe it is of great importance to place greater emphasis on
continuing professional development and the training of future social workers in the use
of technology, which is an element that is here to stay and will transform social work
practice permanently.

However, online work presents challenges for professionals. Some social workers
may experience difficulties or discomfort in establishing a therapeutic relationship
through digital platforms, which can affect the quality of care (Connolly et al. 2022). There
are also concerns about privacy and confidentiality and limited institutional support (Cas-
tellano-Diaz et al. 2022). Despite this, studies have found that digital skills development
and training have been carried out informally, through self-learning and mutual assis-
tance among colleagues (Zenarolla 2024). It is therefore essential to promote the develop-
ment of digital skills in order to effectively manage technological adaptation.

2.4. Training Future Generations: From Students to Social Work Professionals

Generational differences in the development of digital skills are particularly relevant
in the context of social work training and professional practice. Younger generations, spe-
cifically Generation Z and Millennials (Generation Y), have higher levels of digital skills
and greater use of ICT compared to Generation X and Baby Boomers (Villao and Silva
2025). For the purposes of this study, the generational cohorts are defined as follows: Baby
Boomers (born 1946-1964), Generation X (1965-1980), Millennials or Generation Y (1981-
1996), and Generation Z (1997-2012).

Generation Z is identified as digitally native (Garcia Flores et al. 2016), as it has grown
up in an interconnected environment where technology is an essential part of everyday
life (Polakova and Klimova 2019). Compared to previous generations, they have had
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broader and more continuous access to technology (Sakdiyakorn et al. 2021). This gener-
ation stands out for its high level of proficiency in social media platforms and its capacity
for innovation and digital content creation (Asang-Mafiay 2018). They also demonstrate
an ability to search for information quickly, a preference for visual content (Ashour 2020)
and speed in their actions and decision-making (Hernandez-de-Menendez et al. 2020).

In terms of social media use, both Generation Z and Millennials frequently use these
platforms for personal purposes (Vizcaya-Moreno and Pérez-Canaveras 2020). Their fa-
vourite networks include Instagram, WhatsApp and Twitter. Baby Boomers, on the other
hand, mainly use WhatsApp, YouTube, Facebook and Instagram (Mori-Cureses 2023).

From a broader generational perspective, Millennials and Generation Z are consid-
ered digital natives, while Baby Boomers are considered digital immigrants, as they did
not grow up in this technological society and need to learn how to use these tools respon-
sibly and safely (Mori-Cureses 2023).

However, despite their greater digital skills, Millennials and Generation Z have
weaknesses in terms of security and develop less secure digital practices. In contrast, Gen-
eration X and Baby Boomers have lower levels of digital skills but maintain safer digital
behaviours and also require greater training support (Anggini and Santosa 2023; Villao
and Silva 2025). Furthermore, Baby Boomers and Generation X face greater difficulties in
using digital tools compared to Millennials and Generation Z (Villao and Silva 2025).

In the wake of the COVID-19 pandemic, educational institutions were forced to im-
plement virtual tools and technological means to ensure the continuity of teaching and
learning processes (Segrera-Arellana et al. 2020). This new situation required rapid adap-
tation by all stakeholders (Zubillaga and Cortazar 2020). In this way, technology posi-
tioned the digital skills of students and teachers as a key factor for educational success
(Cabero-Almenara et al. 2021). Given that university students represent the future gener-
ations of professionals in any discipline, their unique learning characteristics need to be
considered in the design of pedagogical proposals (Alruthaya et al. 2021). These particu-
larities open up new lines of analysis for understanding the impact of technology on
higher education. In this case, it is recommended to adapt teaching methods using crea-
tive and visual formats to increase student participation and learning (Vizcaya-Moreno
and Pérez-Canaveras 2020).

In this context, social work students take on particular relevance as the future gener-
ation responsible for designing social interventions. Their perspectives, perceptions, and
experiences are fundamental to understanding the challenges and opportunities of digi-
talisation in the field of social work (Boddy and Dominelli 2017; Wang et al. 2024). How-
ever, research on social work students’ opinions about the implementation of digitalised
services is still limited (Wang et al. 2024), despite the fact that they demonstrate significant
digital skills (Gémez-Rasco et al. 2025). Therefore, deepening our understanding of their
training needs contributes to improving the quality of higher education and guiding the
design of public policies, regulatory frameworks and professional practices in line with
the digital transformations underway (Gémez-Rasco et al. 2025; Morilla-Luchena et al.
2025; Wang et al. 2024).

In line with the above, the incorporation of ICTs in both education and continuing
training for social work professionals is essential for the professional development of the
discipline (Gutiérrez-Provecho et al. 2021). It is a priority to promote strategic connection
skills so that students understand how digital tools can be used in social intervention.
However, there is a gap between the digital skills required in the labour market and the
actual skills of young people and professionals. Therefore, it is recommended to promote
initiatives aimed at developing digital skills where both groups contribute to driving dig-
ital transformation in the social and professional spheres (Mufioz Moreno et al. 2025;
Lopez-Pelaez et al. 2024). Ultimately, universities, through their bachelor’s and master’s
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degree programmes in social work, are responsible for equipping students with the digital
skills necessary for their professional performance (Cwikel and Friedman 2020).

3. Materials and Methods

To address the objectives of this research, we used data from two primary sources
obtained through the administration of questionnaires, in Spanish, designed specifically
for this purpose. These questionnaires aimed to explore the use of technologies by both
social work professionals at the national level and undergraduate social work students at
the University of Huelva, Andalusia (Spain).

Online administration methods were used for both groups. The online method took
advantage of the familiarity of professionals and students with digital tools and, in the
case of professionals, facilitated the collection of data in a wider geographical area.

3.1. Sample

The data collection phase was structured in two distinct stages. First, the survey was
administered to the group of professionals and then, as a result of the researchers’ partic-
ipation in a teaching innovation project at the University of Huelva, it was administered
to social work students in order to obtain comparative data between the two groups.

A non-probabilistic chain sampling method was used to select the professionals. This
was justified due to the limited accessibility and geographical dispersion of this popula-
tion (Goodman 1961). The dissemination was facilitated through established professional
social work networks and email lists, which may introduce a selection bias, as the sample
is likely to be drawn from active members of these networks. This method was used to
encourage dissemination and exchange among professional colleagues working in social
services. In addition, social media was used to disseminate the questionnaire. This re-
sulted in a sample of 451 professionals between June and August 2023.

The student questionnaire was administered during the 2024/2025 academic year,
between November 2024 and April 2025. The sample consisted of 171 students, distrib-
uted across the four years of the Bachelor’s Degree in Social Work. After the data collection
phase, the database was compiled and refined, and statistical analysis was performed us-
ing IBM SPSS Statistics 27.0 software.

3.2. Research Technique

The questionnaires administered to both groups were developed based on existing
validated frameworks, which allowed us to ensure their conceptual soundness and com-
parability. The digital skills self-assessment questionnaire was used for data collection,
based on the Spanish Citizenship Digital Skills Model developed by the Sub-Directorate
General for Talent and Digital Entrepreneurship of the Secretariat of State for Digitalisa-
tion and Artificial Intelligence of the Ministry of Economic Affairs and Digital Transfor-
mation. These tools are part of the actions of the Technical Support Instrument (TSI) fund-
ing programme of the European Commission’s Directorate-General for Structural Reform
Support (Subdirectorate-General for Talent and Digital Entrepreneurship 2023).

The instrument is structured around the five dimensions and 21 specific competen-
cies defined in the framework (see Table 1). To ensure a granular quantitative assessment,
each of these 21 competencies was operationalized through three specific statements with
dichotomous answers (yes/no), resulting in a total of 63 items. This structure allows for a
precise measurement of proficiency while maintaining a consistent and comparable basis
for assessing the various digital skills of both students and professionals. The choice of
the DigComp framework as the source for the questionnaire is justified by its standardised
and widely recognised structure for defining and measuring digital competence (Vuori-
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kari et al. 2022). The questionnaires used in this study are deposited in open access repos-
itories. The professionals’ questionnaire and data are available at: [https://hdl.han-
dle.net/10272/23559] (accessed on 22 February 2026). The questionnaire for students and
the corresponding data can be found at: [https://hdl.handle.net/10272/28036] (accessed on
22 February 2026). The dimensions covered in the questionnaire provide a comprehensive
overview of the relevant aspects related to the use of technology in social services, from
both the students” and professionals” perspectives.

Table 1. Self-assessment questionnaire, based on the Model of Digital Competencies of Spanish cit-

izens.

Dimensions Sub-Dimensions

1.1. Navigate, search and filter data, information and

DIMENSION 1: Information and digital content.
data literacy 1.2. Evaluate data, information and digital content.

1.3. Manage data, information and digital content.

2.1. Interact through digital technologies.

2.2. Share through digital technologies.

DIMENSION 2: Communication 2.3. Engage in digital citizenship.
and collaboration 2.4. Collaborate through digital technologies.
2.5. Netiquette.

2.6. Managing digital identity.

3.1. Developing digital content.

DIMENSION 3: Creation of digi- 3.2. Integrating and reworking digital content.
tal content 3.3. Understanding copyright and licences.

3.4. Programming.

4.1. Protect devices.

4.2. Protect personal data and privacy.
4.3. Protect health and wellbeing.

DIMENSION 4: Security

4.4. Protect the environment.

5.1. Solve technical problems.

5.2. Identify needs and technological responses to
those needs.

DIMENSION 5: Problem solving — -
5.3. Use digital technology creatively.

5.4. Identify areas for improvement in one’s own digi-
tal competences.

3.3. Data Analysis

The data collected was analysed using descriptive analysis to generate an overview
of perceived and actual digital skills. IBM SPSS Statistics 27.0 software was used for data
processing and analysis.

The administration of this tool allowed us to collect information from 171 social work
students and 451 social services professionals. A consent statement was included at the
beginning of the questionnaire, before participants began answering the survey questions.
Participants were informed about the nature and objectives of the study, the voluntary
nature of their participation, and the measures taken to ensure the confidentiality of their
data. Only those who gave their explicit consent were able to continue with the survey. It
is important to note that, as this study falls within a context where ethical approval for
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survey research was not required, this statement is provided to explain and contextualise
the absence of formal ethical approval by a research ethics committee.

Artificial intelligence tools (Google Al Studio; ChatGPT Al, GPT-5.3.) were used to
improve the initial draft of the manuscript, refine the English language, and help structure
ideas.

The use of Google Al Studio and ChatGPT Al in this study was guided by ethical
principles of data protection, transparency, and researcher accountability. The tools was
used solely as an exploratory support mechanism to complement, not replace, the re-
searchers” analysis. The suggestions generated by the Al were treated as provisional and
non-binding, and were critically examined, contextualised or rejected by the research
team through review and analysis of the empirical material. This approach is consistent
with ethical debates on the responsible use of artificial intelligence in social research and
supports methodological integrity in research.

4, Results

The results of this study are structured around the research questions posed. Thus,
the first part provides an initial overview of the profile of students and professionals,
while the following section is devoted to a comparative analysis of the two groups in
terms of their level of digital skills in more general terms, followed by a more detailed
analysis of these results among students and professionals.

4.1. Profile and Characteristics of the Sample: Students and Professionals

In terms of the characteristics of the students, there is a greater presence of women,
as is still common in this discipline (88.3% women compared to 11.7% men). Some 38.6%
have not worked before, others have done or are doing some kind of voluntary work in
the social field (28.7%), 28.1% have worked previously and only 4.7% are currently
working. Most of the students are in the morning shift (79.5%) and are distributed among
the four years that make up the degree in Social Work. Thus, 17.5% of the students are in
the 1st year, 19.3% in the 2nd year, 28.7% in the 3rd year and 34.5% in the 4th year. The
average age is just over 23, ranging from 17 to 58 years old. 97.1% of the sample is under
29 years of age, indicating that the group over 30 years of age is composed of only 5
people.

In terms of the sociodemographic characteristics of the professionals, there is a clear
majority of women (86.5%). In terms of educational level, 66.5% have only university
studies, 29.4% have a master’s degree, and only 3% have a doctorate. In terms of
employment status, 88% of professionals are currently working, 8% are unemployed, and
the rest are in other minority situations (retirement or studying). More than half (57.1%)
are employed in a public organisation, 26.5% in the third sector and 10.4% in private
organisations. 6.1% are in other situations or practise the profession independently.

The profile of the sample obtained from the group of social work professionals in
social services shows an age range from 22 to 66, with an average age of 43.5 years. As in
the case of students, this is a highly feminised sample, in line with the profile of this
discipline. Thus, 86.5% of the sample is made up of women who have been working at
their current organisation for an average of 11 years.

4.2. Comparative Analysis of the Level of Digital Skills Among Social Work Students
and Professionals

In a first analysis, in general terms, a high level of digital competence is observed
among students (77 out of 100), which is significantly higher than the self-perceived level
with regard to the application of these skills to professional practice (55.7 out of 100).
However, no significant differences are observed between courses. For their part, the
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group of professionals presents a self-perceived level of skills of 68.2 out of 100, while the
level obtained through the completion of the questionnaire yields a result of 71.4. (Figure
1). For both students and professionals, the self-assessed level refers to the initial self-as-
sessment at the beginning of the questionnaire, while actual digital competence corre-
sponds to the final score obtained after completing all items.

Comparison between students and professionals

80
60

0

Students Professionals

B Perceived skill level m Level of competence

Figure 1. Comparison of self-perceived and obtained levels of professionals and students.

The following tables are intended for the comparative analysis of the data obtained
from social services professionals in Spain and social work students at the University of
Huelva.

Table 2 shows the level of competence in each of the dimensions in which the ques-
tionnaire is structured, highlighting the differences between the two groups. This table
shows the aggregate mean for each dimension, whilst the following tables (Tables 3-7)
show the individual items that make up each dimension. The questionnaire responses are
dichotomous (Yes/No), so the data shown corresponds to the percentage of affirmative
responses to each item.

Table 2. Dimensions of digital competence. Comparison between students and professionals.

. . . . . Standard
Dimensions N Minimum Maximum Mean ..
Deviation
Professionals 415
Students 171
1. Information and Professionals 11.11 10 72.66 16.63
data literacy Students 33.33 100 74.72 17.26
2. Communication and Professionals 27.78 100 78.66 16.3
collaboration Students 38.89 100 81.25 12.17
3. Digital content crea-  Professionals 0.00 100 57.47 21.66
tion Students 25 100 70.08 17.24
. Professionals 16.67 100 76.89 17.51
4. Security
Students 25 10 75.49 17.26
5. Problem solving Professional 0.00 10 68.03 27.39
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Students 8.33 100 80.85 17.48
Total Digital Compe- Professionals 25.40 100 71.41 15.15
tence Students 33.33 100 77.02 11.75

Source: Prepared by the authors based on the data obtained.

The results indicate a higher level of competence among students in all dimensions,
except for “Security,” where professionals score slightly higher. The most substantial dif-
ferences between the two groups can be seen in the dimensions “Digital content creation”
and “Problem solving.” A more detailed analysis of the items in which each dimension is
broken down will give us more clues about the differences between the two. The results
obtained for each of the dimensions are shown below in order to observe the differences
that occur in each of the elements included in them and to observe different patterns in
terms of the level of proficiency of students and professionals. The “% difference” column
uses the student group as a reference; therefore, positive values indicate that students
demonstrate a higher level of proficiency on that item, while negative values reflect a
higher level among the professionals (Tables 3-7).

Table 3. Dimension 1. Information and data literacy.

% Student % Prof
o Students o tro % Difference (2.06)
(74.72) (72.66)

Use different types of search engines 78.9 84.1 -5.2
Perform searches with voice assistants 474 34.2 13.2
Help oth f di thei

elp others perform and improve their 76 78 18
searches
Be alert to possible fraud 98.2 99.5 -1.3
Verify th f d id-

erify the ac.curacy of news and/or vi 86.5 88.4 19
€0s you receive
Help others identify fraudulent infor-

: 81.3 75.7 5.6

mation
Classify files into different folders 88.3 94 -5.7
Create back t 1 st

reate backups on external storage or 825 805 5
the cloud
Use tools to recover data 33.3 19.8 13.5

Source: Prepared by the authors based on the data obtained.

Thus, although in general terms social work students have a higher level of
competence in the dimension of “Information and data literacy”, we can see that
professionals excel in some specific areas, such as the use of different types of search
engines, the ability to help others perform and improve their searches, checking the
accuracy of news and/or videos they receive, and the ability to classify files into different
folders. The areas where the greatest differences are observed, and where students per-
form most strongly, are the use of search engines with voice assistants (13.2%) and the use
of data retrieval tools (13.5%).

The “Communication and collaboration” dimension is the most prevalent among the
skills of both students and professionals, as it is the most widespread at an informal level
among both groups. However, we again find significant differences between the two
when we carry out a more detailed analysis of the items that make up the dimension.
Thus, professionals stand out in the use of the digital certificate for more complex
procedures, the ability to help others with online administrative procedures (a
widespread practice linked to the professional sphere), collaboration on digital platforms,
publishing and sharing information of interest to others, and the ability to write
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respectfully and adapt their form of expression to the audience and the medium through

which they are communicating.

On the other hand, students excel in the use of virtual assistants, synchronising
accounts between devices, the ability to modify documents in collaborative digital
environments, and the ability to explain to others how collaborative digital services work.
It is noteworthy that, although in general terms students seem to attach less importance
to security, they claim to be able to control the information shared on the internet and
modify the privacy settings on social media profiles. This could also be because they make
greater use of these types of tools and are therefore more proficient in using them, without

this necessarily meaning that they actually make use of them.

Table 4. Comparative analysis. D2. Communication and collaboration.

% Students % Prof % Difference
(81.25) (78.66) (2.59)

Use instant messaging applications 99.4 98.6 0.8
Usmg dl'ffer?nt digital communica- 93 95.0 9
tion applications and platforms
Take advantage of virtual assistant 50.6 98.4 3190
features
Send Hhotos or Vl.deOS via instant 98.2 98.3 01
messaging applications
Sharing content in the cloud 73.7 76.1 -2.4
Share content by.synchronising ac- 883 704 179
counts across devices
Carry out simple ad@lnlstratlve 98.2 993 11
tasks and procedures online
Use a digital certificate for more 731 945 14
complex procedures
Help others to carry out administra-

. . 77.8 88.9 -11.1
tive procedures online
Contributing to digital platforms by
posting information of interest to 50.3 56.9 -6.6
others
Modify documents/photographs or
other documents in collaborative 55.6 43.1 12.5
digital environments
Ability .to explain collaborative digi- 813 56.4 249
tal services to others
Writing respectfully 92.4 99.3 —6.9
Adapting the way you express your-
self to the audience and the medium 947 976 29
Help ot.hers adapt the.lr messages to 971 90.1 -
the audience and medium
Abl.e to m9d1fy privacy settings on 936 86 76
social media profiles
Control the information shared
when uploading images to the inter- 85.4 76.9 8.5
net
Search for my name on the internet, 50.9 60 91

view my information and limit it

Source: Prepared by the authors based on the data obtained.
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It is in the dimension “Creation of digital content” where the differences between the
two groups are most clearly seen (more than 12 points difference). In fact, it is the
dimension that shows the lowest level of proficiency on both sides. Students excel in the
handling of practically all items related to digital content creation, with a particularly
notable difference in the use of artificial intelligence (with a difference of more than 50
points between the two). Similarly, they show greater mastery in content management for
website creation and problem-solving. However, professionals excel in respecting digital
content usage licences and are more likely to avoid consuming illegally obtained content.

Table 5. Comparative analysis. D3. Digital content creation.

% Students % Prof % Difference

(70.08) (57.47) (13.33)
Create digital content with simple tools for 947 93 19
my own use
Depending on the d.1g1tal content I want to 95.3 713 o4
create, I use one service or another
I create different types of digital content for

77.8 56.4 21.4

other people.
Iintegrate other people’s content into the con- 910 76.9 143
tent I create.
I cr'eate content by combining resources from 883 7 13
various sources.
I incorporate or adapt Al-generated digital 725 19 535
content
I avoid consuming illegally obtained content 65.5 79.8 -14.3
I respect licences for the use of digital content 81.9 95.2 -13.3
Ability to exl?laln to others the types of li- 17 8.7 14
cences that exist
Identify applications or programmes that 556 540 14
slow down the system and terminate them
Use c.ontent management systems to create 337 041 96
websites
I debug a programme when a code problem 17 248 179

arises

Source: Prepared by the authors based on the data obtained.

The “Security” dimension is the only one in which, in general terms, professionals
have a higher level of competence. This dimension not only refers to security practices
related to the use of digital media but also covers other types of practices, such as
sustainability and efficiency in their use and postural hygiene. In this regard, we can see
that these practices are more widespread among professionals, although in certain specific
items, such as the use of lock patterns or the limitation of shared personal data, students
seem to have greater mastery.

Table 6. Comparative analysis. D4. Security.

% Students % Prof % Difference
(75.49) (76.89) (-1.4)
Having antivirus software installed 70.2 88.7 -18.5

Use lock patterns on digital devices
and change passwords 98.2 81.4 16.8
change passwords
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Check and limit the personal data ac-

o 92.4 78.6 13.8
cessed by applications
Use basic security measures when
conducting transactions or making 97.7 98.3 -0.6
payments online
lel’[. access to my Personal data on 90.6 843 63
websites or applications
Use official d?g.ltal certificates issued 795 91.8 123
by the authorities
Correct posture habits 46.2 50.1 -3.9
T:filke Preventlve measures against 60.8 70.8 10
clickbait
Limit the number of hours spent in 503 576 73
front of the screen
Limit use of consumables 78.9 86.3 7.4
Reduce energy use in devices 88.3 83.6 4.7
Inform others about how to reduce
the environmental impact of digital 52.6 51.1 15

technologies

Source: Prepared by the authors based on the data obtained.

Finally, with regard to the “Problem solving” dimension, we can see that in all cases,
students show a greater ability to solve the problems they encounter, as well as to help
others do so. The only item in which the group of professionals stands out is in taking
training courses to improve their digital skills, a fact that is linked to this group’s
perceived need for training in this area and is directly related to their level of digital skills.

Table 7. Comparative analysis. D5. Problem solving.

% Students % Prof % Difference
(80.85) (68.03) (12.82)

Identify and resolve simple inci-
dents with cameras or microphones 90.6 80.5 10.1
in video calls

Ability to resolve technical prob-

. 90.6 79 11.6
lems on my device myself
Ability to help others solve technical 749 61 13.9
problems
Making transfers or purchases 949 88.9 53

through secure digital platforms
Adapt device settings to my needs 90.6 79.3 11.3
Ability to help others respond digi-

tally to their needs 87.7 68.9 18.8
Usmg a}?p11cat1ons to carry out my 871 16 L1
creative ideas

U51'ng digital media to respond to 743 581 6o
social problems

Using smart devices to perform eve- 78.9 5.1 208
ryday tasks

Be aware of technological limita- I~ 805 )

tions and ask for help if needed
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I am taking or have taken training

48. 2.2 -13.7
courses in digital skills 85 6 3

My friends and family usually turn

to me when they need help 69.6 54 15.6

Source: Prepared by the authors based on the data obtained.

5. Discussion

The results show that social work students report a higher overall level of digital
competence than practicing professionals (77.02 vs. 71.41), with particularly pronounced
differences in Digital Content Creation (D3) and Problem Solving (D5). These results seem
to align with the idea of “digital natives,” which attributes a technological advantage to
younger generations due to their daily exposure to digital environments (Polakova and
Klimova 2019).

However, a more detailed analysis links the results with critical approaches that
question whether intensive use of technology implies consolidated digital literacy
(Kirschner and De Bruyckere 2017). The literature on higher education and social work
has pointed out that the use of social networks or applications does not guarantee ad-
vanced search, critical analysis, or data management skills (Punie and Redecker 2017). In
our study, students’ strengths are concentrated in operational and creative tasks (fluent
use of applications, experimentation with digital tools, and resolution of everyday tech-
nical incidents), while professionals excel in information evaluation, structured data man-
agement, and systematic verification practices.

This pattern indicates that digital competence in professional contexts cannot be re-
duced to technical fluency or instrumental mastery of tools. In environments such as social
services, it involves discriminating relevant information from information overload, as-
sessing the reliability of sources, anticipating risks associated with the processing of sen-
sitive data, and making technological decisions aligned with regulatory frameworks and
ethical principles (Vuorikari et al. 2022; European Commission 2018). Previous studies in
social work have emphasized that these skills are central to safe practice in digitized en-
vironments (Baker et al. 2014; Reamer 2013). It is not just a matter of knowing how to use
digital tools, but of knowing when, how, and under what conditions to use them respon-
sibly.

In this sense, the findings support the analytical usefulness of frameworks such as
DigComp 2.2 to differentiate between instrumental skills and strategic or reflective com-
petencies (Vuorikari et al. 2022) that allow for more complex conceptualizations of digital
literacy in the professional sphere.

In relation to the second research question, there is a significant difference between
technical skills and professional competence in practice. Although professionals obtain
slightly lower overall scores in digital competence, they outperform students in the Secu-
rity dimension (D4) and in specific items related to information and data literacy. These
areas are important in social services, where the management of sensitive information, the
protection of personal data, and risk assessment are structural elements of practice (Fer-
nandez-Borrero and Gémez-Rasco 2025; Grech-Santi et al. 2025).

In line with the previous distinction between technical skill and contextualized pro-
fessional capacity, the results suggest that work experience does not simply translate into
a quantitative increase in digital skills, but rather into a quantitative and qualitative trans-
formation of their orientation. Professional practice introduces criteria of prudence, regu-
latory compliance, and institutional responsibility that reconfigure the use of technologies
(Lopez-Peldez et al. 2024). This phenomenon is consistent with the literature on the use of
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digital technologies in social work, which shows how professional experience and posi-
tion in the services influence the way in which the risks, opportunities, and ethical impli-
cations of their use in intervention are assessed (Rodriguez-Martinez et al. 2024).

In this way, the study expands general models of digital competence by explicitly
placing them within the regulatory and relational framework of social work. This contri-
bution is grounded in a growing body of sector-specific literature that documents how
digital competence in social services differs qualitatively from its application in other pro-
fessional fields. Studies conducted in the Spanish context have shown that professionals
in social services face particular challenges related to the ethical use of ICTs, the protection
of sensitive user data, and the digital management of social intervention processes (Fer-
nandez-Borrero and Gomez-Rasco 2025; Gémez-Rasco et al. 2026; Grech-Santi et al. 2025).
At the international level, research has similarly highlighted that digital competence in
social work involves not only technical proficiency but also ethical judgment, understand-
ing of the institutional context, and professional judgment aligned with ethical codes that
emphasise responsibility in the use of technology (International Federation of Social
Workers 2018; Reamer 2013; Rodriguez-Martinez et al. 2024). Furthermore, sector-specific
studies have emphasised the centrality of data literacy and security competences in con-
texts where professionals routinely handle confidential and legally protected information
(Baker et al. 2014; Nordesjo et al. 2022). It is precisely this combination of technical skill,
ethical reflexivity, and contextualised professional judgment that the present study oper-
ationalises through the DigComp 2.2 framework, making its application to the social work
field both novel and empirically grounded.

The dimensional analysis reveals that the greatest differences between students and
professionals occur in Digital Content Creation (D3) and Problem Solving (D5), with a
particularly striking gap in the use of generative Artificial Intelligence (AI), where stu-
dents outperform professionals by more than 50 percentage points. This result is particu-
larly relevant in a context in which Al tools are beginning to be integrated into social in-
tervention, offering new perspectives for professionals in Social Work and other related
disciplines (Montalb4-Ocafia and Russo-Botero 2021).

From an ethical standpoint, the gap poses a twofold challenge. On the one hand, pro-
fessionals with little familiarity with Al may find themselves displaced from technological
innovation processes, limiting their influence over tools that directly affect their practice
(Hasselblad et al. 2024). On the other hand, students, who show greater technical confi-
dence in the use of these applications, may lack sufficient knowledge about intellectual
property, licensing, data protection, and the risks associated with automation. Therefore,
the issue is not only to expand the use of Al but also to ensure that its integration is ac-
companied by criteria of transparency, professional supervision, and ethical responsibil-
ity consistent with the principles of social work (International Federation of Social Work-
ers 2018).

In the Communication and Collaboration dimension (D2), professionals demonstrate
greater mastery of what can be termed “administrative digital competence”: management
of electronic certificates, digital signatures, and bureaucratic procedures associated with
e-governance. Students, on the other hand, exhibit greater familiarity with collaborative
cloud platforms and social media environments. The literature has highlighted the exist-
ence of this gap between different professional spaces (Vizcaya-Moreno and Pérez-Ca-
fiaveras 2020). In turn, professionals seem to rely on informal or self-taught learning to
keep up to date with emerging technologies such as Al (Zenarolla 2024). These differences
suggest the need to integrate both administrative digital literacy and competence in
emerging technologies into training and continuing professional development strategies.
To this end, this training should be structured on at least two complementary levels: on
the one hand, within the framework of formal degree and postgraduate training in social
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work; and, on the other hand, through updating and continuing education processes
aimed at developing the skills and socio-digital capital necessary for professional practice
in digitized contexts (Fernandez-Borrero and Gémez-Rasco 2025).

Despite the differences in the dimensions analyzed, the results point to clear comple-
mentarity. Students bring agility, creativity, and familiarity with emerging digital tools,
while professionals contribute procedural experience, critical evaluation skills, and ethical
reflexivity.

In this sense, the fact that students and professionals have complementary skills pro-
vides an opportunity to promote joint workspaces that allow for mutual enrichment. This
complementarity opens the door to structured intergenerational learning strategies, such
as reverse mentoring (Murphy 2012). In this model, young professionals share their tech-
nological knowledge and, at the same time, learn from more experienced professionals
the professional judgment and ethical principles necessary for the practice of the profes-
sion. However, these exchanges do not occur spontaneously but require a structural
framework that provides them with adequate time and space.

These ideas are directly linked to what is known as e-social work (Prakash and Roy
2023), understood as the professional practice of social work through the use of technolo-
gies to address traditional social problems in digital or hybrid environments (Lopez-Pe-
laez et al. 2017). In this context, building e-professionalism depends not only on technical
mastery but also on the integration of technological competence and professional judg-
ment. From this perspective, digitization should not be understood as a replacement for
professional interaction, but rather as a process of hybridization that combines the agile
use of technology with prudence and professional judgment.

6. Conclusions

This study concludes that there are significant generational differences in digital
skills proficiency within social work. Students demonstrate a higher overall level of pro-
ficiency, particularly in content creation and the use of artificial intelligence. In contrast,
practicing professionals perform better in the areas of security and e-government man-
agement, such as the use of digital certificates.

The results suggest that digital competence in social services is not purely instrumen-
tal. It should be understood as “e-professionalism” that combines technical skill with eth-
ical judgment, prudence, and institutional responsibility. A clear complementarity be-
tween the two groups is identified: while young people bring agility and creativity, ex-
perts ensure safe and thoughtful practice when handling sensitive data. Therefore, it is
necessary to update university curricula and promote continuing education to integrate
these strategic skills into professional practice.

Limitations and Future Lines of Research

This study has several limitations that should be taken into account when interpret-
ing its results. First, the student sample comes from a single university, which limits the
generalizability to other institutional and national contexts. Second, the use of self-assess-
ment instruments may lead to biases in overestimating competencies, especially in tech-
nical domains. Finally, the method of administering the questionnaire—online—could in-
troduce additional bias, as responding electronically presupposes familiarity with digital
technologies. These limitations underscore the need for caution when generalizing our
findings beyond the specific context of this study.

Future research could focus on exploring these territorial differences and extending
the study to other universities in order to compare results and analyze possible variations
in training and the development of digital skills. It would also be advisable to use mixed
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methods approaches to reduce possible biases in data collection and enrich the interpre-
tation of results. In particular, the use of qualitative methodologies, such as interviews,
would provide a better understanding of how professionals experience the integration of
emerging technologies in real intervention contexts. Similarly, it would be relevant to an-
alyze the impact of specific training programs on the configuration and evolution of digi-
tal competence trajectories in the field of social work.
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