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Abstract

One of the main vulnerabilities in robotic systems lies in the communication buses that
enable low-level controllers to interact with the actuators responsible for the robot’s move-
ments. In this context, hardware attacks represent a significant threat; however, the hard-
ware version of the man-in-the-middle attack, implemented by Trojan hardware, has not yet
been extensively studied. This article examines the impact of such threats on robotic control
systems, focusing on vulnerabilities in an asynchronous communication bus used to trans-
mit commands to a digital servomotor. To explore this, Trojan hardware was implemented
on an FPGA device (XC7A100T, AMD: Santa Clara, CA, USA) . Furthermore, the article
proposes and implements detection methods to identify this type of attack, integrating
them into an FPGA device as part of the actuator. The method is based on measuring the
answer time detecting the presence of a strange module due to an increase in this time
considering an AX-12 servomotor (Robotis: Seoul, Republic of Korea), with a Dynamixel
protocol. This approach has been validated through a series of experiments involving a
large number of transmitted messages, resulting in a high rate of true positives and a low
rate of false negatives. The main conclusion is that response time can be used to detect
foreign modules in the system, even if the module is kept waiting to attack, as long as the
condition that the servomotors have a low variation in their latency is met.

Keywords: FPGA; digital design; hardware attack; hardware defense; dynamixel protocol;
robotic system; actuator communication lines

1. Introduction
Today, robotic platforms are widely used in a variety of everyday operations, including

applications where safety is a critical factor. In this context, robot vulnerabilities are
beginning to attract significant attention from attackers [1–3], since numerous attacks on
robotic platforms have been reported [4–6]. Consequently, the development of cyber-secure
robots has become increasingly important.

Despite the above, many robot manufacturers often fail to include safety considerations
in their design cycles. Instead, security is considered an external factor outside the system.

However, this trend is changing. In the academic domain, interest in cybersecurity
for robotic platforms has grown drastically, as shown in Figure 1. Data for this study
were obtained from Google Scholar, using the search strings “cybersecurity”, “robotics”,
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and “platform”. However, while most of the publications address the need to defend robotic
platforms against particular threats, they seldom approach specific defense techniques
against concrete attacks. The inclusion of the term “countermeasures” in the search query
decreases the number of publications, as can be seen in Figure 1 (blocks filled). Therefore,
these data justify the need for continued research on defense mechanisms in the field
of robotics.

Figure 1. Number of publications about the subject of secure robotic platforms.

Beyond the academic domain, an increasing number of organizations are warning
of the need to incorporate security within the design stages. An example of these organi-
zations is the Instituto Nacional de Ciberseguridad (INCIBE) in Spain. In addition, there
is a standard on industrial cybersecurity—ISA/IEC 62443 [7]—which establishes specific
requirements to preserve the security of industrial systems. According to this standard,
there are seven basic requirements that must be taken into account:

• Identification and authentication control.
• User control.
• System integrity.
• Data confidentiality.
• Restricted data flow.
• Timely response to events.
• Resource availability.

These requirements will reduce many risks in any industrial robotic system. According
to these requisites, cyber protection can be classified into four levels:

• Level 1. Protection against casual or coincidental violation.
• Level 2. Protection against intentional violation using simple means.
• Level 3. Protection against intentional violation using sophisticated means.
• Level 4. Protection against intentional violation using sophisticated means with

extensive resources. This level involves defending against resource-intensive attacks
from organized crime or government agencies.

When considering security measures for robotic systems, they should be designed
to meet levels three or four, as the use of sophisticated methods is more prevalent in this
technological field. Specifically, the techniques proposed in this work aim to enhance the
security level of standard implementations.
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The functionality of robotic platforms relies on a communication process between a
main controller, which makes decisions regarding the robot’s movements, and low-level
controllers, which convert motion references into actuator commands. In addition, there are
other communication processes that the low-level controller establishes with sensors and
actuators. This work aims to explore the effects of certain vulnerabilities in asynchronous
buses that support communication between actuators and low-level controllers. Special
attention is paid to the man-in-the-middle attack modality, in which a malicious actor,
placed within the communication channel, covertly intercepts and potentially alters the
data exchanged between two interlocutors [8].

In particular, this article presents a study aimed at demonstrating the real threat that
hardware implementations of man-in-the-middle attacks pose to robotic platforms, and at
establishing a methodology to detect the potential presence of an attack module designed to
modify robot task execution by altering communications between the low-level controller
and the actuators. Although the verification of this approach has been carried out in an
initial simulation phase, all the results shown in this work have been obtained through
experimental validation. To this end, experimentation and testing have been carried out
using a commercial motor to verify the proposed methodology, since an attack on a single
actuator can completely compromise the effective operation of the entire robot.

A secure system design flow should include the specifications necessary to avoid the
effects of potential attacks, as well as the correct behavior if an attack is detected. These
tasks are accomplished through the following steps:

• Identifying the behavior of the system.
• Generating the attack models.
• Establishing an adequate security policy.
• Implementing the security mechanism in accordance to the established policy.

The attack model will include the vulnerabilities the attacker will exploit and also the
method to take advantage of them. However, it should be noted that the work focuses on
the defense strategy, and not on how the attacker manages to incorporate his module into
the system.

The security policy will analyze the vulnerabilities and the possible implementation
of the attack. From this analysis, the system behavior must include specifications to
reduce vulnerabilities and/or detect possible attack. Finally, these specifications must
be implemented.

The organization of this paper is as follows. Firstly, the context of the study will be
presented. Next, the attack model defined in this approach will be detailed. The defense
strategy and its results will be discussed later. Finally, the main conclusions and future
works will be presented.

2. Case Study: A Robotic Actuator Based on the Dynamixel Protocol
The primary function of an actuator on a robotic platform is to enable movement. In the

case of mobile robots, this movement involves displacement through a path. Meanwhile,
in the case of a manipulator, this movement involves the modification of the position of
each link. Basically, two kinds of actuator can be distinguished: continuous motors and
servomotors. Continuous motors are limited to rolling continuous movements, which
makes them more suitable for applications requiring uninterrupted motion. In contrast,
servomotors can rotate to a specific angle, making them ideal for tasks that require precision
and the use of a position controller. Among servomotors, digital versions stand out as they
incorporate a digital controller capable of facilitating communication, providing feedback
on the control process, and interpreting commands.
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One of the most widely used servomotor families in the field of robotics is the Dy-
namixel series. These servomotors are employed in a wide range of applications. For in-
stance, in the industrial domain, Dynamixel AX-12 servomotors have been used in the
implementation of manipulators [9]. In the space domain, these servomotors have been
employed to implement grippers for berthing tasks [10]. In the aerial robotics field, they
have been used to control the center of mass of aerial vehicles [11].

To conduct this study, a multi-articulated robotic platform was considered, featuring
up to 24 digitally controlled motors operating in a coordinated manner (see Figure 2).
This platform is a hybrid robotic hexapod capable of moving using six legs or the wheels
attached to each leg [12]. Hybrid hexapods have received special attention in recent years
due to their exceptional versatility in adapting their traction mode based on the terrain
they operate in [13–15]. From the perspective of this study, the hybrid hexapod serves as
an ideal platform, as it effectively demonstrates the impact of the proposed attack model.

Figure 2. Experimental platform: the hybrid hexapod.

In this work, the communication between the low-level controller and the actuators
will be implemented in compliance with the following specifications:

• Using actuators from the Dynamixel family.
• Transmitting commands from a Personal Computer (PC) through a UART connection.
• Sending simple pre-stored commands from a selection.
• Sending complex pre-stored commands from a selection, such as a sequence of orders

corresponding to a step.

2.1. Communication Protocol Description

Digital servomotors typically utilize communication protocols to provide feedback
to the control process and receive commands from low-level controllers. This article
focuses on the Dynamixel asynchronous protocol [16] and approaches the vulnerabilities
associated with the digital servomotors of Dynamixel; particularly, experiments have been
implemented with the model AX-12A. Since all Dynamixel actuators employ the same
communication protocol, the findings of this study are applicable to all actuators produced
by this manufacturer. Moreover, this analysis and the identified vulnerabilities can be
extended to any other asynchronous transmission protocol used for communication with
robotic actuators. The Dinamixel protocol scheme is shown in Figure 3, using version 1.0. It
is based on the transmission of two packets: instruction and status packets. The instruction
packet consists of six or more bytes: two for synchronization, the address of the slave to
communicate with, the packet length (in number of bytes), the instruction to be executed,
and a checksum byte to detect errors in transmission. These packets are sent by the
communication master (the low-level controller shown in Figure 4).

The format of the status packet is identical to that of the instruction packet. The only
difference is that the instruction byte (INSTR in Figure 3) is replaced by an error byte
(ERROR in Figure 3). This byte provides information on the execution of the instruction
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sent by the controller, and therefore, the packet is sent by the slave (the actuators shown in
Figure 4) to the controller.

Figure 3. Format of Dynamixel protocol: instruction package (marked in blue), and status package
(marked in red).

Figure 4. Architecture of the communication process.

The transmission of the packet is performed using a half-duplex UART protocol. This
communication method allows data to be sent and received over the same wire, enabling
multiple blocks to share the connection. To achieve this, each block must release the bus
after use, leaving the wire in a high-impedance state.

2.2. Physical Implementation

Communication using the Dynamixel protocol can be implemented in several ways.
One approach is to use the USB2Dynamixel device, which connects the servomotors directly
to a computer via a USB interface [17]. Another option is to use an Arduino-based platform,
as many libraries have already been developed to control these servomotors.

Vulnerability analysis and solution prototyping require complete control over message
structure in different aspects. First, low-level control at the logical level is essential for
monitoring individual bytes within the message structure. Furthermore, precise control
over the timing of these bytes is crucial, as time measurements will be used as a defense
strategy. These restrictions imply a concurrent or parallel mode of operation, as precise
synchronization between the received message and the time measurement is required.

Consequently, the USB2Dynamixel device is rejected for vulnerability analysis as
it is a closed solution that prevents access to the interior of the packages. Similarly,
a microcontroller-based solution is discarded because its natural mode of operation is
not concurrent, and any methodology to implement concurrent operations within a
microcontroller-based architecture lacks sufficient precision for accurate synchronization.

Thus, as a hardware solution for system implementation, an FPGA-based development
was selected for the following reasons: first, it enables direct implementation of the package
and provides full control over the hardware logical structure; second, this platform supports
parallel operation and allows for more precise timing measurements. A summary of this
discussion is presented in Table 1.

Table 1. Summary of implementation methods.

Platform Communication Logic Structure Timing Structure

USB2Dynamixel Possible Not possible Not possible

Arduino Possible Possible Not possible or very difficult

FPGA Possible Possible Possible
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The development board used in the study is the Arty7 board [18]. This board utilizes
an Artix7 family FPGA device [19], which is cataloged as a low-cost FPGA with limited
resources. In particular, the device used is a XC7A100T whose characteristics are shown
in Table 2.

Table 2. Hardware resources of FPGA device.

Device LookUp Tables (LUT) LUT Used as RAM (LUTRAM) Flip’-Flops (FF)

XC7A100T 63,400 19,000 126,800

The operating conditions in the transmission have been chosen in such a way that they
represent the most restrictive situation allowed by the communication protocol (baud rate
of 1 Mbaud), choosing an operating frequency for the FPGA of 100 Mhz that minimizes the
error range at that transmission speed.

In this sense, Figure 5a illustrates the architecture of a master block for the Dynamixel
protocol implemented on an FPGA. This block comprises a data input module that deter-
mines the commands to be transmitted (which may vary according to the application),
a FIFO memory for temporary storage of command bytes, a module implementing the Dy-
namixel protocol to handle protocol-specific operations, and a half-duplex UART interface
responsible for transmitting the command bytes.

Figure 5. (a) Architecture of the FPGA implementation, and (b) behavior of Dynamixel protocol:
instruction package (marked in blue), and status package (marked in red).

The behavior of the Dynamixel protocol block is illustrated in Figure 5b. First, the mas-
ter waits until a command needs to be sent. Then it generates the bytes associated with
the corresponding command (highlighted in blue) and transmits them to the half-duplex
UART. Once the command is sent, if the ID byte corresponds to the broadcast address, no
slave will respond, and the master will return to the standby state until a new command
needs to be sent. Otherwise, the master waits to receive the status packet from the selected
slave (highlighted in red). Once the response is received, it is passed to the input data
block for processing. Finally, the protocol module evolves to the standby state to send the
next command.

In Figure 6, the behavior of the master block implementation is analyzed using a logic
analyzer, more concretely Analog Discovery 2 [20]. The waveform labeled “bus” represents
the data flowing through the bus, while the other waveforms correspond to the states of the
Dynamixel protocol. In this example, the transmitted command orders the servomotor to
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turn on the LED (all servomotors are provided with an LED for testing purposes), as shown
in the blue packet. The dark blue waveform illustrates the different stages of the protocol
during the transmission of the instruction packet. Following this, there is a time interval
until the slave responds to the command. In this case, the response indicates that there
are no errors, as shown in the green packet. The dark green waveform shows the different
stages of the protocol during the reception of the status packet.

Furthermore, three timing intervals can be identified: first, the time required to
transmit the instruction packet, labeled ∆1; second, the time it takes for the actuator to
prepare its response, labeled ∆answer; and third, the time required to transmit the status
packet, labeled ∆2.

Figure 6. Behavior of the Dynamixel controller using a logic analyzer.

The hardware resources from the controller implementation are shown in Table 3.
It is important to note that the controller is a small system, and a low-level device
can be used, or several controllers can be implemented in the same device, allowing
decentralized control.

Table 3. Hardware resources of the main controller. Percentage of use is based on data in Table 2.

Module LUTs LUTRAMs FFs

Main controller 363 (0.57%) 64 (0.34%) 481 (0.38%)

3. Attack Model
3.1. Vulnerabilities of the Dynamixel Protocol

The first stage in developing the attack model is to identify the vulnerabilities that the
attacker may exploit. In this work, two specific vulnerabilities are considered: the use of a
public protocol without encryption and the connection of the actuators in an expandable
daisy chain. These weaknesses make it straightforward to insert a new attack module into
the chain, enabling communication with the master and slave modules while replacing
their identities.

3.2. Hardware Attack

Traditionally, scientific literature has focused on the study of software attacks, which
involve embedding malware within the system’s software architecture. However, there are
other types of attack that do not require any software component to be executed. This is the
case of attacks aimed at altering the physical components of the system and are commonly
referred to as hardware attacks [21]. They can be classified into three groups:
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• Physical attacks [22]. These attacks modify the system to attack.
• Side channel attacks [23]. These attacks use secondary characteristics to obtain infor-

mation from the system. Some examples of these characteristics are latency, power
consumption, electromagnetic radiation, etc.

• Faults injection attacks [24]. These attacks cause a system fault to gain information.
Some examples of these faults are the use of an operation frequency different from the
correct one, the use of a polarization voltage lower than the correct one, etc.

This work is devoted to exploring the effect, detection, and possible avoidance of
a hardware implementation of the man-in-the-middle attack [25] on a robotic platform.
The man-in-the-middle attack is a conceptual threat that, depending on its implementation,
can fall into a different of the aforementioned categories. Most cases are classified as
physical attacks because their effectiveness often requires modifications to the system
hardware. When an attack module is integrated into the system, it is referred to as Trojan
hardware [26]. The purpose of this type of module is to create a backdoor that enables
unauthorized access to the transmission of critical information. The primary functionality
of a man-in-the-middle attack is to monitor the communication channel to alter, modify,
or capture that communication, including commands and information.

The inclusion of a Trojan hardware in the system can be done by three potential actors:

• An unreliable manufacturer in the design and/or fabrication processes.
• An unhappy worker of a trusted manufacturer in the design and/or fabrication

processes.
• An external agent during the life cycle of the system.

In the case of a malicious manufacturer, the traditional solution is to work only with
trusted manufacturers. In the case of an unhappy worker, the manufacturer must test
whether the layout has the same elements as the schematic (for example, with tools such
as LVS, Layout Versus Schematic). In this paper only the third case is considered, since
the two first must be addressed during the design and/or manufacturing processes and
are therefore the responsibility of the manufacturers. Consequently, this study focuses
on attacks that originate from an external device, which could be covertly integrated into
the system.

3.3. Strategy of Man in the Middle Attack

The implementation of the man-in-the-middle attack involves inserting an attack
module into the communication bus. This module is placed between the controller and the
chain of actuators, as shown in Figure 7. In doing so, the module can isolate the controller
and replace the instruction packets.

Figure 7. Architecture of the scenario to be attacked including the attack module.

The architecture of the attack module is shown in Figure 8. This module consists of
three different blocks. First, there is a block responsible for establishing communication with
the low-level controller (similar to the one shown in Figure 5b). Second, a block determines



Electronics 2025, 14, 4909 9 of 21

the type of attack to be executed. Finally, another block establishes communication with
the actuator chain (also similar to the one shown in Figure 5b).

Figure 8. Scheme of the attack module to level block.

When a robot is threatened, the most common objective of attackers is to alter its
intended movement. In this article, attacks are carried out by modifying instructions
related to rolling and/or positioning. To achieve this, the attack decision block analyzes the
commands sent by the low-level controller and determines the actions to execute. These
actions can be programmed as follows:

• Do Nothing. It will transmit the order from the controller to the actuator chain and
then it will transmit the status from the actuator to the controller. This action can be
classified as a replay attack, in which the packet is captured for later use. However,
in our case, the goal of this situation is to hide the attack module.

• No order is transmitted. It will not transmit the order from the controller, and then it
will transmit a correct status package to the controller in order to avoid detection of
the attack. This action can be classified as a denial of service (DoS) attack, in which
the system takes no action (because it does not receive any commands).

• Changing the parameters of orders of rolling or positioning. If the block detects
one of such orders, the parameter fields will be changed, and then it will transmit
a correct status package to the controller in order to avoid detection of the attack.
Otherwise, it will have the same behavior as in the first case. This action can be
classified as stealthy packet manipulation, in which the attack module modifies the
content of communication.

The behavior implementation requires the packet analysis. Therefore, the decision
about the attack must wait until the transmission is completed.

The behavior of the attack module is illustrated in Figure 9, showing two different
scenarios. In Figure 9a, the attack module is programmed to maintain the instruction packet
from the controller without modification, that is, no attack is executed, and the presence
of the attack module remains transparent. In this figure, first, the attack module receives
the instruction packet from the controller, places it on the communication bus, and then
waits for the actuator response. Finally, once the response is received, the attack module
forwards it to the controller.

In Figure 9b, the attack module is programmed to prevent transmission of the con-
troller instruction to the actuator. Additionally, the attack module sends a status packet to
the controller, causing the controller to believe that the communication process has been
completed. In this figure, the module first receives the instruction packet from the controller,
and then the attack module returns a status packet to complete the communication protocol
according to the programmed attack. The attack module can include a delay before sending
the status packet.
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The case of changing a parameter in the instruction packet is similar to the first case
(Figure 9a) because the only variation is the change in the value of a single byte, while the
overall structure and the total number of bytes in the communication remain unchanged.

Figure 9. Behavior of the attack module. (a) Not attacking situation, and (b) attack without sending
any instruction to actuator.

The hardware resources corresponding to the implementation of the attack module
are shown in Table 4. It is important to note that the attack module has two controllers in
addition to the decision block (shown in Figure 8). Therefore, the attack module always
requires more hardware resources than a single controller (whose hardware resources are
shown in Table 3).

Table 4. Hardware resources of the attack module. Percentage of use is based on data in Table 2.

Module LUTs LUTRAMs FFs

Attack module 824 (1.30%) 128 (0.67%) 1028 (0.81%)

Finally, it is important to note that although the attack module presented in this
work was developed on an FPGA, an attacker could implement it using custom hardware
specifically designed to replicate the functionality of the proposed architecture, while also
featuring the miniaturization required to conceal an act of sabotage.

4. Security Policy
Firstly, it is important to note that the vulnerabilities approached by the attacker cannot

be removed from the current actuator configuration by the following reasons:

• A public protocol allows for greater use of these actuators. In principle, communication
could be encrypted; however, current actuators do not support this functionality.

• An expandable chain permits these actuators to be used in a large number of applications.

Therefore, the defense strategy cannot be aimed at directly eliminating these vulnera-
bilities, but rather at minimizing the advantages that the attacker can take from them.

In the case of the man-in-the-middle attack, the main defense strategies found in
literature can be divided into two categories:

• Strategies oriented to defense the message.
• Strategies oriented to defense the communication channel.

In the first category, the defense involves ensuring that the receiver can identify
whether the message is sent by an unauthorized block. In this sense, the traditional
defenses are the following:

• Encrypting messages to make them harder to understand.
• Adding different marks to messages to make them unique.
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In both cases, the actuators must be prepared to decrypt or analyze the content of the
message. In our study, these commercial actuators do not support these functionalities and,
therefore, such solutions have been discarded.

In the second category, the defense involves detecting the presence of a strange block
(Trojan hardware) in the communication channel. Traditionally, this defense involves
inspecting the system to identify and remove unauthorized components. Depending on the
application, the frequency of performing these inspections will be very different. Therefore,
it would be useful to have a tool capable of detecting the potential connection of malicious
modules that will recommend when inspections are required.

4.1. Related Work

Several approaches have addressed the problem of detecting Trojan hardware con-
nected to electronic circuits. In ref. [27], the trust evaluation of a robotic platform is surveyed.
In the case of hardware level, trust involves the identification of extra hardware that can be
considered as Trojan hardware. In this case, detection is performed by inspecting several
measurements: logical equivalence, signal activity rate, structural architecture, functional
correctness, and power consumption.

Detecting a deviation from the reference value during these measurements indicates
the possible presence of a hardware Trojan. However, these solutions are typically applied
to integrated circuits, as such measurements are difficult to obtain on a printed circuit board
because the actuators’ operation can mask deviations caused by the Trojan hardware.

In ref. [6], the presence of the Trojan hardware is detected through the anomalies
introduced in data bus by the attack module. The anomaly consists of altering the frequency
of the SCL signal.

In ref. [28], a multi-parameter metric is used to detect the presence of the attacker
module. These parameters are power consumption, timing variation, and leakage current.
The detection process consists of comparing the metric with a threshold value.

In ref. [29], strain sensors measure the bending or stretching of the wires. The inclusion
of a Trojan hardware can modify these measurements and, hence, the presence of the
intrusive hardware can be detected. However, this assumption requires the wires to have
low variation strain. In our case, no assumption about the platform structure is considered
and, therefore, this solution is not applicable.

Also, machine learning techniques are used to detect the presence of a man-in-the-
middle attack. In this case, two different types of feature are present in the learning process.
Firstly, some parameters of the transmission process are used in training.

In ref. [30], some characteristics of Ethernet communication are used to detect anoma-
lies in the communication process. Some examples of these characteristics are the timestamp
and IP address.

Moreover, the value of specific sensors is used in training. In ref. [31], this type of
feature is used to train the anomaly detection algorithm. The variation in characteristics is
assumed to be low.

In both cases, it is worth noting that the detection is produced when the attack is
executed, which can be dangerous, since the attacking module could be waiting to carry
out attacks without being detected.

In the case of other communication protocols, solutions are usually tailored to their spe-
cific characteristics. Therefore, their use in the Dynamixel protocol is either not applicable
or has very limited application.

For example, the authors of [32,33] indicate that the main vulnerabilities of the CAN
bus are the lack of information about the sender and receiver addresses (in a broadcast
communication) and the lack of message authentication mechanisms. To try to reduce
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the exploitation of these vulnerabilities, different defense mechanisms have been used,
such as message encryption, analyzing the information received at the gateway, including
hardware firewalls based on configurable rules (signatures), or analyzing the time between
communications from the same actor (since they always send messages regularly).

In ref. [34], the detection of Trojan hardware in the I2C protocol is analyzed. In this
case, the assumption is made that such hardware will increase the amount of traffic on
the communication bus. Therefore, the solution is based on analyzing this traffic using
different characteristics: time between successive frames, frame duration, number of bytes
exchanged, number of frames, and number of ACK and NACK bits.

4.2. Proposed Defense Strategy

After analyzing the behavior of the attack module, the primary effect of its presence
is a change in response time compared to unaltered transmission. For example, when a
command passes through the attack module, the time required to analyze the packet is
added to the transmission time of the command packet and the actuator response packet.
This fact can be observed from the analysis of Figures 6 and 9a), where the following
parameters can be identified:

• ∆1 denotes the time required by the low-level controller to generate the instruction
packet (see Figures 6 and 9).

• ∆1∗ represents the time required by the attack module to generate the instruction
packet, which is similar to ∆1 since both implementations are identical (shown in
Figure 9). This time should also include the attack module’s decision time. However,
this time is considered negligible compared to the packet generation time.

• ∆answer is the elapsed time between the completion of the controller’s transmis-
sion of the instruction packet and the reception of the actuator’s response (see
Figures 6 and 9).

• ∆answer* is the elapsed time between the completion of the controller’s transmission
of the instruction packet and the reception of the actuator’s response, in the presence
of the attack module (shown in Figure 9).

• ∆2 represents the time required by the actuator to generate the status packet (see
Figures 6 and 9).

• ∆2∗ represents the time required by the attack module to to generate the status packet,
which is similar to ∆2 since both implementations are identical (shown in Figure 9).

As shown in Figure 9a, when the attack module is present, ∆answer∗ includes the
value of ∆answer and the delay caused by the operation of the attack module, as defined
in Equation (1).

∆answer∗ = ∆1∗ + ∆answer + ∆2∗ (1)

Figure 9b shows the behavior when the attack action consists of preventing the in-
struction from being transmitted to the actuator. In this case, the response time will be
lower than usual, even similar if the module tries to replicate it. However, Equation (1) is
fulfilled most of the time, since the attack module must wait for the actuator’s response in
most transmissions.

From these facts, it is evident that the response time recorded in the presence of an
attack module (∆answer∗) shows variations compared to the response times measured
when the system was in its original state. If ∆answer is appropriately characterized, it may
be possible to establish criteria to compare the recorded response time with the characteristic
time, thereby determining whether an attack module is connected to the system.
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To enable this detection, the authors hypothesize that the delay between the trans-
mission of an instruction and the reception of the status packet, when no attack module is
present (∆answer), should be consistent and accurately predictable. Therefore, any signif-
icant deviation in the response time would indicate the presence of an external element
between the controller and the actuator. To characterize this consistency, the range of
values of ∆answer is identified by determining its minimum (∆answermin) and maximum
(∆answermax) values. Based on this range, the following hypothesis is formulated:

Hypothesis 1.

If ∆answermax − ∆answermin < ∆1∗ + ∆2∗,

⇒ ∀∆answer, ∆answer∗ > ∆answermax ⇒ ∃ attack module.
(2)

Proof. The minimum response time in the presence of an attack module is given by:

∆answer∗min = ∆1∗ + ∆answermin + ∆2∗ (3)

From the initial hypothesis condition, it follows that:

∆answermin > ∆answermax − (∆1∗ + ∆2∗) (4)

Substituting (4) into (3) yields:

∆answer∗min > ∆answermax (5)

Therefore:
∆answer∗ > ∆answermax, (6)

which holds for all values of ∆answer, confirming the hypothesis regarding attack detection.

However, this hypothesis must first be experimentally validated. Figure 10 illustrates
three different behaviors of the actuator response, highlighting the instruction packet in
blue and the status packet in green. The upper waveform shows normal transmission,
which is typical in most cases. In this case, the time necessary to prepare the status packet is
marked between two red lines that will be taken as reference in the other cases. The middle
waveform illustrates a faster response from the actuator. However, these responses have
a delay inside the status packet. Finally, the lower waveform shows a slower response.
Thus, the response time of the actuators exhibits some variability, and it is necessary to
determine whether this variability permits applying the proposed hypothesis for detecting
the attack module.

Figure 10. Different behaviors in the answer of the actuator.

In order to test the usability of the response time as a detection mechanism, a sequence
of eight instructions was sent. This sequence consisted of the following commands: turn on
the actuator LED, send a ping instruction, turn off the LED, send another ping instruction,



Electronics 2025, 14, 4909 14 of 21

position the actuator at 0◦, send a ping instruction, position the actuator at −75◦, and finally
send a ping instruction. This sequence was repeated 110 times, as it is considered represen-
tative of all possible behaviors. For that, the time has been measured for 880 instructions
(corresponding to 110 sequences) without the attack module (∆answer). This procedure
has been repeated with the attack module (∆answer*). These instructions have been chosen
because they are among the most commonly used, as well as being the most suitable
for altering the functionality of the actuator. In fact, motion instructions are specifically
employed to provide functionality to the actuator. Ping instructions, on the other hand, are
commonly used by controllers to verify the active listening state of actuators that, due to
the nature of the operation, remain inactive for a period of time. Finally, LED instructions
are used to convey information about the system’s operational status for maintenance
purposes. For all these reasons, these instructions are of interest to potential attackers,
since its manipulation would affect task execution effectiveness, the information regard-
ing the actuators’ active state, and the data provided by the controller for maintenance-
related purposes.

In Figure 11, this delay is shown for the transmission of 880 instructions (110 “Led
On” instructions, 110 “Led Off” instructions, 110 “Move 0◦” instructions, 110 “Move 75◦”
instructions and 440 “Ping” instructions shared in four plots). Each graph represents the
results of a study conducted for a specific type of instruction. In the case of the blue lines,
the attack module is not present, as illustrated in Figure 4, and the measurement will be
∆answer. Meanwhile, in the case of the red lines, the attack module is included in the
system, as shown in Figure 7, and the measurement will be ∆answer*. In addition, the black
lines represent the maximum amplitude reached by the blue lines (the difference between
the maximum and minimum ∆answer). These results clearly indicate a significant differ-
ence between the blue and red lines, validating the hypothesis proposed by the authors,
suggesting that this characteristic can be used to detect the presence of the attack module.

Next, we present the analysis of the different instructions. In the case of the LED
commands, the blue line crosses the red lines, indicating that these instructions cannot be
used for complete detection, that is, the Equation (2) is not fulfilled. In the case of using this
instruction in the detection process, a certain degree of false rejection must be assumed.

In Figure 12, the authors show a statistical analysis of the data included in the hypoth-
esis verification process. The data have been divided into the three types of instructions
considered: led, ping, and move instructions. The analysis consists of a box plot that in-
cludes the mean value and the standard deviation. From it, the deviation for all instructions
is lower than 5%. From the box plot, we can see that the variation is low (practically all data
from the ping and move instructions are inside the box). In the case of the move instruction,
the data dispersion is greater, since more data are visible outside the box. However, this
dispersion is not very large, less than 0.2 ms.

Considering the ping instructions, no blue line crosses the red lines—that is, Equation (2)
is fulfilled—indicating that, for this instruction, the response time criterion can be used to
detect the presence of the attack module. In these cases, a decrease in delay is notable in
several instances of the blue lines (when the attack module is not present). However, in the
red lines (when the attack module is present), there is an increase in delay. This is due to
the faster response of the actuator, as shown in Figure 13. In this case, the higher value of
∆2 (due to the faster response) accounts for the difference between the two behaviors.

With respect to move instructions, the blue lines do not cross the red lines; that is,
Equation (2) is fulfilled. Therefore, for these commands, the response time criterion can
also be applied to detect the presence of the attack module.
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Figure 11. Delay between instruction and status packets without the presence of the attack module
(blue line) and with the presence of the attack module (red line). The black lines mark the range of
blue waves.

Figure 12. Statistical analysis of data to verify the hypothesis presented.

Figure 13. Behavior of the communication channel when a faster response is produced.

These experiments demonstrate that the response time for certain commands is suffi-
ciently consistent to be used for detecting attack modules in the communication channel.
This consistency depends solely on the communication between the electronic systems of
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the low-level controller and the actuator, and is unaffected by other factors arising from the
robot’s mechanical behavior or other electronic components that might interfere with the
control loop.

5. Security Mechanism
The security mechanism will be implemented within the system itself to allow detec-

tion throughout its entire operational life. This constraint involves hardware implementa-
tion. Due to this fact, learning algorithms were discarded due to their high computational
and hardware resource demands. Instead, a simple threshold-based algorithm was used,
producing very satisfactory detection rates, as shown in Figure 11.

Once the hypothesis has been verified, a defense strategy is proposed. In this ap-
proach, the defense is activated for instructions that guarantee the detection of the attack
module, specifically the ping and moving instructions. Figure 14a illustrates the proposed
architecture for implementing a low-level controller with the defense strategy. As shown
in this figure, a defense module connected to the Dynamixel controller has been added to
identify the executed instruction and monitor the actuator’s response. If the module detects
response times that are higher or lower than expected, it will trigger an alarm, allowing an
operator to inspect the system and verify the possible presence of an attack module.

Figure 14. (a) Architecture of the implementation of the low level controller including the defense
strategy. (b) Behavior of the defense module.

The behavior of the defense module is described by the flow chart shown in Figure 14b.
First, the module reads the instruction to be executed and starts a timer. Once the instruc-
tion packet is sent, the timer is activated to measure the time until the actuator’s response
is received, measuring ∆answer (if no attack module is present) or ∆answer* (if the attack
module is present). If the instruction requires activation of the defense module, the mea-
sured delay is compared with a pre-defined acceptable range. If the delay falls outside this
range, the alarm is triggered.

The implementation of this defense strategy requires a configuration process to de-
termine the correct delay range. This configuration must be carried out in the absence of
the attack module and consists in measuring the response delays (∆answer in Figure 6) of
the servomotors. The valid range is defined as the maximum range obtained during this
configuration process. Table 5 presents this range for each instruction.
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Table 5. Timing values corresponding to the transmissions of several orders. ∆answer corresponds to
the time shown in Figure 6.

Instr. Packet Max (∆answer) Min (∆answer) max − min (∆answer)

Instr. LED 1140 µs 982 µs 158 µs

Instr. MOVE 1036 µs 991 µs 45 µs

Instr. PING 1014 µs 814 µs 200 µs

Next, we present a study on the detection of the attack module. In Figure 11, it can
be seen that the authors’ hypothesis consistently characterizes the presence of the attack
module. To test detection mechanism, the authors evaluated the approach by conducting a
new set of experiments with an increased number of samples. Specifically, we considered
500 sequences of instructions without the attack module and 500 sequences of instructions
with the attack module, comprising 2000 LED instructions, 2000 Move instructions and
4000 Ping instructions.

Next, we present a study on attack module detection using the authors’ hypothesis,
characterized in Figure 11. To test the detection mechanism, we used 2000 LED instructions
(1000 without an attack module and 1000 with an attack module), 2000 Move instruc-
tions (1000 without an attack module and 1000 with an attack module), and 4000 Ping
instructions (2000 without an attack module and 2000 with an attack module). To in-
crease the randomness of the behavior, the instructions were grouped into sequences of
eight instructions, mixing the different types. All instructions were tested in 500 sequences
(4000 instructions in total) without an attack module and in 500 sequences (4000 instructions
in total) with an attack module. The results are shown in Table 6. For all the instructions
considered, when the attack module is present in the system, the detection is absolute,
with a true positive rate of 100% and a false negative rate of 0%. In contrast, when the attack
module is absent, there is a minimal probability of a false positive in the Move and Ping
instructions, which confirms the results shown in Figure 11. Therefore, the instructions
selected for the defense procedure are those with the lowest false positive probability,
namely the Move and Ping instructions.

Table 6. Timing values corresponding to the transmissions of several orders. ∆, ∆1 and ∆2 correspond
to the times shown in Figure 6.

Instr.
Packet

Num.
Instr.

Positive
False Rate

Negative
False Rate

Positive
True Rate

Negative
True Rate

Led 2000 21.4% 0% 100% 78.6%

Move 2000 1.2% 0% 100% 98.8%

Ping 4000 0.25% 0% 100% 99.75%

Once the defense module was integrated into the system, its correct functionality
was tested using a logic analyzer. The tests were conducted under normal operating
conditions, so significant variations in environmental and/or external parameters are not
expected. Therefore, the pre-configuration process should maintain the correct values,
as minor variations are expected to fall within the operating ranges of the different system
components included in their datasheets [16,19].

The resulting waveforms are shown in Figure 15. In these tests, the same sequence of
instructions was used, including the LED, move, and ping commands. The figure illustrates
the controller communication channel (line_ctrl signal), the attack communication channel
(line_attack_disp signal), and the detection of an attack (attack signal). In Figure 15a,
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the actuator is connected to the line_ctrl signal, and therefore the operation of the attack
module does not have any effect on it. In this case, no attack is detected since no additional
delay exists.

On the other hand, in the experiments corresponding to Figure 15b, the actuator was
connected to the line_disp_attack signal, and thus the operation of the attack module
affected it. Since the defense module was designed to activate when a ping or move
instruction is executed, the attack is detected whenever a ping or move command is sent,
due to the additional delay introduced by the operation of the attack module.

Figure 15. Behavior of the system including the defense module (a) without the attack module and
(b) with the attack module.

The hardware resources corresponding to the implementation of the defense module
are shown in Table 7.

Table 7. Hardware resources of the defense module. Percentage of use is based on data in Table 2.

Module LUTs LUTRAMs FFs

Defense module 215 (0.34%) 0 (0%) 160 (0.13%)

It is worth noting that the study was conducted when the attack module was in a trans-
parent state, meaning that the communication process was not altered (the most common
action of the attack module). Therefore, the attack module will be detected when included
in the system, even if it does not cause any modification to the transmitted messages.

6. Conclusions
In this article, we analyze the vulnerability of a robotic platform to a man-in-the-middle

attack. This analysis was conducted exclusively at the hardware level. In conclusion, it
is worth highlighting, first, that it is not difficult to intrude improper circuits on open
platforms, as they are prepared to be changed or to include new modules. Second, when
the actuator response time exhibits low variability, response time measurements can be
used to detect the inclusion of a module external to the platform, as the attacking module
requires analysis time to decide its action.

More particularly, the analysis has considered an architecture compounded by a low-
level controller (master module) connected to a chain of actuators (slave modules), which
is a typical architecture. The Dynamixel protocol has been used to communicate the master
and slave modules, which are AX-12 servomotors. However, this study is perfectly valid for
any engine that uses the protocol considered, including all engines in the Dynamixel family.

An attack module has been inserted between the low-level controller and the actu-
ator chain. This module has three operating modes: do nothing, transmit no command,
and modify some parameter of the transmitted command. Analysis has shown that the



Electronics 2025, 14, 4909 19 of 21

attack module can modify or terminate communication without the low-level controller
detecting this situation.

Once the possibility of the attack has been characterized, an analysis of the attack
effect is necessary to find a possible countermeasure. The main effect is the increase in
response time due to the operations performed by the attack module, including analysis
and decisions.

Previously, to find a countermeasure based on response time, it was necessary to show
that the actuator response time has a low variation. The study of response time has shown
that, using this criterion, the positive true rate is 100% (and therefore the negative false
rate is 0%), and the positive false rate is below 2% (and therefore the negative false rate
is above 98%) in some instructions. Therefore, the authors think that this criterion can
be used as a countermeasure to detect the attack module considering the transmission of
these instructions.

Following this, a defense strategy has been implemented considering this countermea-
sure. This implementation requires fine control in the communication process with respect
to logic and timing levels. Therefore, the strategy has been implemented using an FPGA
device. This strategy has been tested with and without the presence of the attack module.
These tests have validated the hypothesis of the authors and demonstrated the successful
performance of the defense strategy to detect the presence of an attack module.

Since the proposed mechanism has not been implemented on a specific robotic plat-
form, a quantitative study of the overhead of parameters such as power consumption,
latency, or hardware resources cannot be performed. However, a qualitative analysis of
these parameters will be carried out.

Regarding power consumption, only a minimal increase is expected, since most of the
power is drawn by the mechanical components of the system, while the contribution of the
electronic part is negligible.

In terms of latency, no increase is anticipated, as the proposed mechanism operates in
parallel with the low-level controller.

Concerning hardware resources, the expected increase is also marginal. In fact, when
using the Artix7-100 FPGA device, the measured overhead is only 0.34%.

Finally, it should be noted that this approach can be applied to other robotic platforms,
although the implemented solution depends on the protocol used (Dynamixel). The con-
straints that must be met are the following: the attack operation must include additional
time in the response time (this restriction is common when the attack module analyzes
communication); and the actuator’s response time must have low variance.

7. Future Works
In future work, the proposed solution will be implemented during the operation of

the hybrid hexapod robotic platform by analyzing more instructions. In addition, different
attack models will be analyzed to study new defense mechanisms. Ultimately, other robotic
platforms will be examined to determine the extent to which the proposed solutions can
be generalized.

Additionally, an intelligent configuration process will be implemented using ma-
chine learning techniques to automatically identify the time signature of each system’s
response time. This will facilitate the configuration process when there are multiple actua-
tor chains or a different range for each actuator in the chain without having to resort to the
manual process.
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