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Abstract: Mixnets are an instrument to achieve anonymity. They are generally a sequence of servers
that apply a cryptographic process and a permutation to a batch of user messages. Most use
asymmetric cryptography, with the high computational cost that this entails. The main objective of
this study is to reduce delay in mixnet nodes. In this sense, this paper presents a new scheme that is
based only on symmetric cryptography. The novelty of this scheme is the use of binary graphs built
by mixnet nodes. The root node collects user keys and labels without knowing their owners. After
feeding each node by its graph, they can establish a random permutation and relate their keys to the
incoming batch positions through labels. The differences with previous symmetric schemes are that
users do not need long headers and nodes avoid the searching process. The outcomes are security and
efficiency improvements. As far as we know, it is the fastest mixnet system. Therefore, it is appropriate
for high-throughput applications like national polls (many users) or debates (many messages).

Keywords: mixnets; symmetric encryption; anonymous channel; e-voting

1. Introduction

Anonymity is a service required in several applications like e-voting, journalism,
surveys, etc. Additionally, it is a desirable feature in order to mitigate the threats of
communications surveillance. For these reasons, many anonymous communication systems
have been proposed [1,2]. These can be classified by their strategies [3].

One of them is to build a broadcast channel where all users participate. These schemes
are known as DC-nets (Dinning Cryptographers Network) [4] and have some variants,
such as Dissent (Dining Cryptographers Shuffled Send Network) [5] or BAR (Broadcast
Anonymous Routing) [6]. These protocols offer a high level of privacy, but they lack
flexibility, require all participants’ cooperation, and allow only one user to communicate in
one protocol round, which implies low throughput.

Another technique is hiding the transmission path by multiple hops. For example, Tor
(The Onion Router) [7], Herd [8], Hornet [9], TresMep (Tracking-resistant Communication
Mechanism with Dynamic Paths) [10], Misty Clouds [11], dPHI (dependable Path-HIdden
lightweight anonymity protocol) [12], and Nym [13] belong to this category. These onion
routing systems are suitable for low-latency communications in environments where
messages arrive at different times in an almost constant flow. Nevertheless, they are
vulnerable to traffic analysis [14,15] and attacks from adversary nodes [16,17].

The third approach is the use of mixnets. They are sequences of nodes that work with
batches of messages. Each node makes a cryptographic operation and shuffles the batch,
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thus breaking the relationship between incoming and outgoing messages [18]. Mixnets have
evolved and diversified widely in recent years. They started with [19], where users have to
encrypt their messages with the public keys of the nodes. Then, each one decrypts the batch
with its private key. These were followed by the so-called “encryption mixnets” [20]. Taking
advantage of the properties of the ElGamal cryptosystem, this new category provides
greater privacy and less delay for users and nodes.

An effort to improve efficiency is the combination of asymmetric and symmetric en-
cryption. This gave rise to hybrid mixnets [21–23]. Instead of encrypting the entire message
with public keys, what is encrypted with these is a symmetric one. Then, the message
encrypted with the latter is appended. This solution reduces the high computational effort
of asymmetric encryption to the few bits of a symmetric key. However, this does not bypass
exponential calculations and must add symmetric decryption to the process.

A better idea is cMIX (fixed cascade mixnet), proposed in [24], where operations in
users and nodes are reduced to a set of modular multiplications. Although the latency in
the production phase is small, each message must traverse the mixnet twice. Moreover,
it requires a precomputation phase where a set of asymmetric cryptographic operations
must be carried out. Another solution is the use of alternative encryption methods like
lattice-based ones [25], which can be six times faster than traditional mixnets [26]. However,
these methods are relatively new and require deeper research [27,28].

The first pure symmetric mixnet was SEBM (Symmetric-Key-Encryption-Based
Mixnet) [29], improved with ESEBM (Enhanced SEBM) [30]. In these schemes, nodes
generate keys and an identifier linked to it in an internal table. These values are propagated,
shuffled, and blinded from the last node in a predefined sequence to the first one, which
delivers them to users. Then, users send their encrypted messages to the mixnet, which is
composed in another different sequence. There is no need for asymmetric operations in
any step, which provides this scheme the highest speed. However, each message entails a
vector of identifiers that must be found in a table at each step. Moreover, depending on the
place each node occupies in the mixnet, several vulnerabilities arise. Some of them could
be exploited by just one adversary.

The purpose of this work has been overcoming the drawbacks of ESEBM and improv-
ing its throughput. In this regard, the new scheme presented here, called binary-tree-fed
mixnets or BTFM, does not require any identifiers and eliminates the need of searching
in tables. The outcome is a faster mixnet without overloading messages with superfluous
headers. Additionally, it can stand with a higher number of adversaries. The major contri-
bution is a starting phase where keys are established by means of a binary graph. Then, the
production phase is faster than in any other mixnet. This new idea of working with binary
graphs solves the problem of how to share keys anonymously without using asymmetric
encryption and is a new tool to apply independently in other contexts.

In summary, the main contributions of this paper are

1. A new tool for sharing keys anonymously without asymmetric encryption. Users can
send keys or messages to a server while preserving their privacy. This is achieved
using a binary graph where only permutations and XOR operations are required.

2. The development of a new mixnet scheme, BTFM, which is based solely on symmetric
encryption. Its main attributes are improvements in performance and security.

3. The discovery of some vulnerabilities in a previous symmetric encryption mixnet
scheme, ESEBM.

4. A security study of BTFM, where the minimum threshold of adversaries necessary to
violate privacy is determined.

5. The comparison of BTFM with previous schemes, carried out through a series of experiments.

The paper is structured as follows. The next section is devoted to ESEBM, describes it,
and shows some vulnerabilities. Then, BTFM is detailed in Section 3. The security analysis
follows in Section 4. Section 5 shows and discusses the results of some experiments. The
last section presents our conclusions.
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2. Vulnerabilities of ESEBM

ESEBM is an evolution of SEBM [29] and is explained in detail in [30]. To date, no
weaknesses in its security have been published. This is precisely the objective of this section.
In this mixnet, nodes form groups to generate concealing patterns that are delivered to
users. Figure 1 shows an example of an ESEBM mixnet with nine nodes. They form three
groups labeled as A, B, and C. Notice that members of these groups are scattered in the
mixnet. The only rule is that priority in the group must be respected on the mixnet.

C1 C4 C8A2 A5 A6B3 B7 B9

x2, q2=(0,0,q23,q24,...,q29), ID2 x5, q5, ID5 x6, q6, ID6

XA=x2ꚛx5ꚛx6

q2→ 0 ID2 q23 q24 q25 q26 ... ... q29

q5→ 0 0 0 0 ID5 q56 ... ... q59

q6→ 0 0 0 0 0 ID6 q67 ... q69

QA= 0 ID2 q23 q24 ID5ꚛq25 ID6ꚛq26ꚛq56 ... ... q29ꚛq59ꚛq69

Ꚛ Ꚛ (XA, QA)

(XC, QC)

(XBꚛXC, QBꚛQC){Ui}
(X, Q)=(XAꚛXBꚛXC, QAꚛQBꚛQC)

Figure 1. Example of ESEBM. Mixnet of 9 servers distributed in three groups. Each node builds
its concealing patterns xi and qi, which are stored in a table with an identifier IDi. Then, they are
combined by groups (like (XA, QA) for group A), and then by mixnet (X, Q), which are sent to users.

Concealing patterns are random numbers intended to hide user messages. These
concealing patterns are built by XORing binary strings generated by each node. Users
encrypt their messages by an XOR operation with the patterns and send the result to the
first node of the mixnet. Then, each node of the mixnet must remove its binary string. For
each node to know which string to apply to which message, it needs a separate identifier.
These identifiers could be used to trace senders and therefore must be hidden too. This is
the purpose of vector q in Figure 1.

In ESEBM, each node generates a binary string (x2 in node A2), a vector (q2), and an
identifier (ID2). These values are stored in a table. Then, inside each group, this tuple is
passed to the next node, which performs an XOR operation and sends the result to the next
one, and so on until reaching the last node of the group (A6). This one, the collector node,
obtains two values: the aggregated keys (XA) and the concealed identifiers (vector QA).

Each collector node (A6, B9, and C8) shuffles many pairs obtained this way. Then, the
batch is passed from collector node to collector node, creating an XOR operation. The last
node, (A6), the delivery node, delivers the result to users, which is

X = XA ⊕ XB ⊕ XC = x1 ⊕ x2 ⊕ ... ⊕ x9 (1)

Q = ID1, ID2 ⊕ q12, ID3 ⊕ q13 ⊕ q23, ..., ID9 ⊕ q19...q89 (2)

When a user sends a message m to the mixnet, it follows the format m ⊕ X, Q. The
first node of the mixnet, C1, recognizes the identifier ID1, which is disclosed in the first
position of Q. It must be in its table, in the same row as x1 and q1. Then, C1 creates an XOR
operation with these values. The result is an encrypted message without the string x1 and a
vector Q without the concealing values of q1. The next node A2 will find its identifier ID2
unveiled and will create the same process. At the end, all the strings xi will be removed
and the message shown in plain text.

The only node that knows the complete key X and the user is the delivery node (A6).
In order to prevent that, the user sends blinding factors to each member of this last group.
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These factors (bi) are combined with the strings by each node (xi for i = 2, 5, 6 in the
example). Therefore, the user receives the pair (X ⊕ B, Q), where B is an XOR of blinding
factors bi to be removed by the user before sending m. The delivery node can store in its
internal table the aggregated key of the remaining groups (XB ⊕ XC, QB ⊕ QC) and the
user but cannot know its group key (XA). Collector nodes can store its keys (pair XB, QB
for node B9; pair XC, QC for node C8). With this scheme, there are feasible attacks such as
the following:

1. Collusion of last group with the first node of the mixnet. If all members of the last group
(A2 and A5) reveal their passwords (x2, x5) to the last member (A6), the latter will
have the password of its group (XA) and also that of the rest of the groups (XB, XC).
That is, it has the complete key. It also knows which user it gave that key to; that is,
it has the link with the user. Therefore, it is able to decrypt any message of this user
delivered to the first member of the mixnet. In the example (Figure 1), it means a
collusion of four nodes: C1, A2, A5, and A6.

2. Collusion of the delivery node with the remaining nodes in the mixnet. The delivery node
(A6) can associate its key and ID with the receiving user. This node, by passing the
message through it, can therefore identify the user and transmit this knowledge to
the following nodes. The last one reveals the message in plain text and it will know
its author. This case corresponds with the collusion of four nodes in the example:
A6, B7, C8, and B9.

3. Collusion of the delivery node, the nodes of the groups that have performed a partial decryption,
and nodes in between. The delivery node knows the full key of the remaining groups
(XB ⊕ XC). When the message arrives within the mixnet (to A6), its key (x6) is applied
and the message is clean of the keys of the last group (XA), but it may already have the
keys of some nodes of the following groups applied (x1 from C1, x3 from B3, and x4
from C4). These nodes can collude and share these keys with the delivery node, but it
also needs to know where the message is within the batch. Namely, the permutations
of previous nodes are also required. (If any of the following groups have already fully
operated on the mixnet, then only collusion from the collector node of that group
would be required.) For this example, it means a collusion of the following six nodes:
C1, A2, B3, C4, A5, and A6.

4. Collusion of collection nodes. The delivery node can relate the user to the message. If all
collection nodes collaborate, they can know the aggregate key of each group for that
message. From the added key, they can know their particular key. The last member of
the mixnet, who is necessarily a group leader, will know the author when he has to
use that key. In the example, only three nodes are required: A6, C8, and B9.

ESEBM does not establish how many groups to define and how to scatter groups in
the mixnet. Therefore, each vulnerability requires more or fewer adversaries depending on
this distribution. Table 1 shows the list of vulnerabilities with the adversaries required in
each one. The last two columns depict the maximum and minimum number of adversaries
needed in each attack considering the best and worst distribution for each case. Notice that
two vulnerabilities requires only one adversary in the worst case (delivery node at the end
in type 2 and last group placed at the beginning in type 3). This problem is solved in the
new scheme.

Table 1. Adversaries required in ESEBM for n nodes = k groups × m members.

Vulnerability Example Max. Min.

1. Last group and first node C1, A2, A5, A6. m + 1 m
2. Delivery node and following ones A6, B7, C8, B9 (k−1)m + 1 1
3. Delivery node and previous ones C1...A6 n−m + 1 1
4. Collector nodes A6, C8, B9 k k
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3. Binary-Tree-Fed Mixnets

The new mixnet scheme, BTFM, is detailed below. With the intention of facilitating its
understanding, first, an example is shown and then the formal description of the method
is undertaken.

3.1. Overview

The presented scheme consists of three stages. The first one allows mix nodes to
share secret keys with users but preserve privacy. The second stage configures a fixed
permutation on each node of the mixnet. The last stage is the production mode, where
users can continuously send messages.

In the first stage, each node is placed at the root of a binary node tree. For each root,
the remaining nodes form the branches of the tree. Each user links with each node of
the last level (nodes without children), called leaf nodes. Through those links, users send
fragments of a key and a label they want to share with the root node. Therefore, each leaf
node has a key fragment but needs all the other nodes to unveil the key. All the leaf nodes
agree on a permutation and shuffle their fragments with it. Each pair of leaf nodes delivers
the batch to its parent node in the next level. Each parent node creates an XOR operation
with the key fragments at the same position of the batch. In this level, all the nodes agree on
a permutation, which is applied to the result. The process is repeated in each level. When it
reaches the root node, all the fragments will build the complete key.

Figure 2 shows a case of a mixnet of seven nodes in which a generic user Ui is
feeding with a key KiG and a label LiG node G. This couple is divided into four parts:
KiG = ai ⊕ bi ⊕ ci ⊕ di and LiG = a′i ⊕ b′i ⊕ c′i ⊕ d′i. User Ui sends to node A the couple
(ai, a′i), to node B the couple (bi, b′i), and similarly to nodes C and D. Notice that, at this
moment, only a collusion of A, B, C and D is able to unveil the key KiG. These four nodes
agree on the permutation π1. The four nodes create this permutation for the batch of all
users including Ui and deliver the result to the parent node. In the case of nodes A and B,
the parent node is E, which receives the two batches and creates an XOR operation. As the
permutation is the same, the first two fragments of the user key will be at the same position
in its batch and E will compute (ai ⊕ bi, a′i ⊕ b′i). Nodes E and F agree on a permutation: π2.
Both of them shuffle their results following it. Then, the result reaches node G, which will
be able to build the complete couple (ai ⊕ bi ⊕ ci ⊕ di, a′i ⊕ b′i ⊕ c′i ⊕ d′i), that is, (KiG, LiG).

In the second stage, each user sends a vector with the encrypted labels. In the example
of Figure 2, it is (LiA, LiB ⊕ KiA, LiC ⊕ KiA ⊕ KiB, ..., LiG ⊕ KiA...KiF), assuming that the
mixnet sequence is A, B, C, ..., G. Each node chooses a permutation and sets it. Each node
receives a batch of vectors whose first element is a label stored in the previous stage. This
process can be observed in Figure 3. Then, each node finds the label in its table and links
the corresponding key to the input position of the batch. Next, it removes its label from
the vector and applies this key to the remaining values, which is sent to the next node. In
the example, B receives (LiB, LiC ⊕ KiB, LiD ⊕ KiB ⊕ KiC, ..., LiG ⊕ KiB...KiF). Then, at each
position i of the batch, it looks for LiB in its table and finds KiB in the same row. Now, B
knows which key KiB to apply to which incoming batch position in the next stage. This
node then removes key KiB from each element of the label vector, performs its permutation,
and sends (LiC, LiD ⊕ KiC, ..., LiG ⊕ KiC...KiF) to the following node (C). When this stage
ends, nodes have set an unknown permutation and associated keys that are shared only
with users. Then, in the third stage, users only perform an XOR operation of any message
with the key Ki = KiA ⊕ KiB ⊕ ... ⊕ KiG and send it to the mixnet.
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ui

ai a’i

bi b’i

... ...

di d’i

U

{(ai,a’i)}

A

π1

{(bi,b’i)}

B

π1

{(ci,c’i)}

C

π1

{(di,d’i)}

D

π1

{(ai,a’i)}1

{(bi,b’i)}1

E

π2

(,)ꚛ(,)

{(ci,c’i)}1

{(di,d’i)}1

F

π2

(,)ꚛ(,)

G

(,)ꚛ(,){(aiꚛbi, a’iꚛb’i)}12

{(ciꚛdi, c’iꚛd’i)}12

... ...

aibicidi a’ib’ic’id’i

... ...

Figure 2. Each user ui shares a pair label–key with a node G by means of binary trees. Key is
composed of XORing ai, bi, ci, and di; label a′i , b′i , c′i , and d′i .

... ... ... ...

Lik Li(k+1)ꚛKik ... LimꚛKik...Ki(m-1)

... ... ... ...

Label Key

... ...

Lik Kik

... ...

... ... ...

Li(k+1) ... LimꚛKi(k+1)...Ki(m-1)

... ... ...

XOR

...

Kik

...

πuv

TK node

Incoming batch Outgoing batch

Setting

v

u

u ꚛKik, πuv

Figure 3. Setting stage: user keys (Kik) are linked to the incoming batch positions (u) and a random
permutation (πuv is established).

3.2. Formal Description

Let U = {Ui|i = 1, 2...n} be a set of n users. Let T = {Tj|j = 1, 2...m} be a set of nodes.
The elements of these sets can establish communication links among them. The scheme
follows three stages:

1. STAGE 1: FEEDING. The value k is computed from k = ⌊log2(m + 1)⌋. That is, k is the
highest number that accomplishes 2k − 1 ≤ m. Then, each user Ui generates 2k random
numbers per node. A half builds the keys with each node: Kij = Kij1 ⊕ Kij2...Kijα,
where j = 1, 2...m corresponds to different nodes and α = 2k−1. The other half are
fragments of the labels: Lij = Lij1 ⊕ Lij2...Lijα. Next, for each node Tj, a perfect binary
tree of k levels is established by selecting other nodes randomly until the tree is
completed. Nodes collaborate to ensure this randomness against adversaries [31]. The
tree is a subset of T with 2k − 1 elements, where Tj is the root at the first level. Each
node of the tree has two children nodes, occupying the next level. The exception is at
the last level, which has α = 2k−1 nodes that have no children. To these leaf nodes,
each user Ui sends the pair (Kijl , Lijl), where l = 1, 2, ...α corresponds to each leaf
node. All the nodes in the same level agree on a random permutation πh, h = 1, 2...k.
Nodes at the last level receive the pairs from users in a batch. Next, they create the
same permutation πk and send the result to their parent node. From the level k − 1 to
the root, each node creates an XOR operation between the pairs received in the same
position of the batches. Then, they create the permutation of their level and send the
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result to their parent node. The root node creates the XOR operation to obtain the pair
(Kij, Lij), which is stored in a table.

2. STAGE 2: SETTING. A random sequence of T1, T2, ..., Tm defines the mixnet. Users
send to the first node the vector (Li1, Li2 ⊕ Ki1, Li3 ⊕ Ki1 ⊕ Ki2, ..., Lim ⊕ Ki1...Ki(m−1)).
Each node Tj of the mixnet looks for the first element Lij of the vector in its table,
where it must be next to the key Kij. Then, it removes the first element of the vector
and applies XOR to the remaining elements with Kij. Next, the node establishes a
permutation on the input batch and sends the result. From now on, the key Kij will be
applied with any value that comes in the same batch position.

3. STAGE 3: MIXING. Users compute Ki = Ki1 ⊕ Ki2 ⊕ ... ⊕ Kim. Then, they can anony-
mously publish any message mi by sending Ki ⊕ mi to the first node of the mixnet.
The first node processes the batch of encrypted messages, which will remove its
partial key Ki1. The next nodes do the same until the last one, which shows a batch of
decrypted messages.

4. Security Analysis

The nodes of any mixnet can collude among themselves and/or with some users to
break the anonymity of others. This section studies this problem. Firstly, some hypotheses
are established regarding the limits of these adversaries. Based on these, the strength of the
system is determined, indicating the minimum number of conspirators to violate it. Finally,
the properties of this scheme are reviewed.

4.1. Security Model

In order to obtain a security measure of the scheme, some starting assumptions must
be established:

1. The bit length of keys (kij) and labels (Lij) is large enough to reduce the probability of
guessing them from their XOR encryption forms to a negligible value.

2. Peer-to-peer communications are safe; in other words, adversaries cannot prevent
(DoS), decrypt (confidentiality), impersonate (authentication), or tamper with (in-
tegrity) these communications.

3. Adversaries can only gather information from their role in the process or from
other adversaries.

4.2. Analysis

The objective of adversaries is to link the decrypted message with its author. If the
first node is an adversary, it will only need the key because it knows the sender. If the last
node is an adversary, it will only need the authorship because the message is decrypted.
Intermediate nodes will need the two kinds of information.

Definition 1. “Binary-tree cut” is defined as a set of nodes of which at least one participates in any
connected path between root and leaves.

Proposition 1. The nodes capable of learning user keys must necessarily constitute a cut.

Proof. The information needed to deduce the key is initially the set of fragments. All the
leaf nodes could reconstruct the key, and it is also true that the set defined by them is a
cut. If instead of the initial fragments any aggregation of them is available, it can also be
reconstructed as long as all the fragments have participated. For a fragment not to have
participated, it must happen that, on the path that joins it to the root, there is no node of
the cut, which is precisely the definition of cut.

Figure 4 shows two examples of binary-tree cuts. Although being a cut is a necessary
condition, it is not sufficient. Notice that the cut in Figure 4a has no node of the third
level(i, j, k, l); therefore, the elements of the cut are unaware of the permutation carried
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out at said level and cannot associate the keys to the users. However, the cut in Figure 4b
is capable.

a

b

c

d

e

f

g

h

i

j

k

l

m

n

o

a

b

c

d

e

f

g

h

i

j

k

l

m

n

o

(a) (b)

Figure 4. Binary-tree cuts: (a) permutation of third level (node i) is not known for the cut, so they
cannot build the key; (b) cut able to break privacy.

Proposition 2. For a cut to reveal the keys and associate them with their users, it must have at
least one node at each level between the level of the leaves and the lowest level (closest to the root) of
the cut.

Proof. To construct the keys, in addition to the fragments or aggregations of these, the
permutations carried out on them must be known. Only the nodes at each level know their
permutation. That is, the collaboration of at least one of the nodes at each level is needed
between the extreme nodes of the cut. If the top of the cut is a level that does not correspond
to the leaf nodes, then a batch of keys can be obtained, but they cannot be associated with
users. The first permutation is only known to the leaf nodes. Therefore, it is necessary to
incorporate the information of all the permutations from these to the cut.

Theorem 1. The minimum number of adversaries to learn keys in a binary tree of k levels is k.

Proof. Given Proposition 1, the minimum number of levels of a cut capable of revealing the
keys would be the one constituted by the leaf nodes, whose number is 2k−1. Furthermore, it
is the only cut possible with this single level given Proposition 2. The fragment information
that exists in two leaf nodes is obtained aggregated in their parent nodes. Therefore, if we
now consider a cut that includes the next level, each pair of leaf nodes can be replaced by
its parent node by reducing the cut by one. It is not possible to conduct it with all of them
because at least one leaf node must remain to report the permutation of its level. In this
way, different cuts of size 2k−2 + 1 can be established, that is, the nodes of the next level
plus a leaf node. This number would be the minimum because with one less node there
would always be a lack of information.

Now consider a cut A that reaches level r formed by a sequence of nodes from a leaf
node to r (minimum number of nodes to know all the permutations) and the rest of the
nodes of level r (those that make up the minimum number to build the keys). That is,
|A| = 2r−1 + k − r (for example, nodes a, i, m, and n in Figure 4 for the case k = 2 and
r = 2). Suppose there is a cut B with a smaller number of nodes (|B| < |A|). This cut B
must necessarily exclude nodes from cut A as it is smaller in number. If the excluded node
is one of level r, then it must be replaced with any combination of its descendants, a number
never less than two. Therefore, for this change to allow the size of B to be reduced, the
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level would have to be decreased, thus reducing the number of nodes necessary to know
the permutations. However, reducing a level implies multiplying by two the minimum
number of nodes necessary to know the key (those of the level) while only reducing those
necessary to know the permutation by one unit. Therefore, B can never be less than A.
Its size, |A| = 2r−1 + k − r, reaches the minimum value for r = 1; that is, the root node is
enough to know the key to which any sequence up to a leaf node must be added. Therefore,
there is one node per level.

This result can be applied to labels as they follow the same process as keys. At the
second stage, the mixnet is constituted with a random sequence of all the nodes. Then,
each node chooses a random permutation to apply to the batches. Users then send their
encrypted labels to the mixnet. Nodes learn the position to apply each key through the
labels. If a node knows the owner of a key (for example, when this node is the root node in a
successful attack of k adversaries on stage 1), it can identify the owner of any message when
it reaches that node and share that information with the following node. However, this
node cannot disclose the message without the remaining keys. Therefore, any successful
collusion in stage 2 will need the collaboration of all the existing nodes between this
attacking node and the end of the mixnet. The easiest case is when the attacking node is
precisely the last in the mixnet. In this case, no additional node is required for the attacker
and therefore no more adversaries than k are needed. In stage 3, the same reasoning can
be applied as in stage 2 since it is very similar (messages are encrypted instead of labels).
Thus, the minimum number of adversaries to break privacy is, again, k.

4.3. Properties

Mixnets are usually compared based on a number of commonly known features [2].
The main one is anonymity, and both schemes (ESEBM and BTFM) provide it. However,
ESEBM shows cases (2 and 3 in Table 1) where only one adversary can break privacy. In com-
parison, BTFM offers a higher minimum adversary threshold (⌊log2(m + 1)⌋). On the other
hand, it is enough to have a single honest node in asymmetric mixnets to ensure privacy.

When considering the other characteristics, there are some that no symmetric mixnet
can meet. As far as we know, verifiability, robustness, and fault tolerance can only be
accomplished by asymmetric encryption techniques. Nevertheless, scalability, throughput,
and latency are vastly surpassed by symmetric mixnets, as indicated in experiments. In this
area, BTFM shows better results than ESEBM, especially when processing huge amounts of
messages, as described in the next section.

5. Results and Discussion

This section describes a series of experiments aimed at assessing the differences
regarding BTFM with other schemes. Firstly, it is compared with asymmetric systems (RSA
and cMIX) and then with ESEBM. The first graph meets the objective of contextualizing
purely symmetric systems with respect to traditional schemes (RSA), including one of the
most advanced in terms of speed, such as cMIX. The following charts show cases in which
BTFM and ESEBM clearly differ in delay and header size.

The following results have been obtained using a CPU i5-3230M, at 2.6 GHz and 16 GB
of RAM. The software has been developed on Java 1.8.0_121 in a Windows 10 OS. The
message length has been chosen to be 1024 bits. It must be the same for any key. However,
for labels (qij in ESEBM and Lij in BFTM), an integer (32 bits) has been selected. Network
delays are not considered. With this scenario, a mixnet of ten nodes throws an average
node delay shown in Figure 5. The batch size varies from 1000 to 10,000 users. Each line
corresponds to one of the four schemes: a decryption mixnet based on RSA, cMIX (modular
products), ESEBM, and BTFM. As can be seen, symmetric mixnets are very similar with the
lowest latency. However, RSA and cMIX present a significantly higher delay. In fact, for
10,000 users, RSA is 91 times slower than BTFM, cMIX 30 times, and ESEBM 1.6 times.



Appl. Sci. 2024, 14, 966 10 of 13

0

2

4

6

8

10

12

14

16

18

20

1 2 3 4 5 6 7 8 9 10

Batch size (k)

Node delay in seconds

cMIX

RSA

ESEBM

BTFM

Figure 5. Node delay comparison among RSA, cMIX, ESEBM, and BTFM mixnets.

In order to appreciate the differences between BTFM and ESEBM, the batch size must
be increased. The considerable reduction offered by BTFM can be seen in Figure 6. In the
first case (100 K users), BTFM takes almost half (50.8%) the time of ESBM. This difference
increases as the number of users grows, to the point that with 550 K users it reaches 23.6%.
That is, BTFM is 4.2 times faster than ESEBM in this case. A deeper look reveals that the
XORing time is very reduced in both schemes (4.2% of total time in BTFM and 1.6% in
ESEBM). Permutation and serialization operations are the most time-consuming.
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Figure 6. Delay in an ESEBM node (continuous line) and in a BTFM node (dots).

In ESEBM, the batch size is significantly larger than in BTFM because a label vector
proportional to the size of the mixnet must be added. Figure 7 shows this exceedance of
the BTFM batch in two ways: megabytes in columns and percentages in a line. The mixnet
size, from 10 nodes to 100, is represented on the abscissa. In ordinates, the same number
represents the percentage and the overload megabytes. This chart corresponds to 250 K
users. However, if the number of users with the same mixnet size is varied, horizontal lines
are observed. That is, the percentage that represents the excess of the batch size remains
constant with respect to users. Regarding the nodes, the worst case (100 nodes) presents an
overload of 100.1 MB (39.6%).
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Figure 7. Excedance of an ESEBM batch over BTFM.

Overall, in light of these experiments, the performance of BTFM stands out from
other systems. It is overwhelmingly superior to asymmetric encryption systems (up to
30 times faster), it slightly improves ESEBM in low-demand environments (batches of 10.000
users), and clearly surpasses it when demand increases (doubles it from 100,000 users).
Furthermore, messages do not increase in size by aggregating headers as in ESEBM, which
implies a reduction in the time to send batches between nodes.

6. Conclusions

This section offers an overview of this work. The main contributions are reviewed, the
advantages and limitations of this new scheme are highlighted, and future lines of research
are discussed.

In the context prior to this article, ESEBM was the fastest mixnet to date. It represented
a qualitative leap over previous schemes by reducing the computing time in the nodes
by two orders of magnitude. Its greatest merit is perhaps to have demonstrated that it is
possible to do without asymmetric encryption. However, ESEBM has certain weaknesses
and needs to use long message headers. The challenge driving this work was to further
improve performance by leveraging the pure symmetric encryption approach. The solution
comes from two simple ideas: fragmenting the keys to hide them from the nodes (stage
1) and using labels to enable free permutation in stage 2. The former originated the
key sending method of the binary graph, and the latter enables the nodes to reduce the
operations to be performed to a minimum (stage 3), thus maximizing their performance.

Among the contributions, the new technique of sending keys through a binary graph
from stage 1 stands out. Through this, a set of entities can establish a symmetric key with
another anonymously, all this using only XOR operations and permutations. Although it
has been applied to mixnets, it could be used in other environments. For example, a group
of authorized users could establish label–key pairs in this way with a server. They could
then contact it using any anonymous channel [1]. By identifying themselves only with the
tag and demonstrating knowledge of the key, the server would know that they belong to
the authorized group but would not be able to identify any user in particular. From here,
users could interact anonymously and securely with the server. This technique would be
similar to blind signature but with the advantage of requiring less computational cost and
without the weakness inherent to any asymmetric key cryptosystem.

The main contribution is BTFM. It is a new mixnet scheme inside a very rare category,
symmetric encryption mixnets, which includes only two more: SEBM and ESEBM. While
these types of mixnets lack robustness, fault tolerance, and verifiability, they instead offer a
qualitative leap in performance, reducing delay. In this respect, BTFM shows better rates
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than ESEBM (4 times faster). The reason is that BTFM minimizes the processing of each
node. As far as we know, there is no mixnet faster than BTFM.

This new scheme can be used in any scenario where a mixnet is the solution. Never-
theless, the requisite of a complex starting phase leads to environments where the same
users send messages continuously, like in forums or meetings. In this context, using the
same key multiple times could be a weakness when just an XOR operation is performed.
However, the same scheme is valid with other symmetric encryption algorithms like AES
(Advanced Encryption Standard) in the production phase. Other applications appropriate
for BTFM are those requiring high throughput, such as elections or nationwide surveys.

Another contribution of this article has been the revelation of ESEBM vulnerabilities.
A comparison with BTFM yields a tougher constraint on adversaries being successful.
Therefore, BTFM improves ESEBM in speed and security. The drawback is that BTFM
must be applied to batches of users acting at the same time. ESEBM can better deal with
an asynchronous demand. For both, it remains an open question to provide verifiability
and robustness to overcome traditional schemes. In this sense, it would be interesting
as a line of research to study the combination with asymmetric encryption techniques
only for verifiability, trying to maintain the same performance when all nodes are honest.
Another challenge for future work is to increase the minimum threshold of adversaries to
break anonymity.
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